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ABSTRACT
This paper analyzes application level performance during a
range attack in ad hoc networks. This new denial of service
(DoS) attack is based on periodical changes in the transmis-
sion range of a wireless node. It is very difficult to detect
this attack, because it is perfectly normal for the transmis-
sion range to vary. The main contribution of this paper is
to present two cross-layer designs for mitigating the range
attack. The research methodology is based on using the ns-
2 network simulator. Nodes are downloading web pages
from a server node in a small simulated ad hoc network,
and the complete transmission time for each download is
measured. According to the simulation results, the pro-
posed mitigation mechanisms can even double the amount
of transmissions fulfilling a specific requirement for maxi-
mum delay during a range attack.
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1 Introduction

Routing in ad hoc networks is significantly different than
in ordinary wired networks [1]. The wireless medium
makes it possible to transmit a message to any node within
the transmission range of a sender, and dynamic network
topologies place heavy requirements on the convergence
characteristics of routing protocols. As the name implies,
ad hoc networks can be used to construct temporary net-
works without administrative intervention or any specific
infrastructure devices. Correct behavior of all nodes is re-
quired, but as expressed in [2], cooperation is assumed but
not enforced in mobile ad hoc networks. Even a single ma-
licious node can thus harm routing in a whole ad hoc net-
work. This makes ad hoc routing an attractive target for
denial of service (DoS) attacks.

The range attack described in this paper is a new DoS
attack against ad hoc routing. It is based on changing pe-
riodically the transmission range of a wireless node. There
is no need to compromise any node, because an attacker
only has to get close enough to the antenna of a node to be
used for the range attack. The goal of this attack is to cause
frequent topology changes.

This paper analyzes how the range attack affects ap-
plication level delays when end-users are downloading web
pages from a server node. The research methodology is
based on using the ns-2 network simulator to measure de-
lays of web page downloads in a small mobile ad hoc
network. These delays are compared when the follow-
ing three ad hoc routing protocols are used: The Ad hoc
On-demand Distance-Vector (AODV) [3], the Destination
Sequenced Distance-Vector (DSDV) [4], and the Dynamic
Source Routing (DSR) [5] protocols. The goal of this anal-
ysis is to find out, how vulnerable these ad hoc routing pro-
tocols are against the range attack.

The main contribution of this paper is to present two
cross-layer designs for mitigating the range attack. A cross-
layer design introduces protocol layer interdependencies to
optimize overall network performance [6]. Traditionally
protocol layers are strictly separated and cannot share net-
work status information between layers.

The first cross-layer design presented in this paper al-
lows the ad hoc routing protocol layer to share information
with the medium access control (MAC) protocol layer. The
goal here is to assure that unidirectional links are not used
by an ad hoc routing protocol, if the underlying MAC layer
requires bidirectional links, such as with the IEEE 802.11
MAC protocol. In the simulations both DSDV and DSR en-
countered transmission breaks when they tried to use uni-
directional links caused by the range attack.

The second cross-layer design presented here allows
the application layer and the transport layer to share infor-
mation. If an application is sending time-sensitive infor-
mation which should be transmitted within a specific max-
imum delay, an application should wait for the previous
transmission to be completely acknowledged before send-
ing a next message.

According to the simulation results, the usage of the
presented cross-layer designs can even double the amount
of web page transmissions fulfilling a delay requirement
during a range attack.

The structure of this paper is the following. First the
range attack is specified in more detail. Next, the proposed
cross-layer designs are described. The following section
explains details about the simulated ad hoc network. After
that the simulation results are given. Some related work is
also listed. Finally, the conclusions are given.



2 The Range Attack

A range attack is carried out by getting very close to an
internal node of an ad hoc network. The node does not
need to be compromised. This attack can be carried out by
a malicious insider or by an outsider having access to the
networked area.

Two kinds of range attacks are studied in this paper:
attenuating and amplifying range attacks. In both cases the
transmission range of a node is changed periodically be-
tween the default range and an attack range. The range at-
tack length defines the time how often the range is changed.

2.1 The Attenuating Range Attack

In an attenuating range attack the transmission range of the
attacking node is decreased, for example, by shielding the
antenna with some material which prevents or degrades the
propagation of the radio signal.

Isolating an internal node periodically from an ad hoc
network will cause regular breaks in multi-hop connections
traversing through the attacking node. Serious penalties on
application level performance will result.

Attenuating range attacks have been analyzed in [7]
which compared the resilience of ad hoc routing protocols
against this attack and found out that this resilience depends
on the requirements of the major applications. This paper
continues the work presented in [7].

2.2 The Amplifying Range Attack

In an amplifying range attack the transmission range of
the attacking node is increased, for example, by installing
an attachment which modifies an omni-directional antenna
into a directional antenna. This kind of range extension has
been reported, for example, for Bluetooth interfaces, where
the default maximum range of 100 meters for a bidirec-
tional connection can be extended up to 500 meters by us-
ing a high gain directional antenna [8]. In this paper, how-
ever, it is expected that the range extension works only for
the transmitted signal, not for the received signal. An ex-
tended range can thus only be used for unidirectional links
to transmit information to very remote hosts.

The amplifying range attack against ad hoc routing
has not been described or analyzed in the literature.

The amplifying range attack should theoretically not
cause any transmission breaks, because no links disappear.
Some new links are created, but they are all unidirectional.
Of course, throughput can decrease due to added interfer-
ence from amplified radio signals.

In practice, however, the amplifying range attack can
cause severe problems in connectivity, especially in ad hoc
networks based on MAC protocols requiring bidirectional
links for all unicast messages. An example of this kind
of a MAC protocol is the IEEE 802.11, in which all uni-
cast transmissions are preceded with the Distributed Coor-
dinated Function (DCF) consisting of request-to-send and

clear-to-send signals. All unicast messages are also ac-
knowledged at the MAC level. Only bidirectional links
must thus be selected by an ad hoc routing protocol in net-
works using this kind of a MAC.

Ad hoc routing entities surrounding the attacking
node receive route management messages from the attack-
ing node through a unidirectional link. If a routing entity
believes that a shorter route is available through the attack-
ing node, it will accept a unidirectional link which cannot
forward any messages towards the attacking node. As a
result, forwarding of all messages to this link will fail. De-
pending on the ad hoc routing protocol and the MAC layer,
the problem can persist even for the complete duration of
the amplified range.

The reason for this vulnerability against the amplify-
ing range attack seems to be the implicit trust for all links
being bidirectional. The usage of a bidirectional MAC can
increase this false belief. It should be emphasized that all
implementations of ad hoc routing protocols do not neces-
sarily have this vulnerability against the amplifying range
attack. To prevent this vulnerability, an ad hoc routing pro-
tocol should make its own checks for bidirectionality, es-
pecially over MAC protocols, such as the IEEE 802.11.

3 Two Cross-Layer Designs for Mitigating
the Range Attack

It is very difficult to detect the range attack, because it is
perfectly normal for the transmission range to vary due to
terrain, moving obstacles, weather etc. For this reason new
mitigation mechanisms are needed. This section describes
two cross-layer designs for this purpose.

3.1 Routing Level Cross-Layer Design

The routing layer and the MAC layer have at least the fol-
lowing overlapping features regarding the range attack:

• Both layers may have different requirements for bidi-
rectionality.

• Both layers can implement tests for bidirectionality.

• Both layers can implement acknowledgement of
transmitted messages.

• Both layers can detect disconnected links

All these features should be coordinated, and a cross-
layer design is one possibility for this. These two layers
should do not make any false expectations about each other.

The main goal for the proposed routing level cross-
layer design is to assure that an ad hoc routing protocol
does not accept any unidirectional links, when the ad hoc
network is based on a a MAC requiring bidirectional links.
This is necessary for mitigating or even preventing the am-
plifying range attack. When necessary, an ad hoc routing
agent should implement itself additional features to prevent



unidirectional links from entering route tables. Also, co-
operation between these two layers make it possible to im-
plement acknowledgements and link status detection in the
most effective place. Cross-layer designs can make it eas-
ier to detect inconsistencies between the properties of these
two layers.

3.2 Application Level Cross-Layer Design

When there is no end-to-end path available to a destination
(e.g., temporarily due to the range attack), all packets to
that destination will be queued until a path is again avail-
able. The associated delay can be problematic especially
for an application sending time-sensitive data, such as reg-
ular updates for some information. The proposed applica-
tion level cross-layer design will reduce the possibility for
a message being delayed excessively.

The main goal of the application level cross-layer de-
sign is to prevent an application from sending new time-
sensitive data when previous messages have not yet been
acknowledged at the TCP level. Otherwise a new message
would just remain in a send buffer waiting for a usable end-
to-end path, and during this time the message would grad-
ually lose its timeliness and waste network resources un-
necessarily. This cross-layer design thus involves sharing
TCP acknowledgement status with an application. When
transmitting messages relatively infrequently, a sign of an
unacknowledged previous message tells about an unavail-
able end-to-end path.

An alternative to providing TCP acknowledgement
status to an application is the use of the Stream Control
Transmission Protocol (SCTP) [9] instead of TCP. SCTP
can reduce problems from the head-of-line blocking where
a lost packet prevents packets with higher sequence num-
bers from being delivered to an application, even if these
packets would have been received correctly.

4 The Simulated Ad Hoc Network

The ns-2.28 network simulator was used to investigate the
application level performance during range attacks. Two
modifications were made to the basic ns-2.28 simulator:
nodes were allowed to have different transmission ranges,
and the infinite loop problem of the DSDV was patched.

The structure of the simulated ad hoc network is
shown in the Fig. 1. This network consists of six nodes,
numbered from 0 to 5. The x- and y-coordinates for a node
are indicated in parenthesis below each node. The IEEE
802.11 MAC layer is used in the network. All messages
are transmitted with the bandwidth of 1 Mbps.

Nodes 0 to 4 are static. The node 5 is moving ver-
tically along the y-axis back and forth between the points
(300,700) and (300,100). At the beginning of a simulation
it starts moving downwards with the speed of 3 m/s. At the
time of 400 seconds it starts moving upwards. The node 5
initiates a movement every 400 seconds.

Node 5 moving
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Figure 1. Structure of the simulated ad hoc network.

The node 3 is used for the range attack. The default
transmission range for all nodes is 250 meters. In the atten-
uation range attack the range of the node 3 is reduced peri-
odically to 40 meters. In the amplifying attack this range is
periodically increased to 550 meters.

Client nodes are downloading web pages from the
server node 0 with an exponentially distributed inter-page
time, the average value being 30 seconds. These pages are
downloaded automatically over the TCP protocol. Each
web page contains 2920 bytes, which results in two full-
size TCP segments. It is expected that persistent TCP con-
nections are used, so the three-way handshake is not re-
quired for initiating a download. It should be noticed that
the downloaded information does not necessarily have to
be a web page, because an application is only expected to
use TCP for its transmission purposes.

The transmission delay for a download is the com-
plete time to transmit and acknowledge a single web page.
This delay is thus the time from the transmission of the first
TCP segment to the reception of the acknowledgement of
the second TCP segment at the server node 0.

4.1 Simulation Parameters

The length of each simulation was 60 000 seconds. Due to
the memory requirements of DSR, every simulation was di-
vided into 15 independent sub-simulations, each of length
4 000 seconds. All sub-simulations used different random
number sequences.

Simulations were repeated with the following param-
eter combinations:

• The routing protocol was AODV, DSDV, or DSR.

• The range attack length (time between range modifi-
cations) was 1, 5, 10, 20, 30, 40, 50, or 60 seconds.



5 Simulation Results

In all of the simulations, the transmission delay of a web
page was measured only to the node 4. The node 4 suffers
the most from the range attack, as it uses frequently a multi-
hop connection through the attacking node 3. A multi-hop
connection through the mobile node 5 is also possible, de-
pending on the location of the node 5.

All graphs have three different curves. The continu-
ous line represents the AODV protocol, the narrow dotted
line represents the DSDV protocol, and the broad dotted
line represents the DSR protocol.

5.1 Normal Delay

The Fig. 2 shows the cumulative distribution function
(CDF ) for the delay of transmissions to the node 4. This
figure shows the normal delay distribution when there is
no attack. CDF (x) is the probability that the transmission
delay is less or equal to x.

As can be seen from the Fig. 2, the complete trans-
mission delay is mostly below 0.1 seconds. In case of the
DSDV protocol, approximately 5% of downloads experi-
ence a relatively long delay of more than 10 seconds.

5.2 Delay During an Amplifying Range At-
tack

The Fig. 3 shows the fraction of transmissions having a de-
lay less or equal to 0.3 seconds during an amplifying range
attack. In this case it is expected that the application is
transmitting very time-sensitive information. The x-axis in
this and all the following figures shows the range attack
length.

The amplifying range attack should have no effect on
the delay distribution because no links are broken due to
this attack. All end-to-end paths remain available regard-
less of this attack. These results indicate, however, that the
implementations of both DSDV and DSR in the ns-2 net-
work simulator are vulnerable to this attack. The AODV
protocol is completely insensitive to the amplifying range
attack.

The Fig. 4 shows the fraction of transmissions having
a delay less or equal to 2 seconds. When comparing figures
3 and 4 we can see the following:

• AODV is completely insensitive to the amplifying
range attack.

• DSR tries to use unidirectional links for short peri-
ods of time. It takes approximately 0.6–1.3 seconds
to recover from this situation. The effect from the
amplifying range attack is visible only in the Fig. 3
where applications require a very short delay. If ap-
plications tolerate a delay less or equal to 2 seconds,
DSR is practically insensitive to this attack.
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Figure 2. Cumulative Distribution Function for the delay
of the node 4 when there is no range attack.
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Figure 3. Fraction of transmissions having a delay ≤ 0.3 s
for the node 4 during an amplifying range attack.
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Figure 4. Fraction of transmissions having a delay ≤ 2 s
for the node 4 during an amplifying range attack.

• The application level performance collapses with
DSDV in ns-2.

These results show that ad hoc routing protocols can
be vulnerable to the amplifying range attack, even if it
should not be possible according to the specifications. This
finding in the ns-2 network simulator should be treated as
a proof of concept, that the amplifying range attack can
cause denial of service. The use of the proposed routing
level cross-layer design would prevent this kind of a DoS
attack, if unidirectional links are rejected immediately.



5.3 Delay During an Attenuating Range At-
tack

Figures 5 and 6 show the fraction of transmissions having
a delay less or equal to 0.3 or 2 seconds, respectively. An
attenuating range attack is carried out from the node 3.

As can be seen from these two figures, long delays
result from the attenuating range attack. Approximately
50% of the transmissions fail to have a delay less or equal
to 2 seconds. This result is not a surprise, because losing
connectivity in an ad hoc network will certainly increase
delays.

5.4 Benefits from the Application Level
Cross-Layer Design

All previous simulation results were achieved without us-
ing the proposed application level cross-layer design. This
subsection shows, how delay properties change, when an
application waits for the previous transmission to finish
completely before initiating a new one. The higher the
download frequency, the better the effect from using this
design. In the remaining figures the average inter-page time
is 5 seconds.

Figures 7 and 8 show the fraction of transmissions
having a delay less or equal to 2 seconds when the applica-
tion level cross-layer design is not included and when it is
included, respectively.

When the application level cross-layer design is not
used, at least 20–30% of the transmissions fulfill the de-
lay requirement. When the application waits for the previ-
ous transmission to be acknowledged, at least 60% of the
transmissions fulfill the delay requirement. As a result, the
amount of transmissions fulfilling the delay requirement
has been doubled by using this cross-layer design between
application and transport layers.

5.5 Results When All Client Nodes Moving

All previous simulations include only one moving node. In
this second simulation setup all client nodes 1–5 are mov-
ing vertically. During movement the y-coordinate of a node
changes back and forth between the initial position of the
node (see Fig. 1) and the value of 100. All client nodes
are moving with the speed of 3 m/s. Nodes 1 and 2 initi-
ate a movement every 150 seconds. Nodes 3–5 initiate a
movement every 400 seconds.

In this scenario the higher mobility increases the
probability of long delays for the node 4. Approximately
80% of downloads have a delay less or equal to 10 seconds
when there is no attack. The node 4 is here more tolerant
against the range attack because it has a single-hop con-
nection to the server node part of the time. The application
level cross-layer design improved the performance here by
20–30 percent units, when average inter-page time was 5 s.
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Figure 5. Fraction of transmissions having a delay ≤ 0.3 s
for the node 4 during an attenuating range attack.
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Figure 6. Fraction of transmissions having a delay ≤ 2 s
for the node 4 during an attenuating range attack.
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Figure 7. Fraction of transmissions having a delay ≤ 2 s
for the node 4 during an attenuating range attack. Aver-
age inter-page time is 5 s. There is no interaction between
application and transport layers.
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for the node 4 during an attenuating range attack. Average
inter-page time is 5 s. Application waits before previous
transmission completely finished.



6 Related Work

Studies about DoS attacks in ad hoc networks have mostly
concentrated on the misuse of routing protocols, such as
injecting false routing messages [10, 11, 2]. Few papers
have studied other types of DoS attacks in ad hoc networks.
For example, the jelly fish attack forces TCP flows to have
almost zero throughput by simply reordering, dropping, or
causing variable delay to forwarded TCP segments [12].
Mitigation of route request floods in ad hoc networks was
studied in [13].

Several cross-layer designs have been proposed for
ad hoc networks. Most of these designs concentrate on
improving throughput through cross-layer power control,
such as in [14]. An architecture for a cross-layer design
covering all possible layers is described in [6].

Directional antennas have the possibility of improv-
ing the performance significantly when compared to omni-
directional antennas. Directional antennas can also be used
to overcome some DoS attacks, such as jamming. A system
solution for using directional antennas in ad hoc networks
is presented in [15].

7 Conclusion

This paper analyzed application level performance in ad
hoc networks during range attacks. These attacks are based
on modifying the transmission range of a wireless node pe-
riodically.

Simulations with the ns-2 network simulator revealed
that ad hoc routing protocols can accidentally accept unidi-
rectional links when an attacking node increases its trans-
mission range. Only bidirectional links should be used
over the IEEE 802.11 MAC protocol. This vulnerability
is clearly visible with DSDV which suffers from a large
degradation in performance during an amplifying range at-
tack. The DSR protocol also tried to use unidirectional
links for 0.6–1.3 seconds, which increased the average de-
lay of application level message transmissions. A cross-
layer design was proposed in this paper to enforce checks
for this important issue and prevent this attack completely.
This design makes it possible for the ad hoc routing and
MAC protocol layers to share information about each other
to limit the possibility for a mismatch.

Another cross-layer design was proposed here for
the application and transport layers. If an application is
sending time-sensitive information which loses its meaning
gradually in time, a new message should only be sent when
previous messages have been completely acknowledged at
the transport layer. This design was tested over the TCP
protocol. By using this cross-layer design it was possible
to even double the amount of transmissions fulfilling a de-
lay requirement of 2 seconds.

According to these simulation results, cross-layer de-
signs can effectively mitigate DoS attacks against ad hoc
routing.
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