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END-POINT IDENTIFIERS IN SECURE MULTI-HOMED MOBILITY
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Abstract: Currently IP addresses are used both for node identifierstapdlogical location names in the Internet. The semantic
overloading and non-cryptographic nature of IP addresse&es it impossible to use them as identifiers from the seqowint of
view. The problem becomes even worse with multi-homed enodiles. Multi-homed mobile nodes have several interfamasd

to dynamically changing IP addresses. When a node chargesiitt of attachment to the network or it reroutes traffimirone
interface to another, the connection identifiers are chahgh peer node cannot verify the validity of the new idensfigithout

a naming trust relationship between the identifiers and themniity of the node. The peer must have evidence that arifident
belongs to a specific identity. Currently, there are no wayafoode, using traditional IP addresses, to prove that it evarspecific
address, i.e., an identifier. We present in this paper thiopbphy behind separation of end-point identifiers fronat@n names,
which is an essential part in designing secure multi-homedility architectures.
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1 Introduction

In the 70’s, after the Internet Protocol (IP) was taken in, tisere was motivation to develop a connection-oriented,
reliable end-to-end protocol, later called TCP. Howevethat time computers were connected to one network with
one interface without any mobility support. Any computeulcbbe easily identified with its single IP address. The
location directly identified the node in the network.

Unfortunately, even today the design of many existing prot®has been based on that restricted approach. This
has led to a situation where a connection can only be ideshtifith an IP address at an end-point. Because of that, the
existing general mobility support solutions in the IP wdrktlze tried to hide the dynamic change of IP addresses from
the transport layer protocols. In practice, these solstiorplement the so called host NAT idea [Bel98] in such a way
that an actual topological location name is bound to a std#intifier. Thus, used the static identifiers are typically
also location names. However, it has been found out to bdiauittask to prevent misuse of those non-cryptographic
static identifiers.

The main principles of the current node identification gractarry this historical load, i.e., the node identifiets ar
tightly bound to routing information. On the other hand, vesm Gay that the most important step towards separation
of node identifiers from location naming is already takinggal. An example of this is the home address, care-of
address (CoA) pair used in Mobile IP [Per96] [DBJAO2]. Therfgoaddress acts as the identifier of a node and the
care-of-address is the name of the topological locationthEamore, a node cannot in the truest sence “own” [NikO1b]
a location name, because bits can be duplicated and theptdamsaid to be the property of anyone. The only way to
“own” something in the Internet is to keep it secret. Therefthe node identification must be based on cryptographic
methods. This cannot be done with traditional IP addressd@entification.

We have to find out a logical and sound method for separatinialde end-point [Chi99] identifiers from un-
verifiable location names. Further, if we can dynamicallydban identifier to a group of location names we obtain
multi-homed mobility properties.

2 Definitions

To make the discussion in this paper definite, we define tleaat terminology briefly:

¢ A logical communicatiorend-pointis a computer node (hardware+kernel) or an application.

¢ A subjectis an end-point that initiates a request for a resource timesnode owns, and utilizes the resource to
complete some task.
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An objectis an end-point that offers a resource and response to agseigiteated by a subject related to the
resource.

An identityis defined in section 4.

An identifieridentifies an identity. An identifier can be bound to an idgriti an unconditional way (haming
trust relationship).

A nameis bound indirectly to an identity. There is no naming tredationship between a name and an identity.

A locationname defines the topological point of an end-point in the agkw

A connectioris a communication link between two end-points.

3 Problem Description

The problem field is related to the identity and identifiergairx and semantic overloading of IP addresses. In existing
Internet architecture, there are several names that adgoggentify an identity, e.g., FQDN (Fully Qualified Domain
Name) and IP address. Unfortunately, those names cannaotel lnefinitely to an identity. The names are not based
on cryptography and secondly the identity is quite an ekifiing from the naming point of view. What is actually
the identity, the target of the identification process?

Currently IP addresses are used both for end-point ideatiific and location nhaming purposes. This has led to
several security problems, including the address ownerstablem [NikO1a]. In other words, how can a node prove
it owns the IP address, and the IP address is an identifies mfentity?

Further, the dynamic binding between a multi-homed mobilgenand IP addresses makes things more difficult.
The name of the mobile node changes dynamically when nodeelsats topological location in the network. How
does the peer node know that the packets are coming from thectaode? How can connections be identified when
a node makes a hand-off between access networks?

We have to analyze the true nature of the identity to be abtkefime what actually is an identifier and how an
identifier is related to location names.

4 Identity

Psychology, philosophy, theology, biochemistry and lsgénce have different kind of approach to personal identit
If we ask, “Who is Bob?”, we will get different answers depamgpdon the branch of science. In an open environment,
like in Internet, we are finally not interested in knowing wBob actually is, but can we trust him, i.e. “Can we
trust Bob?". The problem is not any more philosophical optbgical, but more or less mathematical, psychological,
biometrical and legal. Actually, we do not trust the namefidfier) of the person, but the identity that consists of a
group of factors. Analyzing these factors over some timeriral, we can create a trust-profile for a person. Another
possibility is that we indirectly trust a person (Bob) byngsa third party’s announcement about the person.

To establish a trust relationship, we must be able to definitkentify an identity (identification), and also be
able to analyse the behavior of the identity to authorize iide some service(s). The identification can be based on
something known, something possessed or something entb@metric). The authorization, in turn, is based on
factors related to trust for the identity. Traditionallyetelectric identity (in smart cards) has been directly eated
to a natural person. Therefore, psychological methods baga adequate tools in examining a person’s identity and
trustworthiness. However, this is not a suitable methodnwke extend the term “identity” to comprise also computer
and software agent identities.

To form a trust-profile of a subject’s identity in the netwank account of its behavior is a demanding task. Thus,
in the silicon world, the only possible way to define the datsject’s identity factors is to use quantitative parameeter
Therefore, the nature of the natural identity in the netwairtéinges.

4.1 Natural Identity

We will discuss, in short, the identity from a psychologipaint of view. According to Sam Vaknin [Vak], Person’s
self-identityis “different at different stages of [a person’s] life (Esdn) and it constantly evolves in accordance with
his innate nature (Jung), past history (Adler), drives @Ejecultural milieu (Horney), upbringing (Klein, Winnit,
needs (Murray), or the interplay with his genetic makeup’akMn continues that we often confubabits with
identity, but habits are not part of a person’s identity ia ttuest sense. The removal of some habit does not change
the person’s identity or the answer to the question “Who i8Bo It is our personalitythat allows us to adapt to



dynamically changing situations, like loosing a habit. fexsonality is unable to adapt to changing circumstantes, i
is in a disordered state, also callgersonality disorderWe will analyse later, in section 4.3, the common featunes i
a person’s natural and electric identity, and how a per#grdisorder relates to electric identity.

4.2 Legality

From the legal point of view it is important to bind actionglre Internet made by a subject to its identity. Typically
a natural person is identified with his name or some identifibanumber. However, the new EU directive, on the
protection of individuals with regard to the processing efgpnal data [Par95], takes into account also factorsactlat
to person’s identity.

“Personal data’ shall mean any information relating to adentified or identifiable natural person ('data subject’)) aenti-
fiable person is one who can be identified, directly or indiggén particular by reference to an identification numbetrto one or
more factors specific to his physical, physiological, memeonomic, cultural or social identity.”

There have been considered, in the directive, that a dafactubay have several sub-identities at the same time.
However, data subject’s self-identity inherits all thetéas of the sub-identities. Self-identity is considered&fine
a data subject in a unique way, in other words, a data sulg¢iceisame as its self-identity. We can say that a group
of persons may have the same cultural identity (group-idgnbut each of them has own mental identity. Thus, two
persons cannot have exactly the same self-identity or theegaled duplicates of each other. The current security
architectures are based on this assumption. Even, twings #@entical physical identity they finally have different
self-identities and are therefore separate data subjects.

The presented EU directive is a corner stone in legislatioalliunion countries. The identity, in the directive,
is bound directly to a natural person. However, the bindiatydeen personal data and electronical identity is not a
straight issue if we allow own identities, e.g., for intgéint software agents. This raises a question “Who owns the
identity?”. Is it the software agent itself or the person vilnplemented the agent or the person on behalf of whom the
agent is working? Can we call a software agent a data subotthe legal point of view if it has its own identity. In
other words, is it legal to gather information (personabdlabout an agent with an identity in the network when the
agent uses services in the Internet?

4.3 Electric Identity

There are infinite amount of factors that must be taken intoaat in defining natural identity. Therefore, it is impos-
sible to divide a person’s identity into autonomous parfsractice. However, thelectric identityis a combination of
several natural identities’ trust factors involving: thergon using a software, the implementor(s) of the softwade a
the implementor(s) of the environment where the softwarensing.

In the silicon world, unlike with natural persons, it is pitds to divide hardware (brain) and software (mind)
from each others. The hardware is only a habit to softwaredbisists of applications, kernel and microcode. The
hardware may change during time, but the software adapisittnew environment. The actual code defines a
software’s personality, the ability to adapt to new circtamses. If software cannot adapt to a new environment, it
suffers from a personality disorder.

An interesting case is a moving software agent whose envieort changes when the agent migrates from one
computer to another. There may appear new services for #rd agthe computer. This is in line with the definition
of constantly evolving identity in psychology. The actuatle of the agent does not change, but it adapts to a new
environment and situation. Is the identity still the sama oew one? It depends on how the object discerns an agent’s
identity. The main aspect is that the object accepts a sultgwing a specific identity. Otherwise, the subject’s idgnt
has been changed.

4.3.1 Definition

Basically, a natural identity is always bound to a block adedsoftware) in the network. Figure 1 presents an UML
model of electric identity. From the object point of view dfct has a unique electric identity if:

1. The subject represents a real world legal subject defigddvb (e.g. company or a person) and inherits the
latter’s trust factors.

2. subject consist of software block (application, kermeicrocode) made by a natural identity and inherits the
natural identity’s trust factors.

3. subject runs in an environment made by a natural identithiaherits the natural identity’s trust factors.
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Figure 1: Model of subject’s electric identity

4. subject has a secret that only it and its environment kiamd, the subject can prove that it owns the secret
(public key pair) to object.

5. subject has one or more identifiers that are in a provabjebmsand to the secret. Otherwise, the identifier is
called a name (habit) of subject. We discuss later, in sechi®, more about the issue.

6. subject does not have an electric identity if any of thevioies points are missing.

The electronic identity consists of different types of tmedationships. The block of code, in figure 1, trusts the
environment to faithfully execute the program code. In theosid form of trust, the subject trusts the environment
not to misuse the secret. We can say that the subject autsdtiez environment to store its secret. In the third form
of trust the object believes that the identifier is bound ® ¢kcret of the subject. This form of trust is based on
the cryptographic methods and is called naming trust. Tétef¢tam of trust is called delegation. Actually, a natural
identity delegates its rights to a block of code that represshim in the network. The presented four types of trust
[Nik99] related to the electric identity arexecution, naming, authorizati@nddelegation

4.3.2 Analysis

An environment itself can be a subject having its own envitent. For example hardware is an environment for a
kernel, and kernel is an environment for a process that ptesome legal subject. Actually, a data subject is an
environment if it can access the other subject’s secret.mirenment does not own the other subject’s secret, even if
it knows it. Two subjects cannot share the same secret. Isame way, a subject represents some natural identity if
the subject can access a natural identity’s secret. Altr@eic identity trust factors are bound to the secret, acdiit
also be called the soul of the subject.

The subject is always identified by an identifier that is diselbbound to the secret. If two subjects have different
secrets, but are otherwise identical, they must be keptfiesatit subjects. For example, a person may use different
secrets at work and free-time to identify his laptop. He knas time and location dependent, subjects that represent
him in the network. The hardware (habit) is same, but thetitleof the laptop is different at home and at work. It
is important to notice that if a subject owns two secrets atsdime time it is scattered and it suffers from personality
disorder, because the subject may present the wrong sethetirong location, and therefore causisidentification

The identity is bound to ele [Lup98] via an identifier. Role is not a part of an electromiertity, but it is a habit.
Thus, an electronic identity may have several, time andtilocaependent, roles. The electric identity’s trust fasto
defines the role of the subject. Roles are further bound tooaization credits. Finally, the relationship between pam
identifier and secret is analyzed in section 5.2.

4.4 ldentity Types

We divide the electric identities into four main groups os@mt of mobility types: (1user, (2) software agent(3)
nodeand (4)group identity(vs. network mobility).

In user identity, the secret is typically stored in a smarticdhe smart card is an environment for the user identity.
Thus, an application represents the user in the Internetis@sithe person’s secret to identify him on the network.



A software agent may also have an own electric identity. Véewdised earlier, in section 4.2, problems that
are related to legal issues of the agent identity. There lacepoblems involved in authorization trust between the
environment and the agent. If the agent moves between nibaesst trust the environment (node’s identity) not to
misuse the agent’s secret, iidentity theft

The third form of identity, node identity, consists of micoale, kernel and applications running on it. A node
may represent all its processes on the network. In othersyoigkrs do not need to have their own electric identities.
However, in a multi-user environment, every user shouletzesecret of their own. Still, in a single-user environment,
the node (e.g. laptop) may represent the user. It is impbitesee the logical separation between the user and node
identities.

In addition to the previous ones, we define an abstract iyecdilled group identity Threshold cryptography
[Sch96] provides a method to divide the secret key of theipliely pair into n parts. It is possible to define the count
of secret keys that are required to make a valid signatunge Ifienerate n secret keys and allow that any of the keys
can be used to make a valid signature we obtain a group igeAtity of the group key owners may identify himself
in the network with the same identifier. The group member meayder, software agent or a node.

5 Identity and Trust

Existing security solutions focus on finding effective naath to identify an identity, not to define the factors of idignt
However, from the authorization point of view, all but thetfars related to trust are meaningless. The trust factors
are typically presented as credentials in access-coigtsl(ACLs) or in delegation certificates [EFR9] [BFIK99].

The main principle is to define rights for subjects to accdgeats. The granting and delegation of rights between
data subjects follow some set of rules. The Bell-LaPaddeldsure [BL], Biba integrity [Bib75] and Clark-Wilson
integrity [CW87] models are well-known frameworks for susgcurity rules. Finally, they all assign trust to some
identity that is presented by some identifier in the secwaystem. The identity can be of any electric identity type
presented in section 4.4.

5.1 Establishing Trust

The main objective in establishing trust is how an objectriiglout the data subject’s identity, and not how the subject
itself defines its own identity. However, the subject canuiefice the generation of its identity profile at the peer
end-point, but it cannot send profile information of its idrwithout some evidence. The object bases its trust on the
evidence that it gains from the network in electric form. Tihust can be established directly or indirectly. Anyhow, it
is difficult to establish a trust relationship directly betwn subject and object in an open environment.

Basically, there is a chain of trust between a subject andbgetb The chain consists of subjects that trust each
other. The trust relationship can be established in two ways

5.1.1 Third Party

In the first case, all objects trust some third party whichiéssqualified responses to objects on request. The objects
send information about a subject’s behavior to the cemtdlithird party that maintains a trust database. Usually,
information is sent only when some conflict happens betweensy In democratic countries, typically only the police
has the right to maintain such a database of citizens. Thed#sdimits to the attributes that can be gathered about the
subjects. For example in EU, there is a directive which dsfaueh restrictions [Par95].

To obtain a scalable security solution based on subjeatstities we cannot base the architectures on any specific
law or directive, because the Internet is an open environthen cross the borders of different countries. Currently,
the public certification authorizes (CAs), e.g. \erisiginda subject to a public key pair, but CAs do not give
announcements of a subject’s background or how trustwamtieyis. There is a clear separation of the roles between
traditional CAs and third parties answering requests fepoases.

5.1.2 Peer-to-Peer

In a typical trust model an object directly trusts some stthjAn object creates a trust profile of a subject on account
of the subject’s behavior during some period of time. Theavedr can be based on social and/or electric events. The
object may trust some subject to delegate given rights terathbjects. This forms a flow of trust which starts from
and finally reaches the same object. In this case, none otitijects ask requests for responses about trustworthiness
from other subjects. A subject only grants rights on accofiits own evidence of the peer subjects.



5.2 ldentification

An object must identify a subject to be able to trust it. Tdentificationis a stronger method thauthentication The
authentication ensures that a role bamething knowor something possessetihe secrets may be bound only to a
role, but not directly to an identity. Thus, several sutgetith own identities may play the same role.

The identification process, in turn, identifies an identitgt a role. The same methods, something known or
possessed, can be used to identify a person, but the sereetslated to an identity, not a role. The last form
of identification,something embodiedlirectly identifies a natural identity and cannot be in theest sense a role
identifier.

In the identification process the object forms a naming trelsttionship with the subject. The object ensures that
the identifier belongs to the identity. Therefore, the idf@tmust be bound directly to the secret of the identity. If
there is no naming trust relationship between the identiirt the secret the identifier is callechame(habit) of the
subject. This is a very essential issue in analyzing thewdiffces between identifiers and names from the mobility and
multi-homing points of view.

Public key pair cryptography and zero knowledge protocaislee used to form a secret for the subject. A public
key of the key pair and any cryptographic derivative of kelihash, are identifiers of the secret. Therefore, an IP
address is only a name of an identity and not an identifieviesrsense, because it does not have a direct naming trust
relationship with the secret.

6 Location Names

A topological location point has a name, i.e., an IP-addire¢ke Internet. A location name is further bound to an
interface at a node. Currently, the location name is useld footend-point identification and locator purposes which
leads tosemantic overloadingAny received packet is identified with its location name,,isource address.

However, a node does not have any means to prove that it realtys” the location name. Therefore, the peer
cannot be sure that a node is actually the one it claims torbaddlition, without any mobility support, connections
are directly bound to location names and when a location r{Preeddress) changes, TCP connections will be broken.

6.1 Mobility

For the purposes of this paper, we define mobility to denaepthenomenon where an entity moves while keeping
its communication context active (see e.g. [Chi99]). Whirwksing mobility, it is often desirable to differentiate
betweeruser mobility, code or application mobilitgndnode or end-host mobilityRecently it has become apparent
that this list needs to be augmented withtwork mobility which refers to a situation where a whole subnetwork
moves from one location to another. The mobility types cahdiend to identity types presented in section 4.4.

User mobility denotes functionality that allows users tovmfrom one host to another and continue their tasks.
In the extreme form it requires full process migration thgetwith communication session migration, combined with
adaptive user interfaces that allow the migrated proceadapt to the new execution environment. Code mobility, on
the other hand, refers to functionality that is needed tgeupmmobile agents and migrating processes. In a limited
form, it just allows an existing process to be migrated to &@ nede, and some other mechanism is needed to re-
establish the communications context.

Node mobility denotes functionality that allows a commuatiens node to change its topological location in a
network. In a typical case, a wireless node changes theapoa# it uses to communicate with a fixed network.

In this paper we concentrate on end-host mobility. With thatmean that an end-host, i.e., a computational unit
hosting a number of communicating processes, changepitomical location. At the same time, however, we want
to make sure that all active communication contexts remetinea In other words, we want that the communicating
processes can continue as unaffected as possible.

To reflect reality, we assume that there are a number of mobiies that attach to a relatively fixed network.
Whenever a node moves, its location name necessarily champas, in order to continue to communicate, the node
must be able to signal the changes in its network names totit®geers. Furthermore, this signaling must be secure
since unsecured signaling can lead to a unauthorized tdificsion and denial-of-service attacks (see e.g. [ed01a]

To really understand why the current situation makes ergl-mobility unnecessarily hard, we have to consider
the structure of the current IP architecture. Today theeeexiactly two name spaces that are related to mobility.
Firstly, we have network layer addresses. As stated abbeeetaddresses are determined by the network topology.
Secondly, we have Transport Layer Identifiers (TLIs, e.grigin TCP and UDP). Of these, the network addresses
usually have a global scope, and the TLIs are unique witldrstope of a single address. Since we have only these two
name spaces, the communicating processes must be nameghditiess, TL} pairs, binding the names effectively
to the topological locations in the network. This situatioakes it difficult to give unique names to processes that



are mobile, e.g. hosted on a mobile node. That is, since ttheeaskes must change due to mobility, the names of the
end-points also must change. This is sometimes called thditggroblem [BPT96].

There are the two fundamental approaches to solving thelitygtnioblem: packet forwarding and dynamic up-
dates of end-point bindings. Packet forwarding suffersnfiatrinsic performance penalty: the hosts cannot use
optimal routes since they do not know the topological lawraiof their peers. Dynamic updating of bindings suffers
from a number of security problems, as well as some otherlenm@bblems [BPT96][ea01a].

On the dynamic update side, there are two basic reasonscbilgiisecurity problems. Firstly, unsecured binding
updates would allow various man-in-the-middle, masqueradd denial-of-service attacks (see e.g. [BPT96],[Nif01
Thus, one must employ a way to somehow secure them. Thisfrinequires creating authorization relationships
between the parties involved. Secondly, even though inrthiéavould be possible to create a global authorization
infrastructure that would allow the update messages to tied, such an infrastructure does not exist, and creating
one would be extremely difficult or impossible in practice.

The existing mobility solutions in the Internet increadss $emantic overloading of location names from before.
For example, the Mobile IP (MIP) protocols [DBJA02] [Per@8k a static long term IP-address, called home address,
to identify a node. The home address is further bound to a deany location dependent address, called care-of
address. An interface is bound to a new care-of-addresy guer the access network changes (horizontal hand-off).
Therefore, the node is identified using the home addresshbuictual location is named with the care-of address.
The mobile node informs its peers about the new location sasmith location name update packets.

This easily raises several problems with the IP based ifilensti Any node in the network, may reroute any other
nodes packets to anywhere, if security aspects are not taerof.

When a mobile node moves, the peer cannot be sure that théennaloie actually has been moved. In addition,
the home address can be faked before the communicatios. Startrent protocols assume that the node remains the
same during roaming, but they cannot prove that the nodeisrik it claims to be.

6.2 Multi-homing

Multi-homing refers to a situation where an end-point hagsa parallel communication paths that it can use. Usually
multi-homing is a result of either the node having severanek interfaces (end-host multi-homing) or due to a
network between the node and the rest of the network havihgnagant paths (site multi-homing).

From our theoretical point of view, a multi-homed end-hastinode that has two or more points-of-attachment
with the rest of the network. That is, a multi-homed mobilel@bas several interfaces connected to the Internet. This
situation can be characterized as the node being reachableyh several topological paths; the node is simultarigous
present at several topological locations. As a consequéraieo has several location names. In the general case, the
addresses are completely independent of each other.

The local routing mechanism tries to handle the routing betwinterfaces in a flexible manner, to maintain
connection active during movement. When some access rietligappears, a node may need to move the traffic from
one interface to another (vertical hand-off). As a consagegthe location name changes.

This raises the same problem as with horizontal hand-ofig. Multi-homed node must assure the peer node that
the node communicates from a new location name. Therefagenobile and multi-homing problems are very similar
from identification point of view.

7 Secure Multi-homing and Mobility

The IP-address and an identifier of the node play compleiffsrent roles in the Internet. The separation of an end-
point identifier and location names from each other makeasy ¢o implement secure multi-homed mobility. Figure
2 defines the new logic in socket binding, i.e. connectiooeation information. The protocol and process classes
are left out of the UML model for clarity. Aonnectioris established between sockets at peer end-points.

7.1 Identifier

When a socket is created, it is bound to a subject’s and dbjeemntifiers. The identifiers are further tied to the
secrets and are used in establishirsgeurity associatio(SA) between end-points. Key exchange protocols, like HIP
[Mos01a], can be used to identify an end-point with its idfe@t The key exchange protocol identifies the end-points
to each other. The trust on the identities (see section g&dtablished using the principles presented in section 5.1

An identifier is put in every packet and is used to identify feduring communication. A security protocol, like
IPSec [KA98], uses the established SA to encrypt and auttatatthe transmitted data flow. The SA is bound to the
identifiers and not to location names.
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Figure 2: New logic in socket binding

7.2 Location Name

A multi-homed node is connected to different access netsvtirtough interfaces. Each interface, at different topo-
logical locations, has its own location name bound to it. IBwation names are used in actual routing.

When a mobile node moves geographically, the access neswaaly dynamically become available and disap-
pear. This means the mobile node changes its topologicafitoctin a network and the location names are changed.
Therefore, to be able to maintain active connections theilmolode must make vertical hand-offs and horizontal
hand-offs during the movement. The node must have some Kipdlicy and mechanism to handle local routing
during hand-offs.

The local policy id in figure 2 defines such a policy. The authas analyzed the usage of presented policies
in [YJK*03]. The policy defines rules for local routing, in other wargriorities to use different interfaces. The
socket is bound at initialization to some local policy thefides rules for source address selection. The connection
association information (port, protocol) together witle oS (Quality of Service) information defines the policy to
be used for a specific connection. The policies should beetfieforehand by the application or node identity.

The foreign policy, in turn, defines rules for destinatioaas$s selection. Further, the foreign policy is received
typically from the peer-node (object) after establishin§Aa between nodes. Of course, the key exchange protocol
needs one location name to be used in the hand-shake. Ttidd location name is typically got from the DNS.
Altogether, subject’s and object’s policies are bound dyically to corresponding identifiers, and location names ar
bound dynamically to policies.

7.3 Binding between Identifier and Location Name

A complete data packet contains both the subject’s identifid and the object’s location name. The subject’s location
name is actually meaningless from the object point of vieeduse the packet is identified with the subject’s identifier

It also meaningless from the routing point of view, becatgeend-points should inform the peer about its location

update with a separate location name update packet. Hovwtbeesnly reason to include the source IP address into
the packet is ingress filtering.

There is no direct naming trust relationship between thatifler and the local names. However, when a packet
is created, it is encrypted with a SA related to an identifiet the location name is added to the packet for routing
purposes. In addition, when the subject sends a locatior nguotlate message (encrypted or signed) to the object, the
object binds identifier and location names together.

8 Implementation effort

We have implemented a prototype that fulfills the requireimedrseparating identifier from location names (see
http://www.hip4inter.net). We use cryptographically gested identifiers for connection identification and |PR48
addresses properly for routing purposes. The implememtasi based on the Host Identity Payload and Protocol
(HIP) [Mos01l1a][Mos01b][Mos01c] [JWYNO2] presented by RobMoskowitz. HIP protocol defines a new, cryp-
tographically generated, namespace. The actual protocalds logically between the transport and network layers.
The implementation currently consists of a full HIP 4-waytshake which will be integrated with IPSec. Our next
goal is to implement working end-host multi-homing and ntigbfNYWO03] in HIP, and evaluate the protype against
known security vulnerabilities.



9 Related work

There are also other approaches where the node identifidraduiress location names are essentially separated. In
this section, we give a brief overview of the most relevardtesl work, starting from SCTP, Mobile IPv6, and other
well established approaches, and proceeding to more adeaistproposals.

9.1 SCTP

Stream Control Transport Protocol (SCTP) [SXBD] is an IETF proposed standard transport protocol, which i
designed to eventually replace TCP and perhaps also UDR, &a¢h communication process is associated with
several IP addresses. Thus, instead of naming a commumigatbcess agaddress, TL}, the process is named as
{{address1, ..., addressNr'LI }. Furthermore, there is a proposed extension to SCTP tletsthe addresses in the
address set to be dynamically updated, thereby extendifidg $€Caddress mobility in addition to multi-homing.
While the SCTP approach is sound as such, the proposed tgabitensions are bound to be plagued with the
same security problems that Mobile IPv6 was recently hih{gite below). Since SCTP does not include explicit
end-point identifiers, solving the security issues in aaudalway may be even harder than with Mobile IPv6.

9.2 Mobile IPv6

In Mobile IP [DBJAQ2], a static address is assigned to eadthendrhis home address is then used to name com-
munication end-points, allowing the communicating nodesige the stable addresses independent of movements.
A home agent forwards any packets sent to the home addregscurtent topologically correct address, i.e. the
care-of-address, is signaled to the home agent, and opfico@eers. Mobile IP does not currently address end-host
multi-homing, but there are informal proposals floatinguard how a single mobile node could use multiple home
addresses and multiple care-of-addresses at the sameMiNt€L[02] [YJIK *+03].

Until recently, the largest unsolved problem in Mobile IPwés achieving a scalable security solution. The
currently proposed solution is based on the ideas of relyintipe routing infrastructure to check that a mobile node is
reachable both at its claimed home address and its clainteehtaddress (care-of-address) (Return Routability, RR)
This approach is not very secure, even though it is claimée t@Imost) as secure as the current IPv4 internet. Thus,
there are discussions going on about better proposaldya&sbing a public key and other information to the low order
bits of an IPv6 address (Cryptographically Generated Askire, CGA) [DBJA02][OR01][MCO02].

The Cryptographically Generated Address replaces thexqéft of the address with a cryptographic hash gener-
ated from a public key. The peer nodes can verify that thexsisfiictually generated from the public key of the node
and that it belongs to the sender on account of the valid sigeaTherefore, the suffix part of the address fulfills the
requirements of an identifier presented in section 5.2. Weseg that a CGA is a mix of a location name and an
identifier at the same time. The CGA method fulfills the regoient of an electric identity presented in section 4.3.1.

9.3 LING

LING [IKTO1][ea02] is an approach somewhat similar to thiel8+8 or GSE [ea99]. The basic idea is that each node
has a 64 bit globally unique identifier, called LIN6 ID, whishpresent in the IPv6 interface identifier portion of all
IP addresses used by the node. In addition to this, LIN6 vesea special IPv6 prefix, called a LIN6 prefix, which
is not routable. A node can be uniquely named by prefixing ité6LID with the LING prefix, resulting in what is
called a LIN6 Generalized ID (Gl). These Generalized IDsthem stored into the DNS, together with the address of
a Mapping Agent. Since the Gls are globally unique and peemgthe communicating nodes use them as end-point
names. The Mapping Agent is queried for the mobile node’setitiaddresses. The nodes then dynamically translate
the prefixes on outgoing and incoming packets, making itiptesg use Gls on sockets and real addresses in routing.
LING also supports multi-homing through allowing a singlet@®be associated with several real addresses.

At this writing, the largest unsolved problems in LING aréated to the scalability aspects on the security side.
The address update messages are protected with IPsec Aebyhequiring some kind of global infrastructure in
order to establish the required security associations.édewit is possible to generate a LING ID in the same way as
CGA, and therefore apply the security principles preseintéitis paper also to LING.

9.4 Homeless Mobile IPv6

Homeless Mobile IPv6 [NCLO1][ea0l1b] was an idea by Nikareteral. of adding end-host multi-homing to Mobile
IPv6, and at the same time getting rid of home addresses anl afihe extension header overhead. The basic idea
was fairly similar to SCTP, but the implementation was pthoe the network layer instead of the transport layer. Each
node was represented at the kernel level as a set of IP addiiestead of a single address. The sockets were bound



to the address sets (instead of single addresses), anddlea#ipns were not aware of the actual addresses changing
underneath. Extended Mobile IPv6 Binding Updates were tssijnal changes in the address sets.

The project did not properly address the involved securnigbfems; instead, the security considerations lead to
the definition of the address ownership problem [NikO1b§Mia] and thereby paved the way for the Mobile IPv6
security solutions.

9.5 TCP Migrate

Snoeren and Balakrishnan [SB00a][SB0Ob] propose an agtetesthe TCP protocol that allows the TCP end-points
to migrate from an address to another. Being structuraitlyfaimilar to Huitema’s Multi-Homed TCP, the approach
solves the security issue through using the unauthentidatigtic Curve (EC) Diffie-Hellman protocol to generate
a session key, separately for each TCP session. Howevgrdtheot solve the double jump problem, and rely on
Dynamic DNS for initial contact.

In a later paper [SBmFKO01], the work is continued towards aevgeneric mobile session layer concept. The
authors concentrate on dealing with long-lasting but feEamisoutages in connections, and suggest that in addition
to solving the initial connection and mobility tracking plems, a proper mobility architecture should also address
graceful disconnections, recovery from peer hibernatod, need for fast reconnection.

10 Conclusions

A subject has an identity which is identified using an ideatifiot a name. The identity must contain a secret that
is known only by the subject. In addition, the subject musabke to prove to object that it owns the secret. The
identification is based on cryptographically achieved megiust relationship between an identifier and the identity
Basically, a public key pair is suitable for fulfilling theqeirements of identity and identifier. The public key of the
key pair, and any hash of it, are called identifiers. A nameaoahe called an identifier if it is not a secure derivative
of a public key. A normal IP address cannot therefore be arpeint identifier. Instead, an IP address is called a
location name of a subject.

Identifiers are directly bound to the socket, and locatiomes (i.e. IP addresses) are further dynamically bound
to the identifiers. The dynamic binding between identifiers lbcation names makes it possible to implement secure
multi-homed mobility. The identifiers are used to create@igty association between end-points and to identify a
connection. The location names are used properly for rgytirrposes.

There are currently several end-host multi-homing pratpcoposals. However, all of them, except HIP and
Mobile IPv6 with CGA support, use names as end-point idemsifivhich leads to insecure mobility solutions. The
authors believe that it is possible to re-facture some ofetkisting mobility and multi-homing protocols to take
advantage of cryptographically generated identifiers aspeint primary identifiers. This leads to an architecture
where security is an integral part of a protocol and not aaresibn.
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