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Chapter 1

Introduction

NFORMATION SECURITY is a fundamental requirement for an operational in-

formation society. Although issues considered as information security, such
as privacy of communication and reliable authentication, have been important
throughout history, developments in digital computing and information tech-
nology have set new requirements and challenges for them. The importance of
information security has grown because new technologies have made accessing
and misusing confidential information easier and more profitable. Hence, infor-
mation security, previously considered mostly by militaries and governments,
has become an issue having relevance even for an average person living in a
modern information society because of its significance in commerce, telecom-
munication, etc.

Cryptography, the art and science of hiding data, plays a central role in
achieving information security. It has become a fundamental part of commu-
nication and commercial applications in the Internet as well as in many other
digital applications. Cryptography is deployed with cryptographic algorithms,
mathematical functions for hiding messages and retrieving hidden messages.
This thesis studies and proposes methods to efficiently implement certain cryp-
tographic algorithms.

1.1 Motivation for the Thesis

The motivation for this thesis, as perhaps for all engineering, arises from the
classic utilitarian view which was well captured by Cilardo et al. [67] who stated,

“A mathematical construction with practical applications, such as
a cryptographic algorithm, has no real interest, in an engineering
sense, as long as methods for feasible implementation are not avail-
able.”

In other words, efficient implementation techniques for cryptographic algorithms
are necessary in order to use them in practice.

Applications using cryptographic algorithms often set very tight require-
ments for implementations. Low-cost applications, such as mobile hand-held
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devices, sensor networks, or smart cards, to name a few, often set strict con-
straints on available resources, such as logic, memory, or power [90]. On the
other hand, high-speed applications, such as high-speed network servers, re-
quire very high computation speeds in order to prevent cryptography from be-
coming the bottleneck [105, 126]. Hence, designing implementations fulfilling
the requirements is often a challenging task and implementing cryptographic
algorithms has been widely studied in academia.

Naturally, general-purpose microprocessors can be used for implementing
cryptographic algorithms but, in that case, the execution of computationally de-
manding cryptographic algorithms easily becomes the limiting factor for overall
performance [63]. Hence, dedicated hardware implementations are commonly
required to offload cryptographic algorithms away from the microprocessor [63].
Reprogrammable hardware has established itself as one of the most attractive
platforms for cryptographic algorithms because of the combination of speed and
flexibility [293]. This thesis concentrates on Field Programmable Gate Arrays
(FPGAs) which are commonly considered very feasible implementation plat-
forms among implementors of cryptographic algorithms [293]. However, a ma-
jority of the ideas and architectures presented in this thesis can be applied also
to Application Specific Integrated Circuits (ASICs), and some even for software
implementations.

1.2 Scope of the Thesis

The thesis concentrates on a secret-key cryptographic algorithm, Advanced En-
cryption Standard (AES) [206], and public-key cryptographic algorithms based
on arithmetic on elliptic curves, Elliptic Curve Cryptography (ECC) [146, 194].
AES has become a true de facto algorithm for secret-key cryptography and it
is used in countless applications worldwide ranging from RFID tags [95] and
sensor networks [120] to heavily-loaded servers [105] and optical networks [126].
Because of the very wide use of AES, it is justified to focus this study solely
to AES. ECC is in many ways superior to traditional public-key algorithms,
such as the widely-used RSA [239], because it offers similar levels of security
with considerably shorter keys [32, 164] and faster performance [88, 251]. In
the recent years, ECC has gained popularity also in practical systems and it
is used, e.g., in Windows Vista [160], OpenSSL [218], and German biometric
passports [43, 44], to name a few. The National Security Agency (NSA) of
the United States is also strongly promoting the use of ECC [210]. ECC has
thus become a mainstream method for public-key cryptography and its use is
increasing. Hence, the selection of ECC is justified.

Because this thesis considers both secret-key and public-key cryptographic
algorithms, the results also enable designing cryptosystems where a secret key is
first shared by two parties with the public-key algorithm, i.e., with ECC, and,
then, the actual encryption is performed with the faster secret-key algorithm,
i.e., with AES. As mentioned, both AES and ECC are algorithms which are
used in numerous practical applications and they are likely to remain popular
also in the foreseeable future. Consequently, most of the findings of this thesis
can be directly applied in practice.

Requirements for cryptographic implementations are diverse, but the pri-
mary requirement considered in this thesis is speed of computation. Before a
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cryptographic algorithm can be adopted to a practical application, there must
exist ways to implement it so that it matches the speed requirements of the
application. For instance, if traffic in a high-speed network is encrypted with
cryptographic algorithms, the implementations must be able to compute the
algorithms with throughputs matching the throughput of the network, or oth-
erwise they become the bottleneck for the entire communication. An example
of an application that sets very high requirements for computation speed is the
Packet Level Authentication (PLA) communication scheme [46, 47], which was
the main target application, especially, for the implementations presented in V
and VII. Other examples include heavily-loaded e-commerce servers [105] and
optical network switches [126].

Most publications of this thesis concern ECC. The emphasis is on methods
allowing increased use of parallelism in ECC operations, or more specifically in
elliptic curve point multiplication, the principal operation of ECC. Point mul-
tiplication is recursive in nature and it is thus hard to parallelize. Many of the
contributions focus on a class of elliptic curves, called Koblitz curves [148], which
offer faster computation, but require certain conversions for integers. Koblitz
curves have attained a lot of interest in theoretical cryptography research and
they are listed in major ECC standards, such as [52, 205], but, prior to this
thesis, they have attained only limited interest in the community implementing
cryptographic algorithms in hardware.

The focus of this thesis is on the algorithmic level and in methods allowing
efficient implementation. This thesis does not discuss higher level aspects, such
as cryptographic protocols. Also lower levels, such as gate or transistor levels,
are not discussed in this thesis. All contributions address the problem of achiev-
ing fast computation of cryptographic algorithms efficiently. The scope of the
thesis can be described as finding answers to the following questions:

— Which algorithms are the most suitable for hardware (or FPGA) imple-
mentations and how could they be improved in order to increase their
suitability?

— How should these algorithms be implemented in order to provide the best
possible results?

Author’s other publications on topics related to cryptography, in addition
to the publications of this thesis, include an automated design generator for
ECC [137], studies of cryptographic hash algorithms, MD5 and SHA-1 [138,
139], and a recent work on fast decompressions in ECC [41].

1.3 Contributions of the Thesis

This thesis has contributed to several areas of research in cryptographic im-
plementations. More specifically, the contributions enable faster implementa-
tions of AES and ECC than those that were available previously, and they thus
provide improvements predominantly to applications requiring high speed im-
plementations. The following lists the main contributions of this thesis. More
detailed discussions are given in the publications and in Ch. 7.

The AES-related contributions (I, IT) include
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— a review of existing FPGA-based implementations of widely-used secret-
key cryptographic algorithms including AES and hash algorithms (I) and
a review complementing and updating this review (Ch. 5),

— a study illuminating the relationship between achieved throughput and
consumed area in AES implementations also when they use embedded
memory of FPGAs (I), and

— a high-speed implementation of AES which was the fastest FPGA-based
implementation at the time of publication (IT).

The most significant contributions are those considering ECC (ITI-XI) and
they include

— areview of existing ECC implementations on FPGAs and ASICs (Ch. 6),
— an implementation optimized for the structure of FPGAs (III),

— a study on the effects of parallelism in ECC implementations and tools
for evaluating and optimizing parallelism in these implementations (IV),

— a method that splits point multiplications on Koblitz curves for parallel
processors and FPGA implementations utilizing this method (IV),

— an FPGA design for computing signature verifications, the most demand-
ing operations of the PLA, with very high speed (V),

— improvements to precomputation algorithms used in these signature veri-
fications (V),

— a method utilizing parallelism and interleaved point operations on Koblitz
curves (VI),

— implementations of the above method (VI) and an optimized implemen-
tation which further improves on this by utilizing similarity of certain
point multiplication algorithms (VII); these implementations achieve the
fastest point multiplications currently available in the literature,

— hardware-optimized algorithms for integer conversions related to Koblitz
curves and their implementations (VIII, IX), and

— an introduction of a new multiple-base expansion to Koblitz curves and
its FPGA implementations (X, XI).

These contributions increase knowledge of implementing AES and ECC in
hardware, and more specifically in FPGAs. The most substantial results are
those that provide methods to implement ECC with increased amounts of par-
allelism, because they result in very fast FPGA implementations. Especially,
the results related to Koblitz curves dramatically improve existing solutions.
The contributions of this thesis could be directly applied in various practical
systems and, as a consequence, they also have significant practical relevance.
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1.4 Structure of the Thesis

This thesis comprises an overview and eleven publications which are appended
in the end. The remainder of this overview is structured as follows:

Ch. 2 presents an overview of cryptography.
Ch. 3 discusses implementation platforms of cryptographic algorithms.
Ch. 4 introduces preliminaries of finite fields and their implementations.
Ch. 6 discusses ECC and its implementations.
Ch.

Ch.

3
4
Ch. 5 discusses AES and its implementations.
6
7 summarizes the results of the thesis.
8

draws conclusions.

Ch. 2 and 3 give general descriptions of cryptography and cryptographic
hardware, whereas Ch. 46 present detailed descriptions of both theory and
practice of the algorithms discussed in the publications. Ch. 7 and 8 present
the results and conclude their importance for the research field.

1.5 Summary of Publications and Author’s
Contribution

The following provides short summaries of the eleven publications of this thesis.
The author had a major role in research and writing in all these publications,
and the author’s contribution in every particular publication is specified in the
end of each summary.

Publication I The article presents a comparative survey of cryptographic al-
gorithm implementations on FPGAs. The study concentrates on high-speed im-
plementations of AES, International Data Encryption Algorithm (IDEA), MD5,
and SHA-1, but other secret-key algorithms and hash algorithms are studied
shortly as well. The survey addressed the well-recognized problem of comparing
implementations using embedded memory to memory-free implementations. It
was concluded that FPGAs suit well for cryptographic algorithms.

The author is responsible for all research and writing, except for the study of
IDEA in Sec. 2.2 which was written by Dr. Matti Tommiska who also made im-
provement suggestions to the rest of the paper. Prof. Jorma Skytté supervised
the research.

Publication IT The paper describes an implementation of AES. The imple-
mentation provided the highest reported throughput at the time of publication,
and the most important contribution of the paper was thus the speed of the im-
plementation. Composite fields were utilized in order to increase the efficiency
of the implementation. Xilinx Virtex FPGAs were used for demonstration but
the architecture itself is generic and applies to both FPGAs and ASICs.

All hardware designs are due to the author. The author wrote all of the pa-
per; except Secs. 1, 6, and 7. Dr. Matti Tommiska provided extensive support in
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both research work and writing of the paper. He also introduced the possibility
of using composite fields to the author and wrote the above mentioned sections.
Prof. Jorma Skyttd supervised the research.

Publication IIT The paper presents an implementation of ECC optimized
for the structure of Xilinx Virtex FPGAs. The implementation was designed
so that it could be easily generated with an automatic VHDL (Very high speed
integrated circuit Hardware Description Language) generator which was pre-
sented in [137]. The achieved point multiplication times were among the fastest
published results at the time of publication, and even the fastest ones for certain
parameters.

The author designed and implemented all hardware architectures. The au-
thor also wrote the entire paper while Dr. Matti Tommiska supervised the work
and made many observations in both research work and writing of the paper.
Prof. Jorma Skyttd supervised the research.

Publication IV The article discusses parallelization of ECC processors and
describes a generic processor architecture which is used in analyzing effects of
parallelism. The article presents a comprehensive study of existing paralleliza-
tion techniques and, most importantly, presents a novel parallelization technique
using parallel processors which results in considerable reductions in latency, es-
pecially, on Koblitz curves but also on general curves with certain presupposi-
tions. A number of FPGA-based implementations are presented for both general
and Koblitz curves.

The author is responsible for all theory, hardware implementations, and the
entire writing of the manuscript. Prof. Jorma Skyttd supervised the research
and presented comments on the manuscript.

Publication V The paper presents an accelerator designed specifically for
verifying self-certified signatures on Koblitz curves. This operation acts as the
bottleneck in the PLA. It was concluded that up to 166,000 signatures can
be verified in second with a single FPGA by using massive parallelism. The
paper also presents certain improvements to precomputations involved in veri-
fications. The main contribution of the paper is that it shows that considerable
improvements in the number of operations per second are achievable by toler-
ating slightly longer computation times for single operations.

The author is responsible for everything presented in the paper and he wrote
the entire paper. Juha Forsten helped in verifying the designs on an FPGA and
he also made certain improvements to the manuscript. Prof. Jorma Skytta
supervised the research.

Publication VI The article discusses ECC on Koblitz curves. It introduces
a new parallelization method which achieves optimal multiplier utilization by
interleaving successive operations. The method has several advantages over
the best previously presented methods (the ones presented in IV). First, the
achievable critical path is shorter; second, the method enables implementing
both general and Koblitz curves efficiently in the same hardware; third, the
method increases the attractiveness of using Koblitz curves; and, fourth, efficient
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implementations can be designed by using the method as demonstrated in the
paper on FPGAs.

The author is alone responsible for all theory, implementations, and writing.
Prof. Jorma Skyttd supervised the research.

Publication VII The paper presents an implementation designed specifically
for Koblitz curves. The implementation can compute point multiplications and
sums of up to three point multiplications and, hence, it supports all ECC op-
erations required in the PLA, confer V which supports only verifications. The
implementation utilizes the common structure of the algorithms and specific
processing units optimized for different parts of the algorithms, especially, the
method presented in VI. Both fast computation time for single operations and
high throughput are achieved with the implementation and, to the author’s
knowledge, it outperforms all other implementations available in the literature.

The author is responsible for everything presented in the paper and all writ-
ing. Prof. Jorma Skytta supervised the research.

Publication VIII The paper describes an architecture for integer conversions
related to Koblitz curves. To the author’s knowledge, it was (and still is) the
only publication presenting such converters. The converter is compact and
fast and, hence, it has significance in hardware realization of ECC on Koblitz
curves. Prior to the publication of the paper, a general-purpose processor was
used for the conversions in all publications. The contributions of the paper
include modifications to conversion algorithms, which make them more suitable
for hardware, and an efficient converter architecture.

The author is responsible for all research, implementations, and writing in
the publication. Juha Forsten helped in testing the converter and gave some
comments during the writing of the paper. Prof. Jorma Skytté supervised the
research.

Publication IX This paper discusses conversions related to Koblitz curves
too, but to the other direction than in VIII. Such conversions have signifi-
cance, e.g., in digital signature algorithms. The benefit compared to conversions
discussed in VIII is that conversions can be computed in parallel with other
operations. The paper also presents efficient hardware implementations of the
conversion, and such converters were not presented previously in the literature.

The author designed and implemented the hardware architecture. Theoret-
ical work and ideas are due to Billy Bob Brumley. The author made certain
suggestions on how to efficiently compute the conversions and wrote Sec. 4.
Brumley wrote the rest of the paper.

Publication X The paper presents multiple-base expansions, analogous to
the Double-Base Number System (DBNS) [79, 80], and they are useful in ECC
on Koblitz curves. Two types of representations, one with two bases and the
other with three, were suggested and it was proven that the number of terms
in the three-base expansions is sublinear in the bit length of an integer. The
same was conjectured for the two-base expansions based on extensive numer-
ical evidence. The practical feasibility of the two-base method was shown by
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designing an FPGA implementation. The implementation used the state-of-the-
art algorithms and achieved high speed with moderate area requirements. The
implementation was the fastest published ECC implementation at the time of
publication. The suggested expansions were the first multiple-base expansions
presented for Koblitz curves which were shown to be feasible in practice.

The author designed and implemented the entire hardware implementation,
except the multiple-base expansion converter which was designed and imple-
mented by Dr. Zhun Huang. Theoretical work and ideas on multiple-base
expansions are due to Prof. Vassil Dimitrov and Prof. Michael Jacobson, Jr.
The software implementation and numerical results were made by Andy Chan.
The author is responsible for the writing of Sec. 4, excluding Sec. 4.3, and a
part of Sec. 5. The co-authors wrote the rest of the paper.

Publication XI The article extends X. It discusses multiple-base expansions
with more details and provides additional numerical evidence supporting feasi-
bility of the expansions. A new section discussing inherent parallelism available
in the expansions is included together with a description of an FPGA imple-
mentation utilizing this parallelism.

The most important new part, Sec. 5, was written solely by the author, and
the author is alone responsible for all research related to that section. Otherwise,
the responsibilities were the same as in X.



Chapter 2

Overview of Cryptography

RYPTOGRAPHY, the art and science of keeping messages secure, has a long

history which can be traced back to ancient Egypt some 4000 year ago [189].
Undoubtedly, cryptanalysis, the art and science of revealing messages hidden
by means of cryptography, has an equally long history. Together cryptography
and cryptanalysis are called cryptology. When the history of cryptology is
discussed, it must be emphasized that historical cryptology has little common
with modern cryptology which started in the 20th century, and which is the
topic of this thesis.

First, some fundamental terminology is introduced. The message, which is
to be kept in secret, is referred to as plaintext. The process of hiding its content
is called encryption and the encrypted message is referred to as ciphertext. The
process of receiving the content of plaintext back from ciphertext is decryption.
A cryptographic algorithm is the mathematical function used for encrypting
and decrypting messages. A modern cryptographic algorithm always includes a
key. A cryptographic algorithm, plaintexts, ciphertexts, and keys are referred
to as cryptosystem.

Fig. 2.1 shows the basic communication model where Alice (A) and Bob
(B) are communicating over an unsecured channel, and Eve (E) is trying to
eavesdrop their communication. In order to prevent Eve from obtaining the
content of a message, M, Alice uses a cryptographic algorithm to turn M into

@: Unsecure;i channel ;@

Figure 2.1: Communication model



a ciphertext, C, i.e. she performs
C=ex(M) (2.1)

where ek (+) is the encryption function with the key, K. Alice sends C over the
unsecured channel to Bob who performs

M = dg(C) (2.2)

where di(-) is the decryption function. Thus, Bob has received M but Eve,
who does not have K, is unable to get M from C unless she can break the
cryptographic algorithm. [122, 258]

Let K. and K; be the keys used in encryption and decryption, respectively.
Cryptographic algorithms where K, can be computed from Ky, and vice versa,
are called secret-key! cryptographic algorithms. The secrecy of keys is essential
for the security of secret-key cryptographic algorithms because if Eve obtains
K., she can easily compute Ky. Thus, Alice and Bob must exchange keys by
using a secured channel which makes key distribution one of the most difficult
problems in many applications. The most efficient way to attack a secret-key
algorithm should be an exhaustive search through the key space. Even in that
case, a secret-key algorithm is weak if it is realistic to assume that it could
be possible to build a machine that can perform an exhaustive search in some
reasonable time with realistic cost. [258]

Secret-key algorithms were the only option to deploy cryptography until
the mid-1970s when Whitfield Diffie and Martin E. Hellman published their
landmark paper, “New Directions in Cryptography” [76]. They introduced the
concept of public-key cryptography? where K, can be easily computed from K,
but Ky cannot be computed from K, (in any reasonable time). Thus, K. can
be made public. Communication between Alice and Bob operates so that Bob
publishes his K.. Alice uses it to encrypt M and sends C' over the unsecured
channel. Only Bob has access to K4 because it cannot be computed from K.,
and Bob is thus the only one able to decrypt C. Public-key cryptographic
algorithms are based on hard problems where “hard” means that a problem
is considered impossible to solve with any computational resources available
currently or in the (near) future. In proportion, a problem is “weak” if there are
methods for solving the problem with some amount of computational resources
available at the time although acquiring such resources might be unreachable
for all but the richest governments or corporations. Thus, the hardness of a
problem is open to interpretation. [258]

Moreover, the required level of security depends on confidentiality of the
data being encrypted. Hence, an adequate level of security may be achieved
with weak algorithms. For example, Data Encryption Standard (DES) was
used until late-1990s by some corporations although it was commonly considered
weak already in the 1980s [164]. As a rule of thumb, if the cost of breaking a
cryptosystem exceeds the value of encrypted data, then the cryptosystem can
be considered adequately secure [258]. However, cryptography alone does not
provide information security, but it is rather a set of techniques [189]. In addition
to cryptographic algorithms, security relies also on many other aspects. In

ITerms such as private-key or symmetric(-key) are also commonly used in the literature.
2Also called as asymmetric(-key) cryptography.



fact, failures in practical cryptosystems, such as automatic teller machines, are
commonly due to implementation and management errors [11]. Hence, in order
to make a system secure, all sides of an application must be secured: protocols,
algorithms, implementations, etc., [164] and security considerations should be an
organic part in designing applications where security is an issue [231]. The above
does not diminish the importance of secure cryptographic algorithms because
they have an essential role in building a secure system in the first place. Security
is always compromised if a severe flaw is found in a cryptographic algorithm.

Secret-key cryptography is considered in more detail in Sec. 2.1 and public-
key cryptography is discussed in Sec. 2.2. Cryptographic hash algorithms are
one-way functions which have a great significance in many cryptosystems, and
they are considered in Sec. 2.3.

2.1 Secret-key Cryptography

Secret-key cryptographic algorithms are categorized into either stream ciphers or
block ciphers based on how they manipulate data. A stream cipher handles data
one symbol, typically a bit, at a time whereas a block cipher encrypts data in
fixed-length blocks. Most cryptographic algorithms used today are block ciphers
and stream ciphers are used predominately in situations where transmission
errors are probable and implementation resources are limited [189], such as
mobile communication devices. Stream ciphers are not considered further in
this thesis.

Modern block ciphers are usually constructed using a Feistel structure or
a Substitution-Permutation Network (SPN), e.g., DES uses a Feistel structure
and AES is an SPN. In both cases, encryption and decryption are performed by
iteratively applying a round function, D; = f(D;_1, K;), where D;_1 is the data
at iteration ¢ — 1 and K is the round key for iteration i. Round keys are derived
from the key, K, with a routine called key schedule. The round function, f(-,-),
includes substitutions performed with the so-called S-boxes which are predefined
tables, permutations that rearrange the input data using fixed rules, and round
key mixing which is typically performed with an exclusive-or (XOR). [274]

An enormous amount of different block ciphers have been proposed and are
in use in different applications. Probably the two most important ones, DES
and AES, are discussed in Secs. 2.1.1 and 2.1.2, respectively.

2.1.1 Data Encryption Standard (DES)

In 1972, National Bureau of Standards (NBS) of the United States, nowadays
National Institute of Standards and Technology (NIST), initiated a program for
computer security which included the development of an encryption standard.
After initial problems in finding a candidate that would fulfill the requirements
set for the standard, they received a promising candidate called Lucifer from
IBM. Lucifer was evaluated and revised by the NSA before its adaptation as a
Federal Information Processing Standard (FIPS) in 1976. The standard [203]
was published in January 1977. The development process and introduction
of DES was perhaps the most important landmark in the history of academic
research on cryptosystems. It was the first time in history when a high-security



cryptographic algorithm became available to everyone and, hence, it marked the
beginning of wide-scale academic research on cryptography. [258]

It had become obvious that the key length of DES was too short to be
secure against exhaustive key search and, thus, a strengthened variant called
Triple-DES (3DES) was included into the final reaffirmation of the standard
in 1999 [204]. DES was withdrawn officially in 2005 and it has been replaced
by AES. DES is not considered further in this thesis because of its decreasing
importance in contemporary cryptosystems.

2.1.2 Advanced Encryption Standard (AES)

Because it had become obvious that DES had exceeded the end of its reason-
able lifetime, NIST began the process to replace DES in January 1997. An open
competition was announced for algorithms in September of the same year. The
requirements for the algorithm were 128-bit block size, support for keylengths
of 128, 192, and 256 bits, and royalty free availability. Altogether 15 candi-
date algorithms were submitted to the competition. After the first round, five
finalist algorithms were selected; namely, Mars, RC6, Rijndael, Serpent, and
Twofish. [45, 211]

Criteria for the selection of the winner included security, performance, and
algorithm characteristics. All finalists were stated to be secure enough to be
selected as AES, and there were no known intellectual property issues for any
of the algorithms. Thus, performance was the key issue which finally decided
the winner. Performance was evaluated on various platforms including 8-bit
embedded processors, 32-bit Pentium processors (the most important), Digital
Signal Processors (DSPs), FPGAs, and ASICs. [45, 211]

In October 2000, NIST announced that Rijndael was selected as the new AES
algorithm. The reasons why Rijndael was selected were its strong performance
on basically all platforms and the ease of hardware implementation [45, 211].
Rijndael was also the most popular choice in straw polls at the final AES con-
ference, and its selection received an approving reception in the community [45].
Rijndael was officially adopted as the AES on December 6, 2001 [206]. Hence-
forth, AES always refers to Rijndael in this thesis®. Details of the algorithm are
not considered here because they are discussed thoroughly in Sec. 5.1.

2.2 Public-key Cryptography

As mentioned, public-key cryptography was invented by Diffie and Hellman in
the mid-1970s. The main idea that they presented in [76] was that different
keys K. and K4 could be used for encryption and decryption so that it is easy
to derive K, from K, but it would be infeasible to find Ky from K,.. Diffie
and Hellman suggested using discrete exponentiation as a method for obtaining
K. Because of its fundamental nature, their key exchange method is reviewed
in Sec. 2.2.1 and it is followed by short descriptions of certain other public-key
algorithms currently used in many practical applications. Only basic versions

3To be precise, there is a small difference between AES and Rijndael: Rijndael accepts
block sizes of 128, 192, and 256 bits, whereas AES defines only a fixed block size of 128 bits.
In this thesis, both terms refer to the official AES unless stated otherwise.



are presented and they may be insecure against certain attacks, such as the-
man-in-the-middle attack; see [258], for example.

Public-key cryptography is used in key exchange, encryption, and digital
signatures. Key exchange and encryption are self-explanatory: Key exchange
permits two parties to safely agree a shared secret key over an unsecured channel
and encryption allows data to be encrypted without sharing a secret key. Digital
signatures can be seen as digital counterparts for handwritten signatures and
they provide unforgeable proofs of authorship and authenticity as well as non-
repudiation.

2.2.1 Diffie-Hellman Key Exchange

First, Alice selects a random integer K4 4 from an interval [1,p — 1] where p is
a prime. Then, she computes and publishes

Kea= gK”’=A (mod p) (2.3)

where g is a fixed element of a finite field F,. Finite fields will be discussed
in more detail in Ch. 4. Alice’s private-key and public-key are Kg 4 and K. 4,
respectively. Similarly, Bob selects K4 p and computes and publishes K. p.
Now, Alice and Bob get a common secret key K, which can be used in a secret-
key cryptographic algorithm, by computing

K = gfeakan — (K, p)Kaa = (KE,A)KfLB (mod p). (2.4)

)

In order to compute K, Eve, who knows only K. 4 and K. g, must compute
either K4 4 from K. 4o or Kgqp from K. p, i.e., she must solve the following
Discrete Logarithm Problem (DLP)

Kq=log, K. (mod p). (2.5)

DLP is believed to be a hard problem if g and p are chosen carefully. Thus, it
is impossible for Eve to obtain K. [76]

2.2.2 RSA Cryptosystems

Soon after Diffie and Hellman’s paper, Ronald L. Rivest, Adi Shamir, and
Leonard Adleman published a cryptosystem [239] which is now known, after
its inventors, as the RSA cryptosystem. A key pair is generated in RSA so that
one randomly selects two primes p; and po of the same bit length ¢/2 where ¢
is referred to as the security parameter [122]. Then, one computes

n=ppz and @(n)=(p1 —1)(p2 — 1), (2.6)

and selects an integer e from the interval [1, o(n)] so that ged(e, ¢(n)) =1, i.e.,
the greatest common divisor (gcd) of e and ¢(n) is one. Finally, one computes
d = e~! (mod ¢(n)). The public-key is K. = (n,e) and the private-key is
K4 = d. RSA encryption and signature schemes are based on the fact that

M =M (mod n) (2.7)

4p(n) is Euler’s totient function which gives the number of positive integers smaller than

n and coprime to n [274].



for all integers M. [239]
The RSA encryption operates so that Alice computes

C =M (mod ng), (2.8)

by using Bob’s public-key K. p = (ng,ep). She sends C over the unsecured
channel to Bob who decrypts the message by computing

M =C% (mod np) (2.9)

where dp is Bob’s private-key Ky p. [239]

In the RSA signature scheme, K, is used in signing (encryption) and K,
in verification (decryption), but this does not change the fact that K; must be
private while K is public. Bob signs a message M as follows. First, he computes
a hash, h = HAsH(M), of M by using a cryptographic hash algorithm which
are discussed in more detail in Sec. 2.3. At this point, it suffices to state that h
is a fixed-length bit string which can be considered as the “fingerprint” of M.
Second, Bob generates the signature s by computing

s =h? (mod ng) (2.10)

and sends s and M to Alice. Alice verifies that M was signed by Bob so that,
first, she computes h, as Bob did, and, second, she computes

h' =s°®  (mod np). (2.11)

Alice accepts the signature if h = b/, else she rejects it. [239]

RSA is believed to depend on the difficulty of Integer Factorization Problem
(IFP) because Eve is unable to compute d from e if she does not know ¢(n).
Furthermore, she is unable to find ¢(n) unless she can factor p; and ps out from
n, which requires solving the IFP. The best known method for factorization is
currently the number field sieve factoring [18].

2.2.3 ElGamal Cryptosystems

Taher ElGamal [92] expanded the idea of Diffie and Hellman by introducing
encryption and signature schemes based on the DLP in 1985. The ElGamal
encryption scheme is considered next. Let private-keys and public-keys be as
in Diffie-Hellman in Sec. 2.2.1. Then, Alice encrypts a plaintext, M, with the
following equations by using a random integer k € [1, p—1] and Bob’s public-key,
K5732

C1=g" (mod p)

2.12
CQZMKQB (mod p). (212)

Then, Alice sends (C1, C5) to Bob who decrypts the ciphertext by computing
M = C,C; 5" (mod p). (2.13)



2.2.4 Digital Signature Algorithm (DSA)

Digital Signature Algorithm (DSA), first presented by David W. Kravitz in [155],
is included in standards by American National Standards Institute (ANSI) [8],
NIST [205], and Institute of Electrical and Electronics Engineers (IEEE) [132,
133], among others. DSA specifies how to sign and verify messages with cryp-
tographic signatures. Consider a case where Bob signs a message, M, and Alice
verifies the signature.

The domain parameters are agreed so that p is a prime, n is a prime divisor
of p— 1 and g is a generator of F,,; see Ch. 4. First, Bob generates a key pair
(Ka,B,Ke B) by selecting a random integer Ky p € [1,n — 1] and by computing

K.p=g""? (mod p). (2.14)

Bob signs a message, M, by computing its hash, h = HAsH(M ). The signa-
ture (s,7) is computed as follows:

r = (¢g" mod p) (mod n)

. (2.15)

s=k7(h+rKgp) (modn)
where k € [1,n — 1] is a random integer and k! is its multiplicative inverse in
F,; see Ch. 4. Bob published the domain parameters and K. p and sends the
message, M, and the signature, (r, s), to Alice. [205]

When Alice receives a message, M, and an attached signature, (r,s), which
is claimed to be signed by Bob, she retrieves the domain parameters and Bob’s
public key K. p. She verifies the signature by computing h = HASH(M) and
the following formulae:

u; = s 'h (mod n)
uy = s~ 'r  (mod n) (2.16)
v= (9" K% modp) (mod n).

Alice accepts the signature if v = r, else she rejects it. [205]
If Bob indeed generated the signature Alice received and the message was
not tampered after signing, s received by Alice is as in (2.15) which gives

k=s1'(h+rKyp)=u +usKsp (modn). (2.17)

Thus, g”lngEe = g”ng:vQB = gatuzKar = gk (mod n), and v = r which shows
that Bob generated the signature and M was not tampered after the generation.
This proof was adapted from [140].

2.2.5 Elliptic Curve Cryptosystems

The use of elliptic curves in cryptography was independently proposed by Neil
Koblitz [146] and Victor Miller [194] in 1985. Since then, large amounts of
work has been done on ECC in academia and increasingly also in industry. The
security of ECC is based on the hardness of a problem called Elliptic Curve
Discrete Logarithm Problem (ECDLP) which is an elliptic curve analogue of
the DLP. ECC operates analogously to the cryptosystems based on the DLP
with the exception that exponentiations are replaced by elliptic curve operations.
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Figure 2.2: Approximative key sizes of ECC and public-key cryptosystems based on
the DLP or the IFP for a similar level of security [32]. The corresponding key sizes
for the curves specified by NIST [205] are plotted with dotted lines.

Elliptic curve operations are not considered here because a comprehensive review
is presented in Ch. 6.

Standardization has great significance in ECC because there is a multitude
of parameters to choose from, they have a large impact on design decisions, and
implementations using different parameters usually fail to cooperate [67]. ECC
is included in the following major standards: ANSI X9.62 [8] and X9.63 [9],
IEEE 1363 [132, 133], FIPS 186-2 [205] (NIST), ISO/IEC 15946-1/2/3/4 [135]
and 18033-2 [134], and SECG [51, 52].The DSA standard [205] also includes an
elliptic curve variant of DSA called Elliptic Curve Digital Signature Algorithm
(ECDSA) which is equivalent with the algorithm described in Sec. 2.2.4 with the
exception that the exponentiations are replaced by elliptic curve operations [132,
205]. A thorough presentation of ECDSA is given in [140].

The main reason why ECC has attained so much interest during the past
twenty years is depicted in Fig. 2.2. The curve in Fig. 2.2 shows an approx-
imation of the required key sizes of ECC vs. conventional public-key cryp-
tosystems, i.e., schemes based on the DLP and the IFP, for a similar level of
security. Fig. 2.2 is based on a formula from [32]. Fig. 2.2 also plots the cor-
responding key sizes for the five elliptic curves recommended by NIST [205],
henceforth called the NIST curves. When the ECC key sizes are 163, 233, 283,
409, or 571 bits, the key sizes of cryptosystems based on the DLP or the IFP
required for a similar level of security are approximately 890, 2030, 3220, 7820,
or 17730 bits. These values are naturally highly approximative and they are
based on the assumption that there are no sub-exponential algorithms for the
ECDLP [32]. Further estimates on key sizes with equivalent security levels are
provided in [164] where they favor ECC even more.



Technical reasons supporting the use of RSA instead of ECC are basically
nonexistent. The reasons that have prevented ECC from becoming the primary
public-key cryptosystems are most probably the tradition of using RSA and the
fact that mathematics related to ECC are more difficult to understand. The
field of ECC also contains many patents (many of them owned by Certicom
Corporation [53], the leading company in ECC solutions) whose validity has not
yet expired (confer RSA) which may have hindered the use of ECC. However,
ECC has already been included in many widely-used standards and adapted to
many major applications.

2.2.6 On Difficulties of the Hard Problems

Although public-key cryptosystems ultimately rely on conjectures that hard
problems are indeed impossible to solve, several studies have supported such
conjectures. In 1991, RSA Laboratories published a challenge where cash prizes
up to $200,000 (US dollars) were offered for successful factorizations of products
of two primes (n in Sec. 2.2.2). The challenge was set in order to motivate
researchers and, thus, increase knowledge on the difficulty of the IFP [246]. The
largest challenge solved is 640-bit n that was factored in November 2005 [246].
Nowadays, the smallest bit length of n recommended for use in practice is 1024
bits. The challenge ended in 2007 when RSA Laboratories stated that enough
knowledge on the cryptographic strength of the IFP exists making the challenge
irrelevant [246].

In 1997, Certicom Corporation launched a challenge for ECC, similar to the
RSA challenge. The largest problem solved thus far is ECDLP with a 109-bit
key which was solved in April 2004 [50]. They used 2600 computers running
17 months (roughly equivalent to one Athlon XP 3200+ running non-stop for
1200 years) [50]. When the key size is 163 bits, the smallest size recommended
by NIST [205], the ECDLP is roughly 100,000,000 times harder [50]. In 2001, a
model presented in [164] predicted with various presumed parameters® that 163-
bit ECC will remain secure up to year 2021. More pessimistic parameters which
assumed considerable advances in methods for solving the ECDLP gave year
2011 [164], but such advances have not yet been presented. A recent academic
security analysis [192] estimated that manufacturing and running ASICs that
could solve the ECDLP with a 163-bit key in one year would cost $2,200,000,000,
half of which is for power consumption. Hence, the 163-bit ECDLP is likely to
remain unsolvable for several years to come.

2.3 Cryptographic Hash Algorithms

Cryptographic hash algorithms play a central role in many modern cryptosys-
tems because they can provide data integrity. A hash algorithm produces a
hash® for an input message. The hash acts as a “fingerprint” of the message.
This fingerprint can be used in ensuring integrity of a message because if the
message changes, so does its hash. Thus, a user can check the integrity of a

5Such as, DES was secure up to 1982, computing power doubles every 18 months (Moore’s
law), budget doubles every 10 years, and no new cryptanalytic methods are developed for the
ECDLP.

6 Also commonly called message digest (MD), hash-code, hash-result, hash-value, etc.



message by computing a hash and comparing it to a previously computed hash.
If the hashes are different, someone has edited the message. [189, 274]
Let HASH(-) be a cryptographic hash algorithm. Then the hash, h, of a
message, M, is given by
h = HAsH(M) (2.18)

where M is a binary string with an arbitrary length and h has a fixed length.
Two principal properties of a hash algorithm are compression and ease of com-
putation [189]. Compression means that the function maps an input of an arbi-
trary length to an output of a relatively small fixed length. Ease of computation
simply means that it is computationally easy to derive h from M.

In order to a hash algorithm to be secure, it must be resistant against the
following three problems [274].

— It must be computationally infeasible to find a preimage, i.e., given a
hash, h, find M such that h = HAsH(M). If a preimage is hard to find,
the function is said to be preimage resistant.

— It must be hard to find a second input M’ which has the same hash with
any specific input M. If it is hard to find M’ # M such that HAsH(M') =
HasH(M), the hash algorithm is said to be second preimage resistant.

— The function must be collision resistant, i.e., it must be hard to find two
arbitrary inputs M and M’, such that M # M’, for which HASH(M) =
Hasu(M").

If the first and second problem are infeasible to solve, a hash algorithm is re-
ferred to as a one-way function [189]. If any of the three problems is “easy” to
solve, a hash algorithm is broken in cryptographical sense. However, in some
applications where cryptographic hash algorithms are used, it suffices that hash
algorithms are resistant only against certain problems, e.g., when used in a one-
way password file, the only requirement is that the hash algorithm is preimage
resistant [189].

Hash algorithms may involve a key, K, as well. Hash algorithms with a key
are referred to as keyed hash algorithms whereas algorithms without a key are
called unkeyed hash algorithms. Unkeyed hash algorithms can be viewed as a
special case of keyed hash algorithms where the key is constant. If an unkeyed
hash algorithm is used, the hashes must be protected so that they cannot be
altered but, when a keyed hash algorithm is used with a secret key, the hashes
can be public or transmitted over an unsecured channel without sacrificing the
integrity of a message [274]. Unkeyed hash algorithms are commonly used in
manipulation detection codes and keyed hash algorithms in message authenti-
cation codes [189].

Cryptographic hash algorithms commonly used in practical applications in-
clude MD algorithms proposed by Ronald L. Rivest of which MD5 [238] is
the latest, Secure Hash Algorithms (SHA) [207] recommended by the NIST,
RIPEMD? algorithms of which RIPEMD-160 and its extensions [81] are the
newest, and Whirlpool [21]. The author has published FPGA implementations
of MD5 [139] and a combined implementation of MD5 and SHA-1 [138].

"Research and Development in Advanced Communications Technologies in Europe (RACE)
Integrity Primitives Evaluation Message Digest



Several cryptographic hash algorithms have been compromised recently so
that collisions can be found “easily”. MD5 and SHA-1 are among these algo-
rithms. Thus, these hash algorithms should be used only in applications which
do not require collision resistivity. [286, 287]

The SHA algorithms will be replaced with an algorithm developed through
an open competition similar to AES. The call for new hash algorithms was
published in November 2007 in [208] and the new algorithm is scheduled to be
selected in 2012.






Chapter 3

Hardware Implementation of
Cryptographic Algorithms

ATURALLY, in order to use cryptographic algorithms in practice they need

to be implemented. This chapter presents the most common platforms on
which cryptographic algorithms are implemented and discusses their suitability.
The emphasis is on FPGAs because they are used in the publications.

Designing a good cryptographic implementation is a challenging task. There
are at least the following requirements for implementations of cryptographic
algorithms and security systems in general:

Speed An implementation should be fast enough to ensure that execution of
cryptographic algorithms does not slow down a system significantly. Be-
cause computation of cryptographic algorithms dominates in computa-
tional complexity of many protocols, the need for fast implementations is
evident [231]. Achieving fast performance is often a difficult task and it has
attained considerable amount of interest in both industry and academia.
This requirement often yields a need for hardware acceleration because
many studies have shown that software implementations cannot achieve
required performance levels with reasonable costs [118].

Resources Many environments set tight constraints to resources available for
implementations of cryptographic algorithms [231]. If resources are low on
the whole, only a small portion of those few resources is usually devoted
for cryptography which complicates implementing high-security crypto-
graphic algorithms. The aforementioned constraints may include power
consumption, amount of available logic or memory, etc. Arguably, the
importance of this requirement is increasing because of the emerging use
of cryptographic algorithms in various low-cost applications [90], such as
smart cards or mobile hand-held devices.

Costs Use of cryptographic algorithms should not increase the total cost of
a product significantly. This requirement sets strict constraints for de-
signers, especially, if other requirements, such as speed, are considered



too. This is naturally an important requirement for any product but its
importance is apparent in low-price consumer products.

Invisibility Implementations of cryptographic algorithms and other security
measures should be invisible, transparent, and easy to use for an end user.
In other words, they should not cause any considerable harm for the user.
The reason for this is that, if they do, it is likely that the algorithms will
not be used or they will be misused in a way that compromises security.
A classical example is an exhaustive use of complex passwords which can
even weaken the system because users commit passwords to paper if they
cannot remember them.

Exactness Designs must implement algorithms exactly according to the speci-
fications, i.e., cryptographic algorithms are in general intolerant for errors
caused by optimizations. In many applications, such as Digital Signal
Processing (DSP), it is possible to optimize implementations by allow-
ing small errors caused by a reduced computation accuracy, for instance.
However, cryptographic algorithms usually fail to operate correctly if even
one bit is incorrect. On the other hand, optimizations inside the algorithm
are possible as long as they do not change the output; see Sec. 5.2.2, for
example.

Security An implementation should not leak any information which can po-
tentially compromise security. Although this first seems as a trivial re-
quirement, it is—possibly together with an incompetent user—one of the
most important issues affecting overall security. Actually, it has been
stated that it is more likely that a real world cryptosystem is broken be-
cause of the weaknesses of implementations rather than the weaknesses of
cryptographic algorithms [294].

As this thesis is about hardware implementation of cryptographic algorithms,
it is of interest to examine how the above requirements relate to hardware imple-
mentations. Invisibility requirement seldom has any direct impact on hardware
implementations because the user interface is usually software engineer’s work
rather than hardware engineer’s. Even hardware designers must indirectly take
the end user’s comfort into account through other requirements. All other re-
quirements need to be considered by a hardware designer and the importance
of a particular requirement depends on implementation platforms and applica-
tions.

3.1 Implementation Platforms

A coarse categorization for implementations, which has already been used above,
is to divide them to software and hardware implementations. A software imple-
mentation is an implementation running on a general-purpose processor; such
as Intel Core-2 Duo processors. The role of an implementor is to write software
for a processor by using a programming language. These implementations are
therefore referred to as software implementations although the processor itself is
hardware. In a hardware implementation the implementor designs the hardware
which performs the desired function.



Reprogrammable logic refers to digital logic devices whose functions can be
reprogrammed throughout the device [281]. The place of reprogrammable logic
in the aforementioned categorization is problematic because it can be catego-
rized to either category on a sound basis. On one hand, an implementor does
not design the actual hardware but produces a “software”, i.e., a program-
ming file which programs the hardware to implement the desired function. On
the other hand, the way in which an implementor works is almost identical
to hardware design process and all decisions (s)he makes during the process
are closer to implementing hardware than software. Besides, people working
on reprogrammable logic in industry or academia almost always have a hard-
ware background. In this thesis, reprogrammable logic is considered hardware.
The implementations presented in the publications are all designed primarily
for FPGAs. However, the ideas used in them apply usually to ASIC-based
implementations, too.

General-purpose processors, ASICs, and certain low-cost environments are
discussed in the following sections concentrating on their use for cryptographic
algorithms. The prime target devices of this thesis, FPGAs, are discussed in
more detail Sec. 3.2.

3.1.1 General-Purpose Processors

General-purpose processors execute a program which is a series of instructions.
Instructions supported by a processor are referred to as an instruction set. In-
struction sets usually include instructions for integer arithmetic, boolean op-
erations, data handling, and control flow as well as, e.g., for floating point
arithmetic. Programmer writes a program, either in assembly or high-level lan-
guages, such as C, which is then compiled into instructions. The performance
of a program depends on programmer’s skill, the instruction set provided by a
processor, and the efficiency of hardware.

The advantages of general-purpose processors are easy programming and up-
dating and the fact that the same code is usually easy to use in different proces-
sors. Typical disadvantages are slow performance and high power consumption.
These disadvantages emphasize if a cryptosystem is implemented using proces-
sors with instructions sets that do not naturally support operations required
in cryptographic algorithms. For instance, instruction sets of microprocessors
usually support integer and floating point arithmetic and boolean operations,
whereas cryptographic algorithms often use more “exotic” arithmetic such as
finite fields.

Academics—and more recently also processor manufacturers—have recog-
nized the problems caused by limited instructions, and instruction set extensions
for cryptography are gaining interest [89]. Such extensions have been proposed,
e.g., in [89, 112, 279]. On the commercial side, better support for cryptography
has been included at least in Sun Microsystems’ new UltraSPARC T2 micro-
processors which include specific cryptographic accelerator blocks supporting
various cryptographic algorithms including (3)DES, AES, SHA-1, MD5, RSA,
and ECC [276]. Such instruction set extensions can provide considerable perfor-
mance increases and, thus, make general-purpose microprocessors more feasible
platforms for cryptography.



3.1.2 Application Specific Integrated Circuits (ASICs)

As the name suggests, ASICs are integrated circuits designed for a specific ap-
plication. Contrary to general-purpose circuits, such as microprocessors, ASICs
can perform only functions that they are designed to perform. In ASICs, a
design is implemented directly on silicon and, hence, it cannot be changed after
the chip is manufactured. The resulted implementation can be highly optimized
in terms of speed, area, and power consumption, but the inability to change the
design after manufacturing is a serious disadvantage. Modern ASIC processes
are also very expensive and time consuming and, hence, they are nowadays used
predominantly in large volume consumer products, such as mobile phones.
Traditionally cryptographic algorithms were always implemented as ASICs
whereas, nowadays, a large majority of practical cryptosystems are undoubtedly
software implementations running on general-purpose microprocessors. How-
ever, ASICs still have significant importance for cryptographic implementations
in environments where microprocessors, or even FPGAs, cannot be used, e.g., in
environments requiring very low power consumption or high encryption speeds.

3.1.3 Low-Cost Environments

The use of cryptographic algorithms is increasing in low-cost environments,
such as smart cards, radio frequency identification (RFID) tags, etc. [90]. The
reason is that they often handle sensitive data, such as health-monitoring, anti-
counterfeit, or biometric data, which yields a need for strong encryption [90].
Although implementations for low-cost environments use the same techniques
that are used in implementations targeting to high speed, i.e., ASICs, micro-
processors, or FPGAs, the requirements set by these environments differ greatly
from the ones discussed previously. As a consequence, low-cost environments are
discussed as a separate topic. Low-cost implementations require difficult trade-
offs between security, cost, and performance [90]. Besides, they are used in the
most insecure environments [231] which makes implementations more vulnera-
ble for physical attacks, as will be discussed in Sec. 3.4. Hence, cryptography
in low-cost environments is an important and difficult research area.

Modern cryptographic algorithms, such as AES, have been developed so
that they achieve good performance in software. This may not be a problem
for smart cards because their processors have become powerful enough to run
cryptographic algorithms originally designed for high-end microprocessors [229].
However, this sets challenges for designing efficient implementations for certain
low-cost environments, such as RFID tags [90]. Hence, several block ciphers
developed specifically for low-cost applications have been proposed recently in-
cluding DESXL (a low cost variant of DES) [163], Hight [127], and Present [33].
Implementing public-key cryptography is costlier but ECC has been shown to
be a viable solution even for low-cost environments [23, 116]. A recent survey
of the field of low-cost cryptography is given by Eisenbarth et al. in [90].

3.2 Field Programmable Gate Arrays (FPGAs)

Implementations on general-purpose processors are flexible in the sense that
programs are easily written and updated by using high-level programming lan-
guages. As a downside, they are slow and consume considerable amounts of
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Figure 3.1: A performance-flexibility comparison of general-purpose processors,
ASICs, and FPGAs [34, 281]. Performance can be understood as pure speed or power
efficiency, or as their combination (throughput/Watt).

power which practically rule general-purpose processors out from many appli-
cations. ASICs, on the other hand, are less flexible but offer high performance
and low power consumption. Thus, there is a significant gap between general-
purpose processors and ASICs [34]. Reconfigurable logic fills this gap and—
in an ideal case—combines the best of both; namely, the speed of ASICs to
the flexibility of general-purpose processors [281]. This is illustrated in the
performance-flexibility graph of Fig. 3.1 [34, 281].

Reconfigurable logic includes a wide scope of programmable devices in-
cluding PLA (Programmable Logic Array), PAL (Programmable Array Logic),
CPLD (Complex Programmable Logic Device), and FPGA. However, FPGAs
are the only ones which have any major interest from the cryptography point-of-
view and, henceforth, the terms reconfigurable logic and device always refer to
FPGAs in this thesis. This presentation concentrates on FPGAs manufactured
by the two leading vendors: Altera and Xilinx. Other FPGA manufacturers
include Achronix, Actel, Atmel, Cypress, Lattice, and QuickLogic.

FPGAs consists of reconfigurable functional units, interconnections, and in-
terface. Reconfigurable functional units are used for implementing the logic
needed in a design and they are connected with the reconfigurable intercon-
nections. Reconfigurable interfacing is used for communication with the rest of
a system. As a rule of thumb, the more reconfigurable an architecture is the
slower it is and the more power it consumes. [280]

Reconfigurability depends on the size of reconfigurable units referred to as
granularity. An architecture where reconfigurable functional units are small is
called fine-grained and an architecture where they are large is coarse-grained. A
fine-grained functional unit typically operates on a small number of bits and acts
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Figure 3.2: A simplified presentation of a Virtex-E/II slice (adapted from [299, 302]).

as a Look-Up Table (LUT) with a small number of inputs and a single bit out-
put [280]. An example of a coarse-grained functional unit is an Arithmetic Logic
Unit (ALU) [280] and, thus, coarse-grained architectures are usually better in
applications which are intensive on arithmetic [281]. The granularity of recon-
figurable interconnections also varies in different reprogrammable architectures
so that fine-grained interconnections allow each bit to be connected separately
whereas coarse-grained interconnections connect several bits at a time [280].
Most modern commercial FPGAs use fine-grained architectures where recon-
figurable functional units are typically 4-to-1-bit LUTs which are arranged in
clusters [280].

Programming an FPGA differs considerably from general-purpose processors
because a general-purpose processor program is stored into a separate memory
as instructions, whereas programming of an FPGA directly implements logic
functions and interconnections inside the device [290].

3.2.1 Modern FPGAs and Recent Trends

In Xilinx Virtex-E and Virtex-II FPGAs, which are used as implementation
platforms in I-IIT and X, the functional units are 4-to-1-bit LUTs which are
arranged in clusters called slices and Configurable Logic Blocks (CLBs). A CLB
comprises four slices which consists of two 4-to-1-bit LUTSs, two registers, and
carry and control logic [299, 302]. Fig. 3.2 presents a Xilinx Virtex slice. The
LUTSs can be configured also as a 16-bit RAM (Random Access Memory) [299,
302] or 16-bit shift register [302]. The Altera Stratix II architecture, used in IV—-
IX and XI, differs from the Virtex architecture so that the clusters called Logic
Array Blocks (LABSs) consists of eight subblocks named Adaptive Logic Modules
(ALMs) which fracture into two Adaptive LUTs (ALUTS), two registers, and
carry and control logic [6]. ALUTSs are flexible so that they can implement up
to a T-to-1-bit LUT [6]. Virtex-E, Virtex-II, and Stratix II devices all contain



considerable amounts of embedded memory [6, 299, 302].

Modern FPGAs typically contain hardwired logic units specialized for cer-
tain commonly used tasks, such as DSP [280]. These units provide improve-
ments in performance and power consumption in those specialized tasks but
they are useless in many applications where these operations are not directly
needed [280]. Virtex-II has hardwired 18 x 18-bit multipliers [302] and Stratix IT
has more flexible DSP blocks which are useful in various DSP-related tasks [6],
for example.

In 2005, Todman et al. [280] listed main trends in reconfigurable architec-
tures as follows. First, there is a trend to increase granularity of logic units in
order to reduce the amount of interconnections, e.g., Stratix I 7-input LUT [6].
Second, the number of specific embedded function units, e.g., DSP blocks and
embedded memories, is increasing. Third, the use of soft cores, and espe-
cially soft core processors, is growing. A soft core is implemented using re-
programmable logic by using synthesizable function provided by a vendor [280].
Although they are slower and require more area than hard cores which are
hardwired onto the silicon, they provide upgradeability and they are easy to in-
tegrate into the rest of a system [280]. Xilinx offers a soft core processor called
MicroBlaze [300] and Altera calls their newest soft core processor Nios II [5].

Since Todman’s predictions, Xilinx has launched Virtex-5 devices [303] and
Altera has introduced Stratix IIT family FPGAs [7]. Xilinx has increased the
granularity of Virtex-5 by introducing 5-to-1-bit and 6-to-2-bit LUTs and Al-
tera’s Stratix I1I is still using up to 7-to-1-bit ALUTs. The number of specialized
embedded function units has continued growing in the new device families, and
also Xilinx has introduced more flexible DSP blocks [303]. Both Xilinx and
Altera are still supporting their soft core processors. Hence, the development
has obviously had the direction predicted in [280]. There is also an evident
direction which began by the introduction of Virtex-4 and which has continued
in Virtex-5 and Stratix III as well; namely, the vendors introduce sub-families
tailored for certain types of applications. Virtex-4 has sub-families LX, SX, and
FX for logic applications, DSP applications, and embedded platform applica-
tions, respectively [301]. Virtex-5 also has an additional sub-family specialized
in advanced serial connectivity [303]. Stratix III has a balanced sub-family L
for mainstream logic applications, a memory and multiplier rich sub-family E
for data-centric applications, and a sub-family GX with high-speed connectivity
for high bandwidth applications [7].

3.2.2 FPGA Design Flow

A design flow of FPGA-based implementations is presented in Fig. 3.3. The flow
begins from design specifications and ends to a working design in an FPGA. The
most laborious part is the writing of Hardware Description Language (HDL).
VHDL was used as an HDL for all designs of this thesis. The functionality of
the HDL is verified by functional simulations. The verified HDL is mapped to
a gate-level netlist with logic synthesis. Placement in the place & route process
dedicates operations to specific reconfigurable functional units and routing con-
nects these units by using reconfigurable interconnections. The place & route
is constraint-driven. A place & route of a complex design is computationally
demanding and often takes several hours with a modern desktop computer. The
place & route returns a programming bitfile and a timing model description of
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Figure 3.3: FPGA design flow

the result. The timing model is verified to fulfill timing requirements set in the
specifications with timing simulations. Finally, the FPGA is programmed with
the programming file.

The entire design flow can be performed within design softwares provided by
FPGA vendors. Logic synthesis programs are included in the design softwares
but several third party tools are available, too. Simulation software is often
provided by a third party because only simple simulators are included in the
design softwares. Place & route tools are always provided by the FPGA vendor
as well as software used in programming the FPGA.

As mentioned, writing HDL is the most laborious part. Automatic HDL
generators, which automatically map specifications to HDL, can considerably
reduce time required in this step. Typically, such generators can produce com-
petitive results compared to hand-optimized versions only if they are realized
for a small and well-constrained set of specifications, e.g., for one cryptographic
algorithm with specific parameters. The author developed a simple generator
for ECC in [137].

3.2.3 Cryptographic Algorithms in FPGAs

Cryptographic algorithms often dominate in computational costs of security
protocols which yields a need for acceleration; for example, over one half of the
processing time in Secure Sockets Layer (SSL) is consumed in cryptographic
algorithms [231]. Acceleration is typically performed by delegating the most
expensive operations to an accelerator while the rest of the application is imple-
mented in the main system which is usually a general-purpose processor [281].
Consider DSA presented in Sec. 2.2.4 as an example. The most demanding task
in DSA is the modular exponentiation and, hence, DSA can be accelerated by
delegating exponentiations to an accelerator while the main processor performs
other operations concurrently. Because this thesis predominantly considers im-
plementing cryptographic algorithms using FPGAs, the following assumes that
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Figure 3.4: Classification of reconfigurable systems [69, 280]; (a) external stand-
alone processing unit, (b) attached processing unit, (c) coprocessor, (d) reconfigurable
functional unit, and (e) processor embedded in reconfigurable logic.

the accelerators are implemented with reconfigurable logic. Many of the princi-
ples are, however, valid also for other implementation platforms, such as ASICs.

Fig. 3.4 shows the classification of reconfigurable systems. The first four
classes were presented by Compton and Hauck in [69] and their classification
was complemented by Todman et al. in [280] with the class where the pro-
cessor is embedded in reconfigurable logic. The closer the reconfigurable unit
is to the control processor the faster the communication between the unit and
the processor is but, as a downside, the amount of reconfigurability is usually
smaller and more control is required [280]. The external stand-alone processing
unit favors applications which are computationally intensive but require little
communication and the reconfigurable functional unit, e.g., reconfigurable in-
structions inside a processor, is ideal for small but frequently used tasks [69].
The attached processing unit and coprocessor classes can be seen as tradeoffs
between these two extremes. The last class, where the processor is embedded
in reconfigurable logic, is currently emerging in many applications because the
growth in FPGA resources has enabled implementing entire systems within one
FPGA. This approach combines many of the advantages of the other four classes
but requires a large (and expensive) device. The embedded processor can be
either hard core, such as PowerPC in Xilinx Virtex-4 FX [301], or soft core,
such as Nios IT in Altera FPGAs [5]. Notice that all classes except (d) can
be implemented with a stand-alone FPGA. Thus, the implementations of this
thesis suit for all other classes except (d).

FPGAs have several advantages in cryptographic applications [91, 293]:

Algorithm agility It is possible to easily switch from an operation to an-
other. This has significant importance in cryptographic applications be-



cause modern cryptosystems must often support many encryption algo-
rithms. It is also possible to delete broken algorithms and introduce new
algorithms into the system.

Algorithm upload It is possible to easily update devices which are already
in use. This is, again, important for cryptographic applications because
parameters of the current cryptosystem may need to be changed, e.g.,
key length needs to be increased or an algorithm needs to be changed as
standards expire, e.g., DES needs to be changed to AES.

Architecture efficiency Significantly more efficient implementations can be
designed with fixed parameters in certain cases. Reprogrammability of
FPGAs allows designing optimized implementations for all parameters
separately because the device can be reprogrammed when parameters are
changed whereas an ASIC design must support all parameters and such
optimizations are out of reach. One example is the finite field multiplica-
tion in polynomial basis; see Ch. 4. If an irreducible polynomial is fixed,
reductions required in multiplication can be hardwired resulting in faster
and smaller multipliers. If the design must support arbitrary irreducible
polynomials, such optimizations cannot be made.

Resource efficiency Many protocols are hybrid in the sense that a public-key
algorithm is used in the beginning for key exchange after which the actual
communication is encrypted using a secret-key algorithm. Because these
algorithms are not used simultaneously, they can be switched on-the-fly
by reprogramming the device which leads to a considerable reduction in
required resources.

Algorithm modification Parts of standardized algorithms, e.g., S-boxes, may
need to be modified, and such modifications are not a problem because of
reprogrammability.

Throughput Considerable increase in throughput is achievable with FPGAs
when compared to general-purpose processors as shown in an extensive
number of publications; see, e.g., [59, 106, 107, 280].

Cost efficiency FPGA-based projects are typically significantly cheaper than
ASIC-based projects when the products are targeted to low-to-medium
sized markets. The main reasons are shorter time-to-market and lower
initial costs. ASICs become cheaper when the production quantities rise
because production of a single chip is cheaper after the often very large
startup cost.

It has been stated based on the above reasonings that cryptographic al-
gorithms are prime candidates for FPGA-based implementations [281]. The
suitability of FPGAs for cryptography has been pointed out also in other pub-
lications, e.g., [34, 280].

Although embedded function units, such as DSP blocks, certainly improve
performance and power consumption in many applications, they have little use
in most cryptographic applications, with the exception of embedded memories.
The reason for this is that cryptographic algorithms commonly require “exotic”
operations, such as arithmetic in finite fields, which are not supported by the



embedded blocks of modern FPGAs. Introduction of blocks specialized for
cryptographic operations would naturally benefit the performance and power
consumption of cryptographic algorithms on FPGAs, but currently none of the
FPGAs available at market supports cryptography if hardwired cryptomodules
for programming bitstream decryption are not taken into account.

3.2.4 Comparisons

Generally, FPGAs can provide speedups up to 500 times and power savings of
35-70% compared to general-purpose processors [280]. However, the achievable
improvements depend on the implemented application. Cryptographic applica-
tions usually achieve significant speedups on FPGAs, e.g., speedups of over 1000
times have been reported for ECC [59]. The efficiency of FPGAs compared to
general-purpose processors originates from parallel and pipelined processing and
from the fact that general-purpose processors are often ill-suited for operations
used in cryptography. Operations causing problems include modular arithmetic
and bit-level manipulations on bitvectors with uncommon lengths, i.e., other
than 2" and longer than the wordlength. They cause problems, especially, in
public-key algorithms [293].

A recent study in [158] showed that FPGA-based designs are on average 3.4
to 4.6 times slower than ASIC-based designs and implementations on FPGAs
consume about 35 times more silicon area. Hence, the speed-area product is
over 100 times better for ASICs than for FPGAs. FPGAs also consume about
14 times more dynamic power. Area and power differences reduce substantially
by using dedicated memory and multiplier blocks whereas their effect on per-
formance is small. These values suggest that the price of reprogrammability is
relatively high. [158]

However, an obvious weakness of the study of [158] is that it simply synthe-
sizes a design for both ASICs and FPGAs and compares the results. Although
the values themselves are solid, omitting such advantages as architecture and
resource efficiency skews the results because these advantages have a direct im-
pact on the above values. For example, as discussed previously, FPGAs allow
optimizing field multipliers for a fixed field but such optimizations are usually
out of reach in ASICs. Thus, the difference of FPGAs and ASICs is certainly
smaller in cryptographic applications where the effects of these advantages are
often significant.

3.3 Metrics for Evaluating Implementations

Thus far, speed and performance were used as arbitrary terms and more precise
definitions are necessary. Ways of measuring speed are diverse. Supposedly
the simplest is to report computation time, t, i.e., the time in seconds required
for a single operation, encryption of a single block, for example. Another way
of expressing speed is to provide the number of clock cycles required for a
single operation, referred to as latency!, 1. In single clock systems, latency and

1Sometimes latency may also refer to computation time but, in this thesis, latency refers
strictly to the number of clock cycles, except in IT where it refers to computation time.



computation time are linked through the following equation:

t= : (3.1)
where f is a clock frequency. Latency is usually more informative than computa-
tion time because it is independent of the clock frequency. However, latency and
computation time are not always sufficient for measuring speed because imple-
mentations capable of computing several operations simultaneously may have
long latencies and computation times but can still be considered fast. Through-
put, T, the number of operations per second, has considerable importance in
evaluating cryptographic processors. If a design can process p operations simul-
taneously, T, t, and | are related through the equation:

A U
t 1
When designs implementing secret-key cryptographic algorithms are considered,
it is a common practice to report the number of bits that the design can process
in second. In that case, throughput given by (3.2) is multiplied by the number
of bits processed in one operation, e.g., with the block size.

Objectives vary in designing cryptographic implementations. A common
objective is computation acceleration where the goal is in minimizing t and/or
maximizing T. Another objective is implementing an algorithm with as few
resources as possible. Supposedly, the most common objective is a combination
of these two objectives; namely, maximization of speed under some constraints
on resources. It can be measured with area-latency (or area-computation time,
etc.) efficiencies, e.g., with a product of latency and area of an implementation.

(3.2)

3.4 Side-Channel Attacks

Traditional cryptanalysis is out of the scope of this thesis but cryptanalytic
methods called side-channel attacks form a serious threat for many crypto-
graphic implementations and a few words about them are thus in order. Side-
channel attacks are methods where Eve is trying to reveal secret keys by exploit-
ing information leaked by an implementation. Side-channel attacks are based,
e.g., on time, power, and electromagnetic measurements and they have been
successfully applied, especially, against smart cards [271]. Actually, the main
threat for practical cryptosystems is not traditional cryptanalysis but rather the
weaknesses of implementations [294].

Although smart cards and simple general-purpose processors are generally
more vulnerable for side-channel attacks than hardware implementations, suc-
cessful applications of certain attacks have been reported on FPGA implemen-
tations as well [271]. The first such attack was demonstrated in [223] where
power analysis attacks were successfully applied to an ECC implementation.
The following discusses certain principal side-channel attacks and their coun-
termeasures.

Timing analysis was introduced by Paul C. Kocher in [152]. Timing attacks
are based on information about computation time. It can be possible to retrieve
information about a secret key by measuring computation time variations de-
pending on the secret key [152]. A successful practical implementation of the
attack was demonstrated for smart cards in [75].
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Figure 3.5: Simple artificial example of SPA in revealing a secret exponent in expo-
nentiation using binary method; S stands for squaring and M for multiplication.

Simple Power Analysis (SPA) and Differential Power Analysis (DPA) were
introduced by Kocher et al. in [151] and they exploit information leaked by
power consumption. The idea is that instantaneous power consumption is linked
to an instruction or operation currently being executed. Consider exponenti-
ation as an example. Let the exponent be secret as in Diffie-Hellman key ex-
change, for example; see Sec. 2.2.1. If an exponentiation is performed with
the binary method (see Sec. 6.3), each bit in an exponent results in a squar-
ing operation, whereas multiplications are performed only for bits which are
ones. It may be possible to reveal the secret exponent by observing instanta-
neous power consumption. Fig. 3.5 illustrates SPA by presenting an example
power trace?. Although both squaring and multiplication require equal amount
of time, they are clearly distinguishable because their power traces differ from
each other. Thus, it is obvious that the bit string used as the exponent in
Fig. 3.5 is (10011).

Because both timing analysis and SPA exploit the feature that some opera-
tions can be distinguished from each other by time or power consumption, the
obvious way to countermeasure these attacks is to make these operations indis-
tinguishable. In practice this is done by using side-channel atomic blocks which
consist of exactly the same operations performed in the same order [60]. Usually
achieving side-channel atomicity requires that certain dummy (fake) operations
are performed thus reducing performance. It is, however, possible to achieve
side-channel atomicity with low overhead as presented for exponentiation and
elliptic curves in [60], for example.

SPA operates directly on a single power trace whereas DPA analyzes a large

2The power trace in Fig. 3.5 does not represent any actual measurement as it was artificially
created for the sake of exemplification.



number of traces with statistical methods [151]. It is considerably harder to
protect an implementation against DPA because it can distinguish dummy op-
erations from real ones if there is enough data available and the power model of
the implementation is good enough. Protecting implementations against DPA
and other statistical attacks is generally very hard but attacking can be made
considerably more difficult by time randomization, noise addition, masking, or
with dynamic and differential logic styles [271].

Side-channel attacks can be based on electromagnetic emanations, as well.
They are referred to as electromagnetic side-channel attacks and they, too, have
simple and differential methods similar to SPA and DPA. Electromagnetic side-
channel attacks were adapted to AES in FPGAs in [49].

Although side-channel attacks form a serious threat in many applications,
hardware implementations are usually much harder to attack than software im-
plementations [271] and FPGAs are sometimes even harder to attack than ASIC
implementations [294]. In general, provably secure implementations cannot be
made. Thus, the designer’s role is to evaluate possible threats and implement
countermeasures that measure up with them. As the implementations of this
thesis mostly target to high-performance applications where the risk that an
attacker is able to measure, e.g., power consumption is low, countermeasures
against side-channel attacks have not been considered by any great extent in
the publications.

Development of side-channel attacks has been intensive during the past few
years. The most important forum for developments in side-channel attacks is
probably the Workshop on Cryptographic Hardware and Embedded Systems
(CHES) and, thus, interested readers should consult the proceedings of CHES
for further information. Various attacks are discussed also in [10]. Compre-
hensive reviews of power analysis attacks and their countermeasures are given

in [180, 226].



Chapter 4

Finite Fields

HIS CHAPTER presents preliminaries of finite fields which have importance
Tin many cryptographic algorithms. Both AES and ECC use finite field
arithmetic and, thus, finite fields are considered before discussing the algorithms.
The efficiency of arithmetic in an underlying finite field greatly determines the
efficiency of an entire cryptosystem and implementation techniques are thus
discussed in the end of this chapter.

Finite fields are commonly referred to as Galois fields in order to honor the
contributions of Evariste Galois, a French mathematician, who lived in the early
19th century. His work includes some of the most fundamental results of the
theory of finite fields. Finite fields have importance in many branches of math-
ematics. In addition to their extensive use in cryptography, finite fields have
practical applications also in coding theory; see, e.g., [171]. Because of these
practical applications, finite fields and, especially, their implementations have
been studied also by computer scientists and electrical engineers. Finite fields
are extensively studied and an enormous amount of literature exists. Hence, it is
impossible to provide an all-inclusive survey. The following study concentrates
on the most relevant topics for implementations of cryptographic algorithms
with the emphasis being on issues related to efficient hardware implementation.

The following discussion is twofold: First, a more theoretical description
is given and, second, practical implementation related aspects are discussed.
The basic properties of algebraic structures of groups, rings, fields, and vector
spaces are introduced in Sec. 4.1. Two types of finite fields primarily used
in cryptographic algorithms, namely prime and binary fields, are considered
in Secs. 4.2 and 4.3, respectively. Sec. 4.4 discusses the most complex field
operation, inversion. Implementation related aspects are discussed in Sec. 4.5.

4.1 Preliminaries
This section presents preliminaries of algebraic structures: groups, rings, fields,
and vector spaces. The discussion is based on comprehensive presentations

available in [85, 122, 189).



A set G and a binary operation * form a group (G, ) if they satisfy the
following axioms

1. The operation is associative, i.e., a * (bxc) = (a*b) * ¢ for a,b,c € G.

2. There exists an identity element e € G such that e xa = a x e = a for all
a€G.

3. Every element a € G has an inverse element b € G such that axb = bxa =
e.

Furthermore, the group (G, %) is said to be Abelian (or commutative) if it sat-
isfies

4. axb="b=xa for all a,b € G.

If the group operation is multiplication x, the group (G, x) is said to be a
multiplicative group. In that case, the identity element is denoted by 1 and the
inverse element by a~!. If the group operation is addition +, the group (G, +)
is an additive group, and the identity element is 0 and the inverse element is
—a.
The order of the group, ord(G), is the number of elements in the set G. If
ord(G) is finite, the group G is finite. The order of an element a € G, denoted
by ord(a), is the smallest positive integer, n, for which a™ = e. If there is an
element a € G such that for each b € G there is an integer i for which b = a?,
the group G is cyclic and «a is a generator of G.

A ring (R, +, x) consists of the set R and two binary operations + (addition)
and x (multiplication), and it satisfies the following axioms

1. (R, +) is an Abelian group with an identity element 0.
2. The operation X is associative, i.e., ax (bxc) = (axb)xcfor all a,b,c € R.

3. There is a multiplicative identity element 1 such that 1 # 0 with the
property that 1 x a =a x 1 =a for all @ € R.

4. The operation x is distributive over the operation +, i.e., a x (b+¢) =
(axb)+(axc)and (b+c¢) xa=(bxa)+ (cxa)for all a,b,c € R.

Furthermore, the ring (R, +, X) is a commutative ring if it satisfies
5. axb=>bxa forall a,b € R.

An element a € (R,+, x) is an invertible element if there exists an element
b€ (R,+, x) such that a x b = 1.

A field, henceforth denoted by F, is a commutative ring in which all nonzero
elements are invertible. A field with ¢ elements is said to be finite if ¢ is finite,
and a finite field is denoted! by F,. Again, the order of F,, ord(F,), is the
number of elements in F,, and I, exists if and only if ¢ is a prime or a power
of a prime, i.e., ¢ = p™ where m is a positive integer. If m = 1, F,, is called
a prime field and, if m > 2, Fp= is called an extension field. Extension fields,
where p = 2, i.e., Fam, are called binary fields (or fields with characteristic
two), and they are commonly deployed in cryptosystems. There is essentially

IThe notation GF(q) (Galois field) is also commonly used in the literature and in I-TII.



only one finite field with an order ¢ and therefore two fields F, and F; are
structurally the same and only the labeling of elements is different, i.e., F; and
[, are isomorphic.

By definition, IF, has two operations: addition and multiplication. Subtrac-
tion in F, is defined through addition so that a —b = a + (—b) for all a,b € F,
so that —b is a unique element with the property: b+ (—b) = 0. Similarly,
division is defined for all a € Fy and b € Fy\{0} using multiplication so that
a/b = axb~! where b—!, the inverse of b, is unique and fulfills bx b~! = 1. Here-
after, multiplication is denoted by juxtaposition and X is omitted. The nonzero
elements in F,, i.e., the elements in F,\{0}, form a multiplicative group of Fy,
denoted by Fy, which is cyclic with ord(F}) = ¢ — 1. Hence,

al =aq (41)

for all a € F,, also known as Fermat’s Little Theorem: a” = a (mod p).

A vector space V over a field F is an additive Abelian group (V,+) with a
multiplication, F x V' — V, if the following axioms are satisfied for all a,b € F
and c,d e V.

1. a(c+d) = ac+ ad.
2. (a+b)c=ac+ be.
3. (ab)e = a(be).

4. le=c.

The elements of V are called vectors and the elements of F are scalars. The
finite field F,» can be considered as a vector space over IF,,. Thus, the elements
of F,m are vectors and the elements of IF,, are scalars. The dimension of the
vector space is m and there are many ways to select a basis.

4.2 Prime Fields

Let p be a prime. Integers modulo p form the set {0,1,2,...,p—2,p—1} which
constructs a finite field with addition and multiplication modulo p as discussed
above. The field is denoted by F, and called prime field.

Operations in F, are computed by using normal integer arithmetic and by
reducing the result modulo p. The result is thus the unique integer remainder
obtained with a division by p. Consider the prime field F;7, for example. The
elements in Fi7 are {0,1,2,...,16}. An addition 12 + 7 = 2 because the re-
mainder of 19 divided by 17 is 2. Similarly, 2 — 16 = 3 and 5 x 12 = 9 because
—14 = 3 (mod 17) and 60 = 9 (mod 17), respectively. Furthermore, 57! = 7
because 5 x 7 =1 (mod 17).

Modular reductions using divisions of large integers are expensive. If p is
fixed or changed infrequently (which usually is the case in cryptography), modu-
lar reductions can be performed more efficiently with a series of multiplications,
additions, and shifts by using precomputed data [22]. This technique is known
as the Barrett’s reduction.

A widely-used method circumventing the problem of expensive reductions
for arbitrary p was introduced by Peter L. Montgomery in [196]. It uses Mont-
gomery representation for integers. The Montgomery representation of a €



[0,p — 1] is aR mod p where R > p such that ged(R,p) = 1. The value,
R = 200271 where [] denotes rounding to the closest larger integer, is com-
monly used in practice. For b € [0, Rp — 1], Montgomery reduction is given
by bR~ mod p. When R is a power of the radix, the Montgomery reduction
requires only multiplications, additions, and shifts. The conversion from the
Montgomery representation to conventional integer representation is performed
with the Montgomery reduction. The Montgomery representation does not give
any computational advantage for a single multiplication. However, as multipli-
cations in the Montgomery representation are cheap compared to conventional
modular multiplications, serious enhancements in computational requirements
occur for several multiplications performed in the Montgomery representation.
Hence, Montgomery representation is useful, e.g., in modular exponentiation
(Diffie-Hellman, RSA, and ElGamal) and ECC over F,,.

Consider multiplication 5 x 12 mod 17. Let R = 2° = 32. Hence, R™! =8
(mod 17). The Montgomery representations are 7 and 10 for 5 and 12, re-
spectively. An integer multiplication gives 7 x 10 = 70 and the Montgomery
reduction is 70 x 8 = 16 (mod 17) which is cheap to compute. The result of
the multiplication is finally given by the Montgomery reduction: 16 x 8 = 9
(mod 17).

Certain reduction methods are developed for primes of special forms. Re-
ductions for primes with the form p = 2! — ¢ where ¢ is small (fits into one
word) can be computed with additions and two multiplications by ¢ [70]. This
technique is known as the Crandall reduction. It is commonly known that if p
is a Mersenne number, i.c., p = 2! — 1, modular reductions can be computed
with a single addition (the most significant half plus the least significant half).
Unfortunately, Mersenne primes (primes which are Mersenne numbers) are rare.
Generalized Mersenne primes [265] consist of a small number of powers of two,
e.g., p= 2192 — 264 _ 1. Modular reduction with generalized Mersenne primes
are inexpensive (only additions and subtractions) [265]. The work of [265] was
recently generalized for even wider class of primes with some reductions in per-
formance [64]. Many practical cryptosystems use primes of special form. For
instance, all primes listed by NIST in [205] are (generalized) Mersenne primes
and [52] includes primes for which Crandall reduction can be applied.

4.3 Binary Fields

The elements of Fom are represented as a vector space over Fo with respect
to a basis. As mentioned, there are many alternatives for the basis, and all
representations with different bases are isomorphic. Because the two elements
of 5 can be represented with a bit, m bits are required in total to represent
elements of Fom. Addition of two elements in Fom is simply performed coefficient
wise, i.e., bitwise, but multiplication requires information about dependencies
between the elements. [85]

Fy has two elements: {0,1}. Addition is computed modulo 2 and thus
0+40=0,04+1=1,and 1+ 1 =0, i.e., addition is a logical XOR operation
denoted by @. Multiplication is 0 x 0 = 0, 0 x 1 = 0, and 1 x 1 = 1, which
is computed by using a logical AND operation denoted by ®. The absence
of carry makes binary fields suitable from implementation point-of-view, and
binary fields are usually considerably faster than prime fields.



4.3.1 Polynomial Basis

Let f(z) be a polynomial whose coefficients are elements of F, i.e.,
fla)=>" fr' (4.2)
i=0

where f; € F. The ring of polynomials over F is denoted by F[z]. Let deg(f(z))
denote the degree of f(z), i.e., the largest integer m for which f; # 0. A
polynomial f(x) is an irreducible polynomial over F if it cannot be presented
as a product of two polynomials with positive degrees [189]. Henceforth, an
irreducible polynomial is denoted by p(z).

Let p(z) be an irreducible polynomial over Fy with deg(p(z)) = m given by

m—1
pla) =2+ > piat =™ +p/(x) (4.3)
1=0

where p; € Fo. Then, the binary field Fom can be constructed by setting
Fom : Fa[z]/p(z), (4.4)

and the elements of Fom can be represented with the basis {1, z,22,..., 2™ 1}.
From now on, such basis is referred to as polynomial basis®>. An element a(z) €
Fom is represented with a polynomial basis as follows:

m—1

a(z) = Z a;z’ (4.5)
=0

where a; € Fo. In order to simplify, a bitvector representation is commonly
used so that a(x) = (am—1am—2...a1ag). The identity element of addition, 0,
is (00...00) and the identity element of multiplication, 1, is (00...01). [83, 122]

Addition and multiplication are performed modulo p(z). An addition a(z)+
b(x) where a(x),b(x) € Fam is simply given by

—

m—

a(x) + b(x) = Z (a; ® b))x" . (4.6)

=0

Thus, addition is a bitwise XOR of the bitvectors representing a(z) and b(x).
Subtraction is the same because XOR is its own inverse operation. [122]

Multiplication a(z)b(z) where a(z),b(z) € Fam is more complex. First,
a(x) and b(x) are multiplied by using ordinary polynomial multiplication and,
second, the result is given by taking the remainder after polynomial division by
p(x). The result of the ordinary polynomial multiplication, denoted by c¢(z) =
2?21072 c;x', is a polynomial with deg(c(x)) < 2m — 1. The coefficients of c¢(x)
are given by

C; = Zak Rbi_k - (4.7)
k=0

The number of ANDs can be reduced at the expense of more XORs by adapting
techniques presented in [143], called Karatsuba multiplication. [122]

2Also called standard or canonical basis



Finally, the multiplication result is obtained by computing
a(x)b(z) = ¢(x) mod p(x). (4.8)

For p(x) given by (4.3), the computation of (4.8) is based on the following
congruence: [122]

c(z) = com_ox®™ 2+ ...+ ezt + oo
= (com—22™ %+ ...+ cp)P (2) (4.9)
+emo1g™ N e+ o (mod p(x))

which is applied one bit at a time starting from the msb. The procedure is
continued while deg(c¢(x)) > m. Fixing p(z) drastically reduces computational
complexity, especially, if p(x) is sparse, i.e., only few p; are ones in (4.3). Hence,
trinomials (three nonzero terms) or pentanomials (five nonzero terms) are often
used in practical cryptosystems. [122]

A special case of multiplication, where a(z) = b(x), is called squaring and
denoted by a?(x). Squaring is computationally cheaper than multiplication
because ¢(x) is simply given by

c(z) = Z aix®, (4.10)

i.e., ¢(z) is obtained by inserting zeros between each bit in the bitvector rep-
resenting a(z) [122]. The result of squaring is obtained by computing (4.8).
Complexities of squarings are discussed in more detail in [296], for example.

Consider the field Fos as an example. The polynomial p(z) = 2* + 2 + 1
is irreducible over Fy and, thus, Fy1 can be constructed as Fo[z]/p(z). Now,
consider two elements of Fys, a(z) = (0110) = 2% + z and b(z) = (1011) =
23+ +1. Then, a(z)+b(z) = (1101) and a(x)b(x) = (1111) since (2 +z) (23 +
r4+1)=a2%+2t +2° + 2z and (25 + 2 + 2® + 2) mod p(x) = 23 + 22 + 2 + 1.
The inverse of a(z) is a=*(z) = (0111) because (22 + z)(z2 +z +1) =2t + =
and (z* 4+ x) mod p(z) = 1.

Let p1(x) be an irreducible polynomial over Fy with deg(p;(z)) = mq. Then,
Fom: : Falz]/p1(x). Let pa(y) be an irreducible polynomial over Fom, with
deg(p2(y)) = ma. Then, Fiamiyms : Fomi[y]/p2(y). These fields are called
composite fields. Composite fields introduce computational advantages over
conventional binary fields, because arithmetic operations in F(gmiym, can be
computed with a series of operations in Fom,. Naturally, this can be extended
to F(.(2miyms. ymn. Composite fields are frequently used, e.g., in hardware
implementations of AES where computational complexity of inversion in Fos
reduces considerably with composite field representations; see Sec. 5.2.2. How-
ever, ECC over composite fields has vulnerabilities against certain cryptanalytic
attacks [263]. Prior to finding these vulnerabilities, and even afterwards, they
have been used in implementations for efficiency reasons.

Because reductions are expensive also in Fom, their computation requires
attention. The idea of the Barrett’s reduction can be applied also for Fom over
polynomial basis [74]. An adaption of the Montgomery multiplication for Fom
was introduced in [149] and improved in [298]. Furthermore, analogously to
using primes of special forms, the use of special form p(z), e.g., trinomials,



pentanomials, all-one polynomials, or equally-spaced polynomials, offers con-
siderably faster reductions than general irreducible polynomials as discussed
above.

4.3.2 Normal Basis

A normal basis is constructed by using a normal element over Fy. The element
. . 2 om—1 . .

« € Fom is a normal element if o, 0, ..., « are linearly independent over

Fy. Then, {a7a2,a22,...7a2m_1} is a normal basis of Fom over Fo. It is

commonly known that a normal basis can be found for all Fom [202]. An element

a € Fom can be represented by using the basis as follows:

m—1
a= Y aa® (4.11)
=0

where a; € Fo. A bitvector notation is used also for normal basis. The identity
element of addition, 0, is (00...00) and the identity element of multiplication,
1,is (11...11). [85]

Addition a+b where a,b € Fam is essentially the same as in polynomial basis
and it is given by

m—1

atb=""(a; ®b)a?" (4.12)
i=0

Normal bases are attractive mainly because squaring is very efficient with
them. Obviously, squaring (4.11) gives

a? = Z a¢a2i+1 (4.13)

and (4.1) gives that a?™ = a. Thus, squaring is a cyclic shift of the bitvector
representing a, .e.,

a® = (am—2Gm_3 ... A0 _1). (4.14)

Multiplication ab, where a,b € Fam, is more involved and it is computed
using a multiplication matrix, Ty, with entries, ¢; 5, satisfying [83]

m—1 m—1
, N o N
o®'a=> &ra® sothat o¥a® =D& 0 . (4.15)
h=0 h=0

Then the bits of ¢ = ab are given by [83]

—1
Cp = §imjh—j ®a; @bj . (4.16)

3
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The number of ones, dy, in T defines the complexity of multiplication,
and it is bounded by 2m — 1 < dy < m? [202]. If dy is on the lower bound,
the basis is said to be an Optimal Normal Basis (ONB). There are two types
of ONBs, referred to as Type I and Type II ONBs [202]. An ONB does not
exist for all m. In fact, the density is about 23 % for m < 1200 [202]. For
example, an ONB does not exist for Foi6s and, as a consequence, the basis used



in IV-VI, X, and XTI is not an ONB. A comprehensive evaluation of the lowest
complexities achievable with different m is provided in [183]. A low complexity
normal basis, called Gaussian Normal Basis (GNB), can be constructed if an
ONB does not exist [14]. GNBs have been included in many ECC standards,
such as [8, 132, 205], and the basis used in the above mentioned publications of
this thesis is a GNB.

As shown in (4.16), the leftmost bit of ¢ = ab, ¢,,—1, can be computed from
a and b with a 2m-to-1-bit logic function as ¢,,—1 = F(a,b). The function is
called F-function. Because squaring is a cyclic shift, the leftmost bit of the
squaring, c2, is ¢;—2. On the other hand, the leftmost bit is again given by the
F-function as ¢;;,_o = F (a2, b2). Following this down to ¢g leads to the following
formula:

m—1 . ) )
c=ab= Z F(an*lﬂ7 l)melil)oz22 (4.17)
i=0

which defines the Massey-Omura multiplier. [217, 285]

4.4 Inversion

Inversion, i.e., given an element a € F, finding an element a”le F, such that
aa”! = 1, is much more involved than addition or multiplication. Moreover,
it is commonly required in practical applications of finite fields and, hence,
its efficient implementation is important. There are essentially two ways to
compute an inversion in Fy: extended Euclidean algorithm and Fermat’s Little
Theorem.

Extended Euclidean algorithm is an extension of the Euclidean greatest com-
mon divisor algorithm which, in addition to finding ged(a, b), also gives ¢ and d

satisfying
ac+ bd = ged(a,b) . (4.18)

If b is a prime and a < b or if b is irreducible with deg(b) = m and deg(a) < m,
gcd(a,b) = 1. Thus, by setting b = p, the algorithm returns ¢ such that ac = 1
(mod p), i.e., c = a~! in F,. Analogously, if b = p(z), then ¢(z) = a=*(z) in
Fom. [122]

The standard version of the extended Euclidean algorithm requires several
integer (for IF,,) or polynomial (for Fam ) divisions, which can be costly. A binary
ged algorithm which requires only additions, shifts (divisions by 2), and parity
tests was introduced in [273]. An algorithm for binary inversion in Fom was
given in [30]. An algorithm, called almost inverse algorithm, which returns
a weighted inverse, r'a=!(z), was presented in [260]. Algorithms for efficient
inversions in the Montgomery representation were given in [142, 256]. Normally,
division b/a is computed by multiplying b with a~!, but modifications of the
above algorithms performing a direct division have been given in [54, 106], for
example.

Inversion based on Fermat’s Little Theorem uses consecutive squarings and
multiplications in F,. It follows directly from (4.1) that for a € F,

al=a1? . (4.19)



Hence, inversion in Fom is given by a~! = a?" ~2. Optimizing this exponen-

tiation returns to the theory of addition chains®. In exponentiation, the ad-
dition chain consists of multiplications and squarings required to exponentiate
a. A straightforward application of the binary method results in an addition
chain with the cost of m — 2 multiplications and m — 1 squarings [285], because
2™ — 2 = (111...1110)3 (the length is m bits). Because m is known a pri-
ori, addition chains with lower costs than binary method can be searched for
exponentiation. Efficient addition chains proposed in [136], called Itoh-Tsujii
inversion, reduce the cost to |log,(m — 1) | + H(m — 1) — 1 multiplications and
m — 1 squarings, where || denotes rounding to the closest smaller integer and
H(-) is the Hamming weight, the number of ones in the binary representation.
The Itoh-Tsujii inversion is efficient, especially, in normal basis because squar-
ings are almost free [136], but it can be efficiently used in polynomial basis,
too [113, 295].

Because inversions are typically more expensive than other field operations,
it is of interest to trade inversions to other operations. A method, known as
Montgomery’s trick [197], trades inversions to multiplications. It is based on the
observation: a=! = b(ab)~! and b=! = a(ab) !, which is generalized for n inver-
sions resulting in a cost of one inversion and 3(n — 1) multiplications [197, 261].
Montgomery’s trick is a general method, but some specific methods for trading
inversions to other operations are presented in Secs. 5.2.2 and 6.2, which discuss
AES S-box optimization with composite fields and elliptic curve arithmetic in
projective coordinates, respectively.

4.5 Notes on Implementations

The following presents certain notes on implementation related aspects. This
discussion is not all-inclusive because of the superfluity of papers discussing
efficient implementation of finite fields in various applications. However, the
following points give a brief overview of issues related to implementations of
finite field arithmetic and present the most commonly used multiplier struc-
tures. The discussion focuses on Fy» and multiplication because I, is not used
in the publications of this thesis and multiplication dominates in both compu-
tation time and resource requirements of practical cryptosystems. The subject
is revisited in Sec. 6.5 which discusses ECC processors.

A bit-serial multiplier computes one bit of the product of two elements of
Fom in one clock cycle, thus, requiring m clock cycles in total. A bit-parallel
multiplier computes all bits of the product simultaneously in one clock cycle.
Obviously, the bit-parallel multiplier consumes a lot of area while the bit-serial
multiplier is slow. A digit-serial multiplier is a tradeoff between these two ex-
tremes and it computes D bits of the product in one clock cycle resulting in
[m/D] clock cycles for an entire multiplication. As a result of the rounding, only
certain values of D reduce latency and only they should be considered for use in
practical applications in order to prevent unnecessary use of area. For instance,
D should be chosen from the set {1 —15,17,19, 21,24, 28,33,41, 55,82, 163} for
Foi6s used in all ECC publications of this thesis. Furthermore, there exists
a value of D optimizing the latency-area product of a multiplier. This value

3 An addition chain is the chain of additions required to get a starting from 1 by using only
values that have appeared previously in the chain.



is usually small (see IV) which challenges practical feasibilities of digit-serial
multipliers with large D and, especially, bit-parallel multipliers.

A multiplier is said to be fixed if it supports only one specific field and the
ability to support several fields is called flexibility. As a rule of thumb, the
more flexible a multiplier is the slower it is and the more area it requires. An
extreme example is squaring in polynomial basis which can be computed in
one clock cycle with a fixed (sparse) irreducible polynomial but requires several
clock cycles with an arbitrary irreducible polynomial.

A classical bit-parallel multiplier for polynomial basis was presented in [181,
182], and it is nowadays referred to as the Mastrovito multiplier after its in-
vertor. A Mastrovito multiplier combines the polynomial multiplication and
reduction phases to a single matrix multiplication. An optimized Mastrovito
multiplier for trinomials was developed in [277] which was later generalized for
arbitrary irreducible polynomials in [117]. A systematic approach for designing
Mastrovito multipliers was presented in [305]. A disadvantage of Mastrovito
multipliers is that flexible multipliers cannot be designed. Other bit-parallel
multipliers have been presented, e.g., in [233, 235].

Because m is usually large in public-key cryptography applications, bit-serial
or digit-serial multipliers are commonly preferred in practice. Ordinary polyno-
mial multiplication, as given by (4.7), and Karatsuba multiplication [109, 143,
283] can be implemented in both bit-serial and digit-serial fashion. Complex-
ity of reduction has been studied with various types of irreducible polynomials
in [295, 297]. The following multipliers interleave polynomial multiplication and
reduction steps but still incorporate different circuitries for both of them con-
trary to the Mastrovito multiplier. A multiplier, called super-serial multiplier,
suitable for applications where resources are very scarce was presented in [219]
and it allows trading off resources to even longer latency than that of the bit-
serial multiplier. Digit-serial multipliers for polynomial basis were introduced
in [269]. They were improved in [156] by introducing new multiplier architec-
tures with different numbers of accumulators in order to minimize the critical
path and by studying their optimality in terms of speed and area. A digit-serial
multiplier utilizing LUTSs suitable for software implementations was introduced
in [123], but it can be efficiently implemented in hardware as well [123, 177]. It
was used in VI and VII.

If the reduction step is interleaved with polynomial multiplication, it can
be computed very efficiently even with arbitrary irreducible polynomials by us-
ing the so-called partial reduction techniques [115] where a result of ordinary
polynomial multiplication is reduced only to a congruent polynomial with a
degree higher than m. Partial reduction embedded in an efficient digit-serial
multiplier can provide support for arbitrary irreducible polynomials (up to cer-
tain m) with half the speed compared to fixed polynomials [87]. Combination
of specific reduction circuitries for a few fixed irreducible polynomials and cir-
cuitry for arbitrary irreducible polynomials provides flexible multipliers with
fast computation for frequently used fields [87, 114, 115].

A number of papers have discussed multiplication in normal basis. A classical
multiplier structure for normal basis is the Massey-Omura multiplier described
in [217, 285]. Normal basis multiplication is easy to parallelize because the
same F-function is used for all bits of the result, as shown in (4.17). Bit-
serial architectures have been presented in [1, 217, 285], digit-serial multipliers
in [232, 234], and bit-parallel multipliers in [278, 285], to name a few. Several



multipliers exploit specific types of normal basis. A multiplier structure for ONB
was presented in [1]. A bit-parallel multiplier, called Sunar-Kog multiplier, that
is smaller than the bit-parallel Massey-Omura multiplier was given for Type II
ONBs in [278]. Multiplier architectures specifically for GNBs were presented
in [159, 236].

Two bit-parallel polynomial basis multipliers, based on ordinary polyno-
mial multiplication and modified Karatsuba method [109, 143], and normal
basis multipliers, digit-serial (D = 117) Massey-Omura and bit-parallel Sunar-
Ko¢ multipliers, were compared in [109] on a Xilinx Virtex-II FPGA in the
case of [Fy233 for which exists a Type II ONB. They concluded that their mod-
ified Karatsuba multiplier outperforms ordinary polynomial multiplier. The
Massey-Omura and Sunar-Kog¢ multipliers had similar time-area products, but
Sunar-Kog was faster. Sunar-Kog¢ was also faster than both polynomial basis
multipliers, but Karatsuba had clearly the best time-area product.

Polynomial basis is superior over normal basis in software; see, e.g., [121,
213]. Both bases result in efficient implementations in hardware and, thus,
normal basis is a viable choice especially in applications where the number
of squarings is high, such as ECC with Koblitz curves. Commonly support
for normal basis is implemented in software by utilizing the isomorphism of
different representations of IF; so that elements are converted to polynomial basis
where computations are carried out followed by a conversion back to normal
basis. However, such conversions can be costly and direct implementation can
be more efficient in certain applications [213] and software implementations of
normal basis have been proposed, such as [213, 232, 242]. Conversions between
normal basis and polynomial basis are very efficient with Type I ONB and all-
one polynomials which enables efficient implementations as shown in [150, 166].
However, Type I ONBs are not practical in ECC because they can exist only if
m is even [202], although it should be a prime for security reasons; see, e.g., [99].

Because many standards in (elliptic curve) cryptography, e.g., [51, 52, 205],
define both prime and binary fields, an implementation must support both I,
and Fom in order to cover all standardized fields. Hence, processors combin-
ing support for I, and Fom have attained interest. The first such processors
were presented in [106, 257] which presented unified Montgomery multipliers
supporting both prime and binary fields with arbitrary field sizes. The work
of [106] was later extended in [107]. Another multiplier for F,, and Fom based
on Montgomery multiplication was given in [255]. A multiplier which does not
use Montgomery representation was presented in [111]. A low-power arithmetic
unit supporting addition, multiplication, and extended Euclidean algorithm in
F, and Fom was presented in [291] and instruction set extensions for a 32-bit
RISC (Reduced Instruction Set Computer) processor supporting both [, and
Fom were developed in [112]. A multiplier supporting both F,, and Fom typically
requires only slightly more area than an F, multiplier and, in fact, the support
for Fom can be added to an F, multiplier with no additional area cost [255].
In all cases, Fom operations clearly outperform F, operations with comparable
field sizes.

As mentioned, inversion is the most complex field operation. Hence, its fast
computation is important in applications where inversions are frequently used.
Inversion algorithms based on extended Euclidean algorithm are preferred in
software implementations, because they usually result in slightly faster results.
However, Fermat’s Little Theorem computes inversions without an additional



inverter circuitry, namely with successive multiplications and squarings, which
makes it a feasible alternative in hardware implementations.

To summarize, an enormous amount of work has been done on realizing finite
field arithmetic and many architectures are available having merits in various
different target applications. The research field can be considered mature and
this thesis does not introduce any major contributions to this field. A scalable
multiplier that can be easily generated with an automatic generator and that
suits for the 4-to-1-bit LUT structure of Xilinx FPGAs was, however, introduced
in ITI. Otherwise, the contributions of this thesis are on higher algorithm levels
than field arithmetic and they are discussed in the following chapters.



Chapter 5

Advanced Encryption Standard

HIS CHAPTER studies AES from the hardware implementation point-of-view
Tand provides an extensive review of implementation methods developed for
AES. The objective is to review the state-of-the-art of AES implementations and
to point out the relationship of I and IT to other studies. The focus is again
on FPGAs, but also ASIC implementations are discussed in detail in order to
provide an inclusive view of the state of hardware implementation of AES and
because many techniques used in FPGAs have been first introduced for ASICs.
Software implementations are not discussed in the following description but, to
the author’s knowledge, the fastest reported software has been written by Helger
Lipmaa in assembly and it achieves throughput of over 1.5 Gbps on a 3.2 GHz
Pentium 4 [172]. This value is a useful benchmark for hardware implementa-
tions. It should be noted, however, that slower hardware implementations can
also be useful because low price or power consumption may be required which
typically cannot be achieved with general-purpose microprocessors.

AES algorithm is presented in Sec. 5.1. Different implementation techniques
presented for AES are discussed in Sec. 5.2 and Sec. 5.3 reviews and compares
published ASIC and FPGA implementations of AES.

5.1 Description of AES

The following description of AES is based on [71, 206]. AES has a block size of
128 bits and there are three options for the key size: 128, 192, or 256 bits. AES-
128, AES-192, and AES-256 henceforth refer to AES and the key size. AES is
an iterative SPN and the number of rounds, N7, depends on the key size so
that Nr = 10 for AES-128, Nr = 12 for AES-192, and Nr = 14 for AES-256.
AES operates on an intermediate result called the STATE. At the beginning
of encryption, the 128-bit M is interpreted as a two dimensional table or a
matrix with bytes as elements where the first byte of M is 590 and the last one
is 53,3. The rows and columns of the matrix are referred to as rows and columns
of the STATE. AES involves four different transformations which are all applied
to the STATE. Separate round keys are used in different rounds and they are
derived in a key schedule. Once all rounds have been processed, C' is build up



so that sg,0 becomes the first byte of C' and s3 3 becomes the last one. Alg. 5.1
shows the outline of the AES algorithm. The transformations are considered in
the following.

Algorithm 5.1 Outline of the AES encryption
Input: M (128 bits), K (128, 192 or 256 bits)
Output: C (128 bits)
1. STATE «— M
2. ROUNDKEYS <« KEYSCHEDULE(K)
3. STATE — ADDROUNDKEY(STATE, ROUNDKEYS|0])
4. fori=1to Nr—1do
5. STATE < SUBBYTES(STATE)
6
7
8
9

STATE <« SHIFTROWS(STATE)
STATE < MIXCOLUMNS(STATE)
STATE «— ADDROUNDKEY(STATE, ROUNDKEYS]i])
. end for
10. STATE < SUBBYTES(STATE)
11. STATE < SHIFTROWS(STATE)
12. STATE <« ADDROUNDKEY(STATE, ROUNDKEYS[NT])
13. C « STATE

The ADDROUNDKEY(:, -) transformation embeds key into the STATE by per-
forming a 128-bit bitwise XOR, i.e.,

ADDROUNDKEY(STATE, ROUNDKEYS[i]) = STATE & ROUNDKEYS[i]. (5.1)

ADDROUNDKEY(+, ) is the only transformation in AES involving the key.

The SUBBYTES(-) transformation is a non-linear operation which operates
on each byte of the STATE independently. A byte is considered to be an element
of the field

Fos : Folz] /a® + 2t + a3+ +1 . (5.2)
It is, thus, presented as ZZ:O b;x' so that by is the Isb. SUBBYTES(-) consists
of two phases:

1. Computation of an inversion in Fys. The element (00), maps to itself.

2. An affine transformation over Fy defined as

b = bi ® b(i44) mod 8 D b(i+5) mod 8 D b(i+6) mod 8 D O(i47) moa s B ¢ (5.3)
where ¢ = (63), and 0 < < 7.

The SHIFTROWS(+) transformation operates on the 32-bit rows of the STATE
independently. Each byte of the row ¢ is shifted cyclically to the left by i bytes
with 0 < ¢ < 3.

The M1xCOLUMNS(+) transformation operates on the 32-bit columns of the
STATE independently. Each column is considered as an element of the finite
field

Fgsys : Fos[z] /o +1 (5.4)

where Fos is defined by (5.2). The columns are then multiplied with a fixed
polynomial
a(x) = (03),2® 4+ (01) 2% + (01),x + (02), . (5.5)



The KEYSCHEDULE(+) routine expands the length of the key, K, to 128( Nr+
1) bits. The result is used as ROUNDKEYS[i] in encryption as presented in
Alg. 5.1. K is placed into the beginning of ROUNDKEYS and, thus, K forms
the first 128, 192, or 256 bits of ROUNDKEYS depending on the key size. From
this point forward, KEYSCHEDULE(-) builds ROUNDKEYS one 32-bit word at a
time with SUBBYTES(:), XORs, and shifts.

More detailed descriptions of AES are available in [71, 206].

5.1.1 Decryption

Decryption inverts all transformations performed in encryption. Thus, the order
in which transformations are performed is reversed and the transformations
are replaced by their inverses. However, because the inverse of SUBBYTES(+)
operates byte-wise, it can be computed before the inverse of SHIFTROWS(-) and
a structure similar to Alg. 5.1 can be devised also for decryption [71, 206].

The ADDROUNDKEY(+, -) is its own inverse and it remains unchanged. The
inverse of the SHIFTROWS(-) shifts bytes to the right, not to the left, and
the inverse of the SUBBYTES(-) performs an inverse of the affine transfor-
mation followed by an inversion in Fys which is its own inverse operation
by definition. The inverse of the MIXCOLUMNS(-) multiplies a column with
a(z)™! = (0b) .23 4 (0d) 2% + (09), + (0e),. The KEYSCHEDULE(-) is exactly
the same for both encryption and decryption but the ROUNDKEYS[i] are used
in reversed order. [71, 206]

5.2 Implementation of AES

Although AES is a well-defined standard, there are certain choices that can be
made and both academic and commercial AES implementations typically im-
plement only a part of the full AES. For instance, only encryption or decryption
is implemented or support only for 128-bit keys is included in order to minimize
area and increase speed. Many published designs, e.g., [37, 42, 55, 86, 154, 169,
201, 309] and II, include only AES-128 encryption. Some implementations,
such as [86, 91, 97, 201], do not implement KEYSCHEDULE(-) and they require
that ROUNDKEYS are computed by an external processor or that the key K
is fixed and ROUNDKEYS are precomputed. The support for KEYSCHEDULE(+)
is referred to as key agility and if an implementation can switch keys without
additional delays, it is fully key agile. Achieving full key agility can require
large amounts of area, especially, if several blocks are encrypted or decrypted
simultaneously. Implementations supporting the full AES, i.e., all key sizes with
key agility, encryption, and decryption, are presented in [4, 179, 228, 275].
AES can be implemented with basic techniques used in implementing block
ciphers [91]. They include unrolling and pipelining. The following discussion is
based on categorizations from [100, 120, 306]. Different unrolling and pipelin-
ing techniques are depicted in Fig. 5.1. An iterative architecture implements
only one round of the algorithm which is then used iteratively. A loop-unrolled
architecture performs several rounds in one iteration. If all rounds are unrolled,
an architecture is referred to as fully unrolled. Naturally, the more rounds are
unrolled the more area is required to implement the architecture. Pipelining can
be categorized as outer-round or inner-round pipelining. Outer-round pipelining
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Figure 5.1: Implementation techniques (adapted from [100, 120, 306]): (a) iterative,
(b) loop-unrolled, (c) fully unrolled, (d) loop-unrolled with outer-round pipeline, and
(e) loop-unrolled with inner-round and outer-round pipeline. The black bars depict
register stages. The number of inner-round pipeline stages may be higher than one
and the number of outer-round pipeline stages is bounded by the number of unrolled
rounds.



includes registers between two or several rounds, whereas inner-round pipelining
adds registers inside a round between or in transformations. In either case, the
total number of pipeline stages determines the number of simultaneous encryp-
tions. The highest throughputs are achieved with fully unrolled architectures
utilizing aggressive inner-round pipelining.

If the entire STATE is operated simultaneously, the width of the data path is
128 bits. However, even the iterative architecture with a 128-bit data path may
be too large for certain applications. A technique called folding uses smaller
data path, such as 32 or 8 bits, so that the same circuitry is used for different
parts of the STATE during several clock cycles. Folding is nontrivial because
SHIFTROWS(+) complicates accessing bytes of the STATE and results in a large
switching circuitry [61]. The penalty in speed can be considerable in folded
architectures but, nonetheless, even lower speed is adequate for many consumer
applications where low cost is often essential [104].

Throughput of an AES implementation is given by the following equation
which is similar to (3.2) but gives the number of bits processed per second

£
T =128 pT (5.6)

where f, 1, and p are as defined in Sec. 3.3; hence, p is the number of pipeline
stages. In a fully unrolled (and pipelined) design, p =1 resulting in T = 128f.

Block ciphers are used in different modes of operations. The simplest mode
of operation is Electronic Code Book (ECB) mode where each block is encrypted
separately. Thus, the same plaintext encrypted with the same key always re-
sults in the same ciphertext. This can be avoided by using more sophisticated
modes of operations. They commonly require that the ciphertext of the previ-
ous block is available in encryption of the next block which prevents efficient
pipelining. However, certain modes of operations, e.g., Cipher Block Chaining
(CBC) mode, allow pipelining in decryption but not in encryption whereas cer-
tain modes of operations, e.g., counter (CTR) mode, allow pipelining in both.
The reader is referred to basic textbooks on cryptography, e.g., [258, 274], for
further information.

5.2.1 Memory-based Implementations

As discussed in Sec. 5.1, SUBBYTES(+) operates the STATE byte-wise. It com-
putes an inversion in Fys and performs an affine transformation. These opera-
tions can be combined and performed with a single look-up from a precomputed
LUT of 256 8-bit elements and such a table is called S-box. This approach is
particularly feasible for software, but also for FPGAs where logic resources can
be saved at the expense of a few embedded memory blocks, e.g., BlockRAMs
in Xilinx FPGAs. In total 16 S-boxes are required if the entire SUBBYTES(+) is
computed in parallel, and the KEYSCHEDULE(-) requires additional 4 S-boxes.
This approach is straightforward and it has been successfully used in numerous
papers, such as [62, 97, 185, 248, 272, 304]. However, memory requirements
may restrict the use of this approach in certain low-cost environments and fully
unrolled designs. There are also certain other issues that require commenting.

Because SUBBYTES(+) and its inverse differ, efficient implementation of both
encryption and decryption in the same design is not easy. A straightforward
implementation requires two different LUTs: one for encryption and one for



decryption. This problem can be circumvented with an approach using com-
binatorial logic for the affine transformation and its inverse and a LUT only
for inversion in Fas [176, 240]. Hence, both encryption and decryption can be
implemented with the same memory requirements than plain encryption or de-
cryption with an increase in logic requirements and computation delay. Another
approach is to use two ROMs (Read-Only Memories) including precomputed
values for the S-boxes of SUBBYTES(-) and its inverse [185]. Encryption and
decryption are then carried out with LUTs implemented in programmable em-
bedded memory, e.g., BlockRAMs in Xilinx Virtex FPGAs, whose contents are
loaded from one of the ROMs at the beginning [185]. However, switching la-
tencies may become a problem if encryption and decryption modes need to be
switched frequently.

SUBBYTES(-), SHIFTROWS(-), and MIXCOLUMNS(+) can be combined into
column-wise LUTs, referred to as T-boxes. This approach was first proposed by
the inventors of AES for 32-bit software [71], but it can be efficiently adapted to
memory-rich FPGAs, too, and it has been used at least in [56, 86, 97, 103, 186].
The quadruple memory requirements compared to the S-box approach [97] are
a downside of this method.

Let S(a) denote an S-box. Then, four T-boxes needed in AES encryption
are given as follows [71]:

[S(a) x (02),] [S(a) x (03),]
o (B8] - B
:S(a) X (03)1: :S(a) X (01>I: (5.7)
S(a) x (01), S(a) x (01),
- (B8] -
|S(a) x (01), ] | S(a) x (02), ]

each of which can be implemented with a LUT of 256 32-bit elements. The
values of a new column are received by using the bytes of an old column as
inputs for the T-boxes and XORing the 32-bit outputs. In T-boxes used in
decryption, (01),, (02),, and (03), are replaced by (0b),, (0d)., (09),, and
(0€) .

As shown in Alg. 5.1, MixCOLUMNS(+) is not computed in the last round
and, hence, an implementation must be capable of computing only SUBBYTES(+)
(or its inverse), i.e., S(a). This is not a major problem in encryption because the
T-boxes include plain S-boxes as well (those multiplied by (01),) [71]. However,
in decryption the S-boxes are not available and they must be multiplied out of
the T-boxes which requires additional logic.

The T-boxes provide faster implementations than the S-boxes, but expect-
edly with increased memory requirements [97]. Because modern FPGAs are
usually memory-rich, the T-boxes can provide very fast performance with low
logic requirements as shown in [56, 86, 186] as well as very small logic require-
ments [245].

5.2.2 Combinatorial Implementations

Memory must be available in order to implement the previously discussed ap-
proaches efficiently. However, it is important to have an efficient method for



implementing SUBBYTES(-) with combinatorial logic, especially, in ASIC im-
plementations. Efficient combinatorial implementation of the S-boxes is impor-
tant also in high-speed implementations on FPGAs because throughput can be
increased by pipelining the S-boxes which is not possible with memory-based
implementations. Straightforward derivations of combinatorial expressions for
SUBBYTES(-), either directly from the truth-table of the S-box or with Fer-
mat’s Little Theorem, result in fast but large circuitries [201]. Composite fields,
discussed in Sec. 4.3.1, reduce the complexity of combinatorial inversion consid-
erably.

Using composite fields in the S-boxes was proposed by Rijmen [237]. The
idea is that although all representations of Fys are isomorphic, computational
complexities differ between representations and it is more efficient to compute
inversions in a composite field rather than in the field specified by (5.2).

A byte is first mapped with an isomorphism, o, to

Fauye : Foalyl /v + vy +w . (5.8)

An inversion for an element, a = a1y + ag where a; € Foa : Fo[y]/y* +y + 1, is
then computed with the following equation

(a1y + ao) ™' = a1 Ay + (a1 + ag)) A (5.9)

where A = (a3w+ajapy+ad) ™t [237]. Finally, the result is mapped back to the
original representation with an isomorphism, c~!. Hence, an inversion in Fos has
been replaced by two isomorphisms and an inversion and some multiplications,
squarings, and additions in Fas. [237]

The constants ¢ and w effect both the complexity of operations of (5.9) and
mappings, o and o~!. The values can be chosen freely as long as y? + ¥y + w
remains irreducible over Fos. If 9 = 1, there are four possible values for w and,
for each of them, there are seven alternatives for o and =1 [247].

The above approach can be used further so that operations of Fos are de-
composed into operations of Fy with irreducible trinomials as follows [254]

F((22)2)2 : Fa2y2[y]/y* + oy + wo (5.10)
Flonye : Foz[y]/y* + 1y +wn (5.11)
Faz : Foly]/y* + oy + w2 (5.12)

If 4,12 = 1, then there are eight possible values for wg, two for wq, and one
for wy [308]. Decompositions beyond Faa can be beneficial for ASIC implemen-
tations but they do not reduce the complexity of inversion in typical FPGA
implementations because the 4-to-1-bit LUT structure provides all arithmetic
operations in Fos already with the minimum cost of 4 LUTs [105]. Besides, it is
simple to directly derive equations for operations in 4 and they provide more
efficient inversions in Fas than further decompositions [128, 307]. However, the
simplest isomorphisms, ¢ and ¢!, have been presented by decomposing Fas to
F((22)2)2 [48, 308]. Naturally, there are no restrictions for the basis of Faa, and
normal bases have been suggested at least in [48, 275].

The first practical implementation of composite fields was presented in [247]
where the composite field F(4)> was used for all operations of AES, i.e., also
MixCOLUMNS(-) was performed in the composite field. Thus, o was applied



to the plaintext and the key once in the beginning and the resulted cipher-
text was mapped with ¢~! in the end. This was also the approach taken
in II. However, it has become evident that it is more efficient for the over-
all area consumption and critical path to perform only inversions in composite
fields [48, 254, 292, 307, 308]. The reasons are that the simple multiplications
of M1XCOLUMNS(+) become much more complex in composite fields and either
o or 0! can be embedded in affine transformations which reduces the overhead
of these mappings. The first implementations using composite fields to compute
only the inversion were presented in [254] using F((22)2)> and [292] using F(4)2.

Evaluations of the optimal composite field constructions have been presented
in [48, 190, 308]. The study of [190] optimized the implementation of [254] by
studying effects of different irreducible polynomials to the complexity of the
isomorphisms. In [48], various different constructions including normal bases
were studied resulting in the smallest S-box available in the literature. Slightly
larger circuit with shorter critical path was given in [308]. The exact values
are 91 XORs and 36 ANDs for [48] with a critical path of 23 XORs and 4
ANDs and 120 XORs and 35 ANDs for [308] with a critical path shorter by 4
XORs. The difference in area consumption is notable with all above mentioned
decompositions compared to straightforward implementations from the truth-
table of the S-box which requires about 1500-3000 ASIC gates with different
techniques [201]. A study on the most energy efficient construction in F((2)2)2
was provided in [200]. The above mentioned complexity studies are not valid for
FPGAs where LUT structures change both area requirements and critical paths
from the above values as shown for one construction in [309]. However, optimal
pipeline constructions in composite fields for FPGAs were studied in [103, 105].

Although SUBBYTES(:) dominates in area consumption and computation
time, MIXCOLUMNS(+) also deserves attention, especially, when combined with
its inverse; see, e.g., [98, 129, 254, 306]. A basic implementation technique,
which was described already in the standard [206], builds around multiplica-
tions by (02), which can be implemented with shifts and 4 XORs [306]. Both
Mi1xCOLUMNS(-) and its inverse can be implemented with these multiplica-
tions and additions (XORs). When both encryption and decryption are im-
plemented, area can be reduced by sharing multiplications by (02), [307] or
by decomposing MIXCOLUMNS(+) out of its inverse [71]. The latter approach
utilizes the fact that the polynomial used in multiplication in the inverse of
MixCoLUMNS(+), a~*(z), can be expressed by using a(z) of MixCOLUMNS(+),
(5.5), as a1 (x) = ((04) 22 +(05),)a(z) (mod z*+1). Asa consequence, the in-
verse of MIXCOLUMNS(+) is computed by first applying multiplications by (04),,
and (05),, followed by MIXCOLUMNS(-).

5.3 Literature Review of AES Implementations

This literature review complements the review presented in I. This review
surveys progress that has took place after the writing of I and considers also
published ASIC implementations which were not discussed in I. This review
also updates the previous ones presented in [118, 120, 293] by including im-
plementations which appeared after their publication. The scope is also wider
compared to [120], which focused only on low-cost implementations. Details of
implementations are collected into Table 5.1. Selected implementations from



I are also discussed in order to avoid discontinuations, and in particular in-
cluded in Table 5.1 for reader’s convenience. If a publication presents several
implementations, only the ones which are the most comparable with other imple-
mentations in the literature and, especially, with IT were selected. Commercial
AES implementations were not included in this review because only limited and
marketing-oriented information is available.

5.3.1 ASIC Implementations

This review begins with ASIC implementations. The first studies on ASIC-based
implementation of AES (Rijndael) were published during the AES selection
process by Ichikawa et al. [131] and Weeks et al. [288]. Rijndael was found to be
superior compared to other algorithms in [131] whereas the study of [288] refused
to put algorithms in any particular order, but the values seem to support both
Rijndael and Serpent. Rijndael was found superior to Serpent in a study [176]
that appeared after the decision of AES.

A multitude of ASIC implementations have been published since the se-
lection of Rijndael as AES. Most of them are iterative or loop-unrolled archi-
tectures with 128-bit data paths achieving throughputs ranging from several
hundred Mbps to Gbps level. Such architectures have been presented, for ex-
ample, by Alam et al. [4], Hsiao et al. [128], Kosaraju et al. [153], Kuo and
Verbauwhede [157], Lutz et al. [176], Mangard et al. [179], and Su et al. [275].
Important aspects that have attained interest in the papers are methods to
combine encryption and decryption with key agility and support for different
key sizes. Alam et al. [4] presented an ASIC-based implementation support-
ing the full AES (all key sizes with encryption and decryption) and additional
plaintext sizes of 192 and 256 bits. They used composite fields in the imple-
mentation. Hsiao et al. [128] optimized logic functions of all transformations of
AES and described an ASIC implementation supporting encryption and decryp-
tion with key agility. Kosaraju et al. [153] presented a straightforward ASIC
implementation which achieves full key agility. Kuo and Verbauwhede [157]
presented a fully key agile implementation of the full AES. Their design uses
S-boxes implemented with combinatorial logic without composite fields and the
data path is 256 bits. Special attention was given for an efficient implemen-
tation of KEYSCHEDULE(:). The implementation of [157] was later improved
in [282] which also studied power consumption. Lutz et al. [176] compared im-
plementations of Rijndael and Serpent as mentioned above. Mangard et al. [179]
presented a highly regular and scalable iterative ASIC implementation for both
encryption and decryption with full key agility and support for the CBC mode
of operation. Su et al. [275] implemented the full AES with key agility by uti-
lizing composite field F(4)2 with a normal basis. Next, two interesting special
cases, very low cost and high throughput implementations, are discussed.

Low cost, meaning low area and/or power consumption, is required in many
applications, including smart cards, home consumer electronics, and mobile de-
vices, and there is an obvious need for minimizing the cost of AES implemen-
tations. As discussed earlier, the key techniques for achieving low cost are data
path folding and composite fields for the S-boxes. The first implementation
aiming to a small area was presented by Satoh et al. [254]. They presented both
small and high throughput ASIC implementations which use the composite field
[F((22)2)2 in SUBBYTES(-). They also presented how encryption and decryption



Table 5.1: AES implementations. The six implementations on the top were included
in I and the implementations from II are in the bottom.

Reference Year Device Area requirements!  Features? T (Mbps)
Chodowiec [61] 2003 Spartan-II 30-6 222 sl., 3 BRAM EDK1 166
Hodjat [125] 2004 Virtex-II Pro 20-7 9446 sl. EK1 21640
Pramstaller [228] 2004 Virtex-E 1000-8 1125 sl. EDK123 215
Rouvroy [245] 2004 Spartan-IIT 50-4 163 sl., 3 BRAM EDK1 208
Zambreno [304] 2004 Virtex-1I 4000 16938 sl. EK1 23570
Zhang [307] 2004 Virtex-E 1000-8 11022 sl. EDK1 21556
Alam [4] 2007 0.18 pum CMOS 21000 gt. EDK123M 384
Brokalaikis [37] 2005 Virtex-II 2000-5 1122 sl.,, 8 BRAM EK1 1941
Bulens [42] 2008 Virtex-5 400 sl. EK1 4100
Charot [55] 2003 Apex 20 EK1 10800
Chaves [56] 2006 Virtex-II Pro 20-7 3513 sl., 80 BRAM ED1 34760
Chaves [56] 2006 Virtex-II Pro 20-7 515 sl., 12 BRAM ED1 2332
Drimer [86] 2008 Virtex-5 SX95T-3 428 sl.,, 80 BRAM, E1l 55000
160 DSP

Feldhofer [96] 2005 0.35 pm CMOS 3400 gt. EDK1 9.9
Good [103] 2005 Spartan-IIT 2000-5 17425 sl. EDK1 25107
Good [103] 2005 Virtex-E 2000-8 16693 sl. EDK1 23654
Good [104] 2006 Spartan-II 15-6 122 sl.,, 2 BRAM EDK1 2.18
Good [105] 2007 Spartan-IIT 4000-5 20720 sl. EDK1 30835
Good [105] 2007 Virtex-II 8000-5 31674 sl. EDK1 28526
Hamaéldinen [119] 2006 0.13 ym CMOS 3100 gt. EK1 121
Hsiao [128] 2005 0.18 pm CMOS 18540 gt. EDK1 1500
Hwang [130] 2006 0.18 pum CMOS 199000 gt. EK1 3840
Hwang [130] 2006 0.18 pm CMOS 596000 gt. EK1C 990
Ichikawa [131] 2000 0.35 pm CMOS 612834 gt. EDK1 1950.03
Kosaraju [153] 2006 0.35 pm CMOS —_— EDK1 232.7
Kotturi [154] 2005 Virtex-II Pro 70-7 5408 sl., 200 BRAM EK1 29770
Kuo [157] 2001 0.18 pm CMOS 173000 gt. EK123M 1820
Liberatori [169] 2007 Spartan-III 200 822 sl. EK1 224.12
Lutz [176] 2002 0.6 pm CMOS ~300000 trans. EDK1 2260
Mangard [179] 2003 0.6 pm CMOS 10799 gt. EDK1 128
Morioka [201] 2004 0.13 pm CMOS 167566 gt. El 11600
Satoh et al. [254] 2001 0.11 pm CMOS 21337 gt. EDK1 2609.11
Satoh et al. [254] 2001 0.11 pm CMOS 5400 gt. EDK1 311.09
Satoh [253] 2006 0.13 pm CMOS 297542 gt. EK123G 42670
Su [275] 2003 0.35 pum CMOS 58430 gt. EDK123 2008
Verbauwhede [282] 2003 0.18 pum CMOS 173000 gt. EK123M 2290
Zhou [309] 2007 Virtex-4 LX40-12 16396 sl. EK1G 20608
II 2003 Virtex-E 1000-8 11719 sl. EK1 16540
11 2003 Virtex-II 2000-5 10750 sl. EK1 17800

Tol = slice, gt. = gate, BRAM = BlockRAM, DSP = DSP block, trans. = transistor

2E= Encryption, D = Decryption, K = Key agile, 1 = AES-128, 2 = AES-192, 3 = AES-256,
G = Galois Counter Mode, M = Also 192 and 256-bit M, C = Countermeasures against DPA



can be compactly combined in SUBBYTES(:) and MIXCOLUMNS(-). Feldhofer
et al. [96] implemented key agile AES-128 encryption and decryption with only
3400 gates with throughput of nearly 10 Mbps by using an 8-bit data path.
Hémaélainen et al. [119] introduced an 8-bit implementation of the AES-128 en-
cryption using parallel AES round and KEYSCHEDULE(:, -) and they achieved
a throughput of 121 Mbps with only 3100 gates. This represents the smallest
published ASIC implementation. However, it must be emphasized when com-
pared to [96] that [119] does not include decryption. A review of low-cost AES
implementations was presented in [120] which concluded that the best architec-
tures for wireless sensor networks requiring only low encryption speed with very
low cost are the 8-bit dedicated architectures from [96, 119].

Throughputs exceeding 10 Gbps are required in heavily-loaded servers and
optical network switches, for example, and fully unrolled and pipelined archi-
tectures are therefore of interest. The implementation of Rudra et al. [247]
was the first one to utilize composite fields. They implemented AES so that
the entire AES was computed in the composite field F(4y2, but they provided
only estimates for speed and area of such an implementation. Morioka and
Satoh [201] presented that a throughput of over 11 Gbps can be reached even
with an iterative AES implementation by utilizing combinatorial T-boxes de-
rived directly from the truth-table of the S-box. As a consequence, their im-
plementation supports also the CBC mode of operation with maximal through-
put. Satoh [253] presented an implementation supporting all key sizes with a
throughput of over 40 Gbps for AES-128. The design also implements all logic
required in the GCM (Galois Counter Mode) mode of operation [209], i.e., also
a 128-bit finite field multiplier is included. Hodjat and Verbauwhede [126] pre-
sented area-throughput tradeoffs for fully unrolled ASIC-based architectures
achieving throughputs of over 30 Gbps. They concluded that the best re-
sults are achieved by using composite fields for SUBBYTES(:) with an offline
KEYSCHEDULE(-) unit. They did not present any exact implementation re-
sults but showed that throughputs ranging from 30 Gbps to nearly 70 Gbps are
achievable with 150000-275000 gates.

As discussed in Sec. 3.4, side-channel attacks form a serious threat in certain
applications and countermeasures are thus required. Hwang et al. [130] pre-
sented an AES coprocessor using differential logic style which aims to an equal
power consumption regardless of the operation being executed and thwarts DPA
attacks as a result. They showed how differential logic style can make DPA at-
tacks considerably more difficult, but with relatively high costs in area, power
consumption, and throughput. They claimed that their coprocessor is the first
practical implementation that is resistant against DPA.

5.3.2 FPGA Implementations

FPGAs are appealing platforms for cryptographic algorithms as discussed in
Sec. 3.2 and, therefore, numerous FPGA-based implementations of AES have
been published. Three fastest FPGA implementations included in I were pre-
sented by Hodjat and Verbauwhede [125], Zambreno et al. [304], and Zhang
et al. [307]. They all used full unrolling and pipelining and utilized composite
fields in SUBBYTES(+) [125, 304, 307]. High throughput with FPGAs has been
the target in numerous other publications, too. Charot et al. [55] presented a
fully key agile AES-128 implementation which supports the CTR mode of op-



eration on an Altera APEX FPGA and studied effects of pipelining. Good and
Benaissa [103] presented implementations where throughput was maximized by
carefully balancing pipeline registers so that the critical path was formed by 3
LUTs. The implementations were optimized further in [105] where the critical
path was reduced to only 2 LUTs. This required careful design and floor-
planning in order to prevent routing delays from degrading the results. As a
consequence, they achieved a throughput of over 30 Gbps even in a low-cost
Spartan-1IT FPGA [105]. Kotturi et al. [154] presented a straightforward fully
unrolled and aggressively pipelined implementation of AES-128 encryption us-
ing BlockRAMs. Brokalakis et al. [37] presented a straightforward, but efficient,
iterative implementation of AES-128 encryption using BlockRAMs for S-boxes.
Chaves et al. [56] presented folded and fully unrolled FPGA-based AES im-
plementations utilizing T-boxes implemented in BlockRAMs. Zhou et al. [309]
presented an AES implementation in the GCM mode of operation and they
optimized their implementation for 4-to-1-bit LUTs.

As discussed in Sec. 3.2.1, the recent FPGA families have introduced several
new features, such as larger memories and granularity, and they have changed
the ways how AES can be implemented. Utilization of the new FPGA archi-
tectures has been studied in two very recent papers by Bulens et al. [42] and
Drimer et al. [86]. Bulens et al. [42] studied the effects of the new Virtex-5
architecture for AES implementations and they concluded that the new 6-bit
LUT structure is well-suited for implementing SUBBYTES(+). A straightforward
implementation of the S-box directly from the truth-table requires only 32 6-bit
LUTs whereas it requires 144 4-bit LUTs [42]. Hence, the increase in granularity
has positive effects for AES implementations. Drimer et al. [86] presented an
FPGA implementation which extensively utilizes BlockRAMs for the T-boxes
and DSPs for ADDROUNDKEY(+,-). As a result, their fully unrolled implemen-
tation of AES-128 encryption using 80 BlockRAMs and 160 DSPs requires only
428 slices and achieves a throughput of 55 Gbps [86]. This represents the fastest
FPGA-based implementation currently available in the literature.

Although FPGAs are generally unsuitable for low-cost applications because
of their high power consumption compared to ASICs, several low-cost FPGA
implementations of AES have been presented. Three smallest implementations
considered in I were presented by Chodowiec and Gaj [61], Pramstaller and
Wolkerstorfer [228] and Rouvroy et al. [245]. Only slices were used in [228]
whereas [61] used BlockRAMs to store the STATE and the S-boxes and [244] used
them to implement the T-boxes. Liberatori et al. [169] presented a straightfor-
ward implementation with a 64-bit data path that requires fewer slices than [228]
and no BlockRAMs, but it supports only AES-128 encryption. To the au-
thor’s knowledge, the smallest FPGA-based AES implementation was intro-
duced by Good and Benaissa [103] and it was later considered in more de-
tail in [104]. In the architecture, the S-box was implemented with combina-
torial logic and other operations were implemented with a single multiplier-
accumulator in Fos [103, 104]. The implementation utilized an 8-bit data path
and optimized instruction sets and microcodes.

5.3.3 Comparisons

Difficulty of comparing published AES implementations is a problem that is
generally recognized in the community. In the author’s opinion, the most thor-



ough discussion on aspects related to these difficulties was provided by Drimer
et al. in [86] and, hence, the following discussion is based mainly on their paper.
The most obvious problem is that published AES implementations commonly
implement different functions (different key sizes, encryption and/or decryption,
inclusions of KEYSCHEDULE(+, -), modes of operation, etc.). The large range of
target applications and implementation platforms, ASICs with different CMOS
(Complementary Metal Oxide Semiconductor) processes and various FPGAs,
makes comparison very challenging. The lamentable fact that authors some-
times left out necessary information, such as speed grades or sizes of devices,
makes comparison even more difficult. Even though functions were the same and
all information was available, fair comparison of FPGA implementations is not
easy because, as Drimer et al. concluded, resources combining several smaller
resources, such as slices, ALMs, etc., are not good metrics for comparisons for
three reasons [86]:

— Their “definitions” differ among device families, e.g., slices in Virtex fam-
ilies consist of different numbers of LUTSs with different sizes; see Sec. 3.2.

— It cannot be differentiated whether only part or all of the resources are
used, e.g., one can use only one LUT and no registers or all LUTs and
registers from a slice or an ALM.

— Listing and comparing only the number of such resources neglects the
number of other blocks, e.g., embedded memory or DSP blocks. Hence,
metrics such as throughput per slice are seldom sufficient for fair compar-
ison.

The same points also cause problems when LUTs are considered [86]. Publish-
ing source codes would help in comparisons because the same target devices and
design softwares could be used [86]. However, it would not solve problems en-
tirely because authors would probably—even without intention—optimize their
own designs more carefully [86].

Hence, unconditionally fair comparison is impossible without a specific ap-
plication in mind [86] and implementations presented in Table 5.1 should not be
compared one-to-one only based on the values given in the table. For instance,
the implementation of [86] using numerous BlockRAMs and DSPs but only few
slices can be the most useful if logic resources are scarce, but BlockRAMs and
DSPs are unused [86]. If the situation is vice versa, other architectures, such
as [105, 304, 307], are more feasible.

As discussed, difficulty of fair comparison is an issue that requires attention.
I includes one of few efforts for providing fair(er) comparisons. BlockRAMs
and slices were mapped to a common quantity by utilizing equations from [248]
which helped to compare designs implemented with older Virtex family FPGAs.
However this method does not provide unconditionally fair comparisons either,
because it does not differentiate between different utilization factors inside slices
or BlockRAMs and also neglects the subjective factor that in certain applica-
tions BlockRAMs can indeed be considered free. Values obtained similarly as
in I are not included in Table 5.1 because the considerably wider scope of target
devices makes the use of such values impossible. Notice that the above dis-
cussion on the difficulty of comparisons is valid also for ECC implementations
discussed in Ch. 6.



Despite the above, certain implementations which represent the state-of-the-
art of AES implementation are raised above others and discussed next. These
are discussed in contexts of different target applications in order to provide fairer
comparison. However, it should be noted that some of the designs discussed
above, but which are not given in the following selections, may have merits
which make them the best suitable solutions for certain applications.

If an application requires a low-cost ASIC implementation, then implementa-
tions by either Feldhofer et al. [96] or Himéldinen et al. [119] should be preferred
so that [96] should be selected if both encryption and decryption are needed,
[119] otherwise. When low-cost FPGA implementations are required, then one
of the implementations by Chodowiec and Gaj [61], Good and Benaissa [104],
Liberatori et al. [169], or Rouvroy et al. [245] should be chosen depending on
the target device. Of these, the smallest one was presented in [104] and it does
not set any specific requirements for the target device. For very high through-
put ASIC implementations, implementation techniques proposed by Hodjat and
Verbauwhede [126], Morioka and Satoh [201], or Satoh [253] should preferred
depending on which modes of operations are required. In FPGAs, the best
high throughput architectures are available in the papers presented by Good
and Benaissa [105], Chaves et al. [56], and Drimer et al. [86], and their mutual
superiority depends on how much BlockRAMs and DSPs are available on the
target device. If support for the full AES is needed in ASICs, the design pre-
sented by Su et al. [275] is the best option. The only design supporting the
full AES that has been targeted to FPGAs was presented by Pramstaller and
Wolkerstorfer [228]. When pure speed is considered, speedups of several tens
of times can be achieved compared to the fastest software implementation by
Lipmaa [172].

The above review and comparisons demonstrate that AES is suitable for
various environments and means for its implementation for nearly all imaginable
applications exist. Consequently, the research field of AES implementation can
be considered mature.



Chapter 6

Elliptic Curve Cryptography

HIS CHAPTER discusses both ECC algorithms and implementations. The
Temphasis is, again, on issues related to hardware implementation and, es-
pecially, FPGAs. The objectives of this chapter are to provide an overview of
ECC, to present details of algorithms used in the publications, ITI-XI, and to
review existing literature on ECC implementations.

Many of the publications, namely IV-IX, were written during the PLA
project. The PLA is a countermeasure against Denial-of-Service (DoS) attacks
in computer networks [46, 47], e.g., in the Internet. A cryptographic signature is
attached to each packet and it is verified from node to node when the packet pro-
ceeds through the network [46, 47]. Hence, the computational requirements are
very high making hardware acceleration essential. ECC and Koblitz curves are
used in the PLA in order to provide short signatures and adequate performance.
Hardware implementations for the PLA are presented in the publications of this
thesis, and a comparable software implementation is presented in [40].

This chapter is organized as follows. Preliminaries of ECC are presented in
Sec. 6.1 followed by detailed descriptions of algorithms used in ECC in Secs. 6.2
and 6.3. A special class of elliptic curves called Koblitz curves, which has been
extensively used in the publications, is discussed in Sec. 6.4. Review of existing
literature on hardware implementations of ECC is given and implementations
of this thesis are compared to them in Sec. 6.5.

6.1 Preliminaries

Theory of elliptic curves is rich and deep. Elliptic curves have been studied
by mathematicians over a hundred years [122]. They arise naturally in many
mathematical problems but were considered only as a beautiful branch of math-
ematics with little practical use. However, in the recent decades elliptic curves
have been used in solving a variety of problems. They have been used, e.g., in
factoring integers [165] and proving Fermat’s Last Theorem [289]. In 1985, Neal
Koblitz [146] and Victor Miller [194] independently proposed the use of elliptic
curves in public-key cryptography after which an enormous amount of work has
been done on elliptic curves in academia.



An elliptic curve is defined as the set of solutions for the following so-called
affine version of the Weirstral equation [32]:

E:y* +a1xy + azy = 2% + as2® + agx + ag. (6.1)

where aq, a0, a3, aq4,a¢ € F.

A point P = (x,y) is on the curve E if it satisfies (6.1). Also a point called
the point at infinity, denoted by O, is considered as a point on E. The origin of
the name is that O can be thought of as lying infinitely far up the y-axis when
curves are defined over real numbers [32]. Hence, the set of points on E defined
over F is

EF) ={(z,y) €F xF | y> +arzy + asy = 2° + asz® + ayz + ag} U O. (6.2)

It is possible to define an addition of two points, P;, P» € E(F), and produce a
third point, P3 = P, + P, € E(F), by using arithmetic operations in F. This
addition is called point addition. The set E(FF) forms an additive Abelian group
with the addition rule and O serves as the identity element; see Sec. 4.1. [122]
Elliptic curve point multiplication® is defined over the Abelian group and it
is given as follows
Q=kP=P+P+...+P (6.3)

k times

where @, P € E(F) and k is a positive integer. The point P is called the base
point and @ is the result point.

ECDLP is the problem of finding k if P and @ are known. Methods for
solving ECDLP are not considered in this thesis; however, extensive reviews
can be found in [32] and Part V of [68], for example.

The order of a point P, ord(P), is the smallest integer, ¢, for which tP = O.
The integer & in (6.3) should be chosen so that it fulfills

1<k <ord(P)—1. (6.4)

When curves over [, are considered, the length of the binary expansion of k, ¢,
is bounded by ¢ < [log, ¢]. When ¢ = 2™, this gives £ < m. [122]

Elliptic curve point multiplication, (6.3), is hierarchical in nature. The oper-
ation decomposes into three levels as shown in Fig. 6.1. This thesis concentrates
in improving the two highest levels of the hierarchy and offers only minor con-
tributions to the level of finite field arithmetic.

The lowest level, finite field arithmetic, was discussed in detail in Ch. 4,
and it is not considered further here. Point operations are computed by using
field arithmetic. Computational costs of point operations, i.e., the number
of required field operations, can be reduced mainly by representing points in
different coordinates. When a point is represented with two coordinates as
P = (z,y) as above, it is said to be in affine coordinates, or A for short. If
inversions in F are considerably more expensive than multiplications (which
usually is the case), it is more efficient to use projective coordinates which are
considered in more detail in Sec. 6.2 which discusses elliptic curve arithmetic,
i.e., point operations.

The highest level, elliptic curve point multiplication, is computed by using
point operations and these algorithms are discussed in Sec. 6.3. If the base point

1The term scalar multiplication is also commonly used in the literature



The highest level
Elliptic curve point multiplication multli:)lglli:;;tion
The middle level
q g Point Point
Point operations addition doubling
The lowest level
Finite field arithmetic Multiplication Addition Squaring Inversion

Figure 6.1: Hierarchy of point multiplication is depicted on the left-hand side. Typi-
cal construction of operations in this hierarchy is shown on the right-hand side. Notice,
however, that all operations may not be needed or implemented in all algorithms, e.g.,
squaring may not be included, or additional operations can be used, e.g., point halv-
ings or Frobenius maps. Inversion can be interpreted also as a separate level between
the lowest level and the middle level because it can be computed with a series of other
finite field operations.

P is fixed, i.e., P is the same for all point multiplications, the computation can
be accelerated considerably with precomputations involving P. These methods
will be discussed in Sec. 6.3.1. Certain applications, including digital signature
algorithms, require computing sums of point multiplications, such as k(1) Py +
k(2)P2y. There are methods for speeding up these so-called multiple point
multiplications and they are discussed in Sec. 6.3.2. A family of curves on
which point multiplication can be computed considerably faster than on general
curves is called Koblitz curves and they are considered in detail in Sec. 6.4.

Hyper-Elliptic Curve Cryptography (HECC) [147], a generalization of ECC,
achieves a similar level of security than ECC with smaller finite fields, thus,
resulting in faster finite field arithmetic. However, point operations are more
complex. Recent studies [249, 250] suggest that HECC is slower than ECC with
similar levels of security. HECC is not studied in detail in this thesis; the reader
should consult [68], for example, for details.

6.2 Arithmetic on Elliptic Curves

The following discusses arithmetic on elliptic curves, the middle level of the
hierarchy of Fig. 6.1. The discussion is restricted to so-called non-supersingular
elliptic curves over Fom, because they are used in the publications. Non-
supersingular curves are preferred also in other published ECC implementations.
Supersingular curves, which were preferred previously for implementation effi-
ciency reasons, should be avoided because ECDLP can be reduced to a DLP
in an extension of the underlying field [188]. Formulae for curves over F, are
available in [84, 122], for example. The following formulae and notations are
presented as in [84].
Non-supersingular curves over Fom are defined by

E:y* + oy =2®+ axx® + ag (6.5)



with ag,ag € Fam so that ag # 0. The implementations of this thesis mainly
focus on elliptic curves standardized by NIST in FIPS 186-2 [205]. Specifically,
the curves NIST B-163, K-163, K-233, and K-283 were considered in the pub-
lications and they all have the form of (6.5). The K-curves are Koblitz curves,
and they will be discussed in more detail in Sec. 6.4.

Elliptic curve point multiplication, (6.3), is typically computed using two
principal operations on the curve; namely, point addition and point doubling.
Let P; and P, be two points in E(F). Point addition is P3 = P, + P with
Py, # +P5 and it results in P; € E(F). Point doubling refers to a case where
P = P, and it is denoted by P3; = 2P;. Computational costs of elliptic curve
operations depend on the number of operations required in F. This discussion
focuses on curves over Fom. The following notations are used for operations in
Fom: I denotes inversion, M multiplication, S squaring, and A addition.

6.2.1 Affine Coordinates

Point addition P; = Py + Py = (z3,y3) for points P; = (z1,y1) and Py = (22, y2)
such that P, # +P; is given by

_|_
A= B e N At a s tan, Y= AMxr+a3) a3 +y1 . (6.6)
xr1 + Zo
Point doubling P3 = 2P; = (x3,ys) for a point P, = (x1,y1) is given by

v
Il,

)\:Z1+ x3:A2+)\+a2, y3:>\(f£1+$3)+1'3+y1. (67)

Thus, point addition costs I+2M + S + 8A and point doubling costs I+ 2M +
S + 6A which are almost the same because additions are cheap. Given a point
P = (z,y), its point negation, — P, is given by (z,z + y) which costs A. [84]

As discussed in Ch. 4, inversions are more expensive than other field opera-
tions; e.g., an Itoh-Tsujii inversion requires 9M + 1628 in Faies [136]. Inversions
can be avoided in point addition and point doubling by using projective coordi-
nates with the expense of more multiplications. Projective coordinates usually
results in considerable speed enhancements in practical cryptosystems. Two
projective coordinate systems used in the publications are discussed in the fol-
lowing.

6.2.2 Standard Projective Coordinates

By using standard projective coordinates, P, a point is represented with the
triple (X,Y, Z) so that it represents the point (X/Z,Y/Z) in A if Z # 0 and
O = (0,1,0) otherwise.

Point addition P3 = Py + Py, where P; = (X,,Y;, Z;) and Py # £P5, is given
by:

A=Y1Zy+ Z1Ys, B=X1Zy+ Z1X,, C = B2
D=27,Zy, E=(A?>+ AB+ ayC)D + BC, (6.8)
X3 =BE, Ys3=(AX,+Y,B)CZy,+ (A+ B)E, Z3=(BC)D.



Point doubling P; = 2P; is given by:
A=X?} B=A+V7Z, C=X\Z,
D=C? E=B?+BC+aD, (6.9)
X3 =CE, Y3=(B+C)E+A*C, Z3=CD.

Neither of the operations requires inversions, and the costs are 16IM + 2S + 6A
and 8M + 4S + 5A for point addition and point doubling, respectively. Point
negation is given by (X, X +Y, Z), and it costs A. It depends on the cost of an
inversion whether this representation is faster than A. [84]

A very efficient algorithm for point multiplication is achievable in P by
adapting Montgomery’s idea from [197] to curves with the form of (6.5) as
presented by Lopéz and Dahab in [175]. This method, henceforth referred to
as Montgomery point multiplication, relies on the fact that y-coordinate is not
needed during point multiplication because it can be recovered in the end [175,
197]. The method will be discussed in more detail in Sec. 6.3, but the point
operation level formulae are given in the following. The z-coordinate of point
addition, P, + Pa, is obtained with the following formulae [175]:

Zg = (X1Z2 + X2Z1)2, X3 == IZ?Zg + X122X2Z1 (610)

where x is the z-coordinate of the base point P. The z-coordinate of point
doubling, 2P, is given by the formulae [175]:

X3 = X{ +aZt = (X{+agZ?)?, Z3=X{Z37. (6.11)

The cost of (6.10) is 4M + S + 2A while (6.11) costs 2M + 3S + A if \/ag is
precomputed [175]. The y-coordinate is recovered by computing z1 = X1/7Z;
and z9 = X5/Z5 and by using the formula [175]:

_ (:ﬂl+x)((w1+x)(x2+x)+x2+y)

+y (6.12)
T

where (z,y) is the base point P. The y-coordinate can be recovered with the cost
of I+ 10M~+S+6A [175]. Standard projective coordinates, P, and Montgomery
point multiplication were used in IIT and IV.

6.2.3 Loépez-Dahab Coordinates

When Lépez-Dahab coordinates [174], £D, are in use, a point is represented
with the triple (X,Y,Z) which represent the point (X/Z,Y/Z?) in A when
Z #0and O = (1,0,0) otherwise.
Point addition, P3 = P, + P, is carried out with the formulae [124]
A=XZ,, B=Xy7,, C=A? D=B? FE=A+B,
F=C+D, G=Y17Z2, H=YyZ} I=G+H, J=IE,

6.13
Zy=FZ\Zs, X3=A(H+D)+B(C+G), (6.13)
Ys=(AJ+ FG)F + (J + Z5) X3,
and point doubling, P; = 2Py, is given by the following formulae [161]:
A=X,Z,, B=X? C=B+Y;, D=AC,
o ! ! (6.14)

Z3 =A% X3=C%+D+asZs, Y3=(Z3+ D)X3+ B*Zs.



Table 6.1: The costs of point operations

Operation P Py P3 Cost
P3s=P +P A A A I+ 2M+ S+8A
P3=2P A - A I+ 2M+ S+6A
Py =—-P A - A A
Ps=P+ P P P P 16M + S+ 6A
P;=2P P - P 8M +4S + 5A
Py =—P P - P A
P, — P3 P - A I+ 2M

P3 = P; + P> (z-coord.) P P P 4M + S +2A
P3 = 2P; (z-coord.) P - P 2M +3S+ A
Py — P3 (and y-coord.) P - A I+10M+ S+6A
P3=P + P LD LD LD 13M +4S + 9A
P3s =2P; LD - LD 5M + 4S + 5A
P3s=P+ P LD A LD 9M + 5S + 9A
P3s=—-P; LD - LD M + A
P3s=P — P3 LD - A I+ 2M+ S

The costs of the above point addition and point doubling are 13M+4S+9A and
5M + 4S + 5A, respectively. Point negation is given by (X, XZ + Y, Z) which
costs M 4+ A. The attractiveness of LD coordinates is based on a very efficient
point addition when the point P, is represented in A. This is called mixed
coordinate point addition and the formulae for (Xs3,Ys, Z3) = (X1,Y1,21) +
(¥2,y2) are given by 3]

A=Y, +ypZ?, B=X,+1.7,, C=DBZ,
Zs=C% D=1y,
X3 =A? + C(A+ B? + ay0),
Y3 = (D4 X3)(AC + Z3) + (y2 + 22) Z3.

(6.15)

This has the cost of 9M + 5S 4+ 9A. Further reductions by M if as € {0, 1}
and by A if as = 0 occur on Koblitz curves; see Sec. 6.4. The Lépez-Dahab
coordinates, LD, were used in IV-VII, X, and XI.

Table 6.1 summaries all above-discussed point operations and their costs.

6.3 Elliptic Curve Point Multiplication

Elliptic curve point multiplication is computed with algorithms which are analo-
gous to those used in exponentiation. A comprehensive survey of exponentiation
is provided in [108]. This section gives a review of a few most commonly used
algorithms for elliptic curve point multiplication by concentrating on the algo-
rithms used in the publications.

A standard method for computing (6.3) is called binary method? where the
integer k is represented with binary expansion as

-1
k=> k2 (6.16)
1=0

2Also called double-and-add method (or square-and-multiply method in exponentiation).



where k; € {0,1}. When binary method operates k from the right to the left,
i.e., from the lsb to the msb, 2!P is added to the result point @ when k; = 1.
Consider 18P as an example. Binary expansion of 18 is (10010). One first
computes 2P with one point doubling and adds it to @ after which 16P is
computed with three point doublings and the result is added to @ giving 18P.
A modification which operates k from the left to the right is commonly used
in practical implementations and in IV-VII, X, and XI. It is presented in
Alg. 6.1 and it has the benefit that only @ needs to be accumulated while P
remains unchanged.

Algorithm 6.1 Left-to-right binary method for elliptic curve point multiplica-
tion
Input: P € E(F), integer k = Zf;é k;2" where k; € {0,1}
Output: @ = kP
Q-0
for i = ¢ —1 downto 0 do
Q —2Q
if k; =1 then
Q—Q+P
end if
end for
return(Q)

Obviously, the computational cost of the binary method depends on the
number of ones in the binary expansion of k. Again, H(k) denotes the Hamming
weight of k, i.e., the number of nonzero terms in k. The computational cost of
the binary method is £ —1 point doublings and H(k)—1 point additions because
the first point addition is simply a substitution. On average, half of the bits in
a binary expansion are ones; thus, H(k) = £/2.

Because H(k) has a direct impact on performance, it is of interest to reduce
it. Signed-binary representations, k = Zf;é k;2" where k; € {0, +1}, are partic-
ularly interesting because point subtractions have approximately the same cost
with point additions® [198]. Point subtraction, P, — P, is simply point addition
where P, is negated, and point negation is cheap as discussed in Sec. 6.2.

A Non-Adjacent Form* (NAF) is a representation that has the minimum
H(k) among all signed-binary representations which makes it well-suited for
practical applications. When k is in NAF, two consecutive digits are never
nonzero, i.e., k;k;y1 = 0 for all <. Every positive integer k has a unique NAF
with a length which is at most one bit longer than its binary expansion. Most
importantly, the average density of nonzero terms in NAF is 1/3 which results
in H(k) ~ ¢/3. An NAF is constructed from a binary expansion starting from
the lsb by replacing strings of j ones with 10...01, where the number of zeros
is j—1and 1 =—1.[82]

Consider 1853P as an example. The binary method requires seven point
additions because 1853 = (11100111101). The number of point additions and

3Signed-binary representations cannot be used as efficiently in exponentiation, e.g., in
RSA or ElGamal, unless precomputations are allowed, because divisions are considerably
more expensive than multiplications.

4In DSP, such representations are commonly called canonic signed-digit representations.



subtractions reduces to four if 1853 is given in NAF as (100101000101). Point
multiplication requires in this case an additional point doubling but the speedup
is, nonetheless, considerable.

If used naively, NAF doubles requirements for storage space compared to
binary expansion because two bits are needed to represent one signed-bit. How-
ever, if storage space is an issue, the easily-disposable compact encoding pre-
sented in [141] allows representing NAF with at most one extra bit compared
to binary expansion. The same paper suggest also a technique for selecting
well-distributed random NAFs [141].

One advantage of using NAF is that H(k) can be reduced without any pre-
computations involving the base point P. If such precomputations are allowed,
H(k) can be reduced by using methods which are discussed in more detail in
Sec. 6.3.1. If the base point is fixed and there are no strict memory constraints,
those methods can provide considerable speedups.

Computational complexity of point multiplication can be reduced also by
using a DBNS in representing k. When k£ is represented in the DBNS, it has

the form: o
k= k;;2'30 (6.17)
1,J

where k; ; € {0,1} and i,j are non-negative integers [79, 80]. Obviously, such
representations are not unique and it is possible to find representations which
are very sparse, i.e., H(k) is small [80]. Hence, fewer point operations are
required but extra computation is needed in conversions to the DBNS. In [79,
80], Dimitrov et al. proposed the use of the DBNS in DSP applications and
exponentiation. The idea has been adapted to elliptic curve point multiplication
in [66, 77, 78].

Binary method has the weakness that, if point additions and point doublings
are distinguishable, it may be possible to retrieve confidential information with
side-channel attacks because point additions are performed only when k # 0.
This can be avoided by using a structure called Montgomery’s ladder [197] where
point doubling and point addition are both performed for each bit. Montgomery
point multiplication is outlined in Alg. 6.2 [197]. As mentioned in Sec. 6.2.2,
Montgomery point multiplication can be adapted to curves with a form of (6.5)
as shown by Lépez and Dahab in [175] and it results in a very efficient point
multiplication algorithm. Point multiplication is carried out in P without infor-

Algorithm 6.2 Point multiplication using Montgomery’s ladder

Input: P € E(F), integer k = Zf:é k;2" where k; € {0,1} and k1 =1
Output: Q = kP
P1<—PandP2<—2P
for / — 2 downto 0 do
if k; =0 then
P2 — Pl +P2 and Pl — 2P1
else
P, — P+ P and Py, «+— 2P,
end if
end for
return(Q = P;)




mation about the y-coordinate, i.e., only X and Z are updated. In the beginning
P, and P, are computed from P with 2S+ A. Point multiplication is computed
with Alg. 6.2 so that point addition and point doubling are performed for all bits
with (6.10) and (6.11), respectively, requiring together only 6M + 4S + 3A per
iteration. The y-coordinate is recovered in the end by computing (6.12). [175]
Computation of the binary method can be accelerated also by replacing
point doublings with more efficiently computable operations. Point doublings
can be replaced with very cheap Frobenius maps on Koblitz curves as will be
discussed in Sec. 6.4. Koblitz curves are defined over Fom, but analogously
efficiently-computable endomorphisms are used in the GLV (Gallant, Lambert,
and Vanstone) method for a class of curves over F,, [101]. Another approach
which gives smaller improvements but applies to a wider class of curves is called
point halving, proposed independently by Erik W. Knudsen [145] and Richard
Schroeppel (at the rump session of CRYPTO 2000). Point halving, the inverse
operation of point doubling, is the operation P; = %Pl such that 2P; = Py.
After manipulations on k, computationally cheaper point halvings can be used
instead of point doublings which leads to faster point multiplication [145].

6.3.1 Methods with Precomputations

The common idea in the methods presented in this section is that the com-
putational cost of (6.3) is reduced by precomputing some data depending on
P. These methods are especially useful if P is fixed because, in that case, pre-
computations need to be performed only once; however, considerable speedup
may be achievable even though P is not fixed. Naturally, storage for precom-
puted data must be available. Analogous methods exist for exponentiation and
the following methods are their adaptations for elliptic curves; see [82, 108] for
comprehensive reviews.

The first method, which dates to 1939, is called 2*-ary algorithm [35] where
the integer k is represented in radix-2* as

£—1

k=Y k(2" (6.18)

=0

where k; € [0,2% — 1]. The precomputed points are 3P,5P,..., (2% — 1)P.
Each k; is given in the form k; = 2°u where v is odd; s = w and v = 0 if
k; = 0 [82]. Then each k; transforms into the operation 2°(2¥~*Q +uP) on the
curve. The computation of (6.3) requires £ — 1 point doublings and on average
(2¥ —1)/2¥[¢/w] — 1 point additions.

Consider 846P as an example with w = 3. Precomputed points are 3P, 5P,
and 7P and k is represented as (1101001 110), = (1516),s. First, one sets
Q = P because k3 = 1. Because 5 = 2Y - 5, one computes 2°(23P + 5P) = 13P,
and continues by computing 2°(23(13P)+ P) = 105P because 1 = 2°-1. Finally,
the result is given by 2(22(105P) + 3P) = 846P because 6 = 2! - 3. Hence,
point multiplication requires 9 point doublings and 3 point additions excluding
precomputations requiring 3 point additions and 1 point doubling.

The 2%-ary algorithm slices k£ by using a fixed window. A sliding window
analogue results in slightly more optimal representations because it skips consec-
utive zeros [82]. In the case of the above example, a sliding window with w = 3
results in the following windowing: (1101 00 111 0),, and the number of point



additions reduces by one. The window methods can be used also for signed-
digit representations. A generalization of NAF called width-w NAF, or NAF,,
for short, gives a representation whose H(k) = m/(w + 1) with precomputed
points 3P, 5P, ..., (2w~1 —1)P [122].

The above ideas can be used in accelerating (6.3) even if P is not fixed.
The following methods are useful only with a fixed P. The simplest idea is
to precompute 2!P for all integers i € [1,m — 1]. This shortens runtime by
eliminating all point doublings, but requires storage for m points. Combination
of the previous idea with the 2"-ary algorithm results in an algorithm [36],
called fixed-base windowing method. The method is based on the following
equation [122]:

t—1 2% 1
kP = k(2UP)= Y (j > 2P (6.19)
i=0 j=1 itki=j

where k; € [0,2¥ — 1], t = [¢/w] and points 2¥ P are precomputed for integers
i € [0,t — 1]. The fixed-base windowing method computes (6.3) with approx-
imately 2 + t — 3 point additions [36, 122]. The idea can be generalized to
NAF which results in an average runtime of 2**!/3 + [(¢ + 1)/w] — 2 point
additions [36, 122]. Furthermore, Montgomery’s trick, discussed in Sec. 4.4, can
be applied to reduce the number of inversions if A coordinates are in use [195].

The fixed-base comb method [170] is also a method involving precomputa-
tions with P. The integer k is represented as a binary array of w rows and
t = [¢/w] columns. Points are precomputed for all possible values of the
columns. Point multiplication operates on the array one column at a time so
that a precomputed value of the column is added. Moving to the next column
implies a point doubling. It requires ¢t — 1 point doublings and, on average,
(2¥ —1)/2"t — 1 point additions [122, 170]. The number of point doublings can
be reduced to [t/2] — 1 by using two precomputation tables [122, 170].

Methods for speeding up (6.3) when the integer k is fixed exist but they are
not considered in this thesis because they have little practical importance in
ECC. Such methods are reviewed in [82], for example.

6.3.2 Multiple Point Multiplication

Multiple point multiplication refers to a sum of point multiplications, i.e.,

n—1

Q=) kwPu (6.20)
1=0

where k(;) are integers and P;) € E(F). Multiple point multiplications are used
in various schemes including digital signatures, e.g., multiple point multiplica-
tions with n = 2 are required in ECDSA verifications [140] and verifications of
self-certified identity based signatures in the PLA require multiple point mul-
tiplications with n = 3 [38]. Of course, multiple point multiplications can be
computed naively with n separate point multiplications and n — 1 point addi-
tions combining their results. This requires Z?;Ol H(k;y) — 1 point additions
and Zf;_ol (€¢;y — 1) point doublings and it is possible to do much better.
Shamir’s trick, a method attributed to Shamir by ElGamal in [92], operates
in the following way when n = 2. Bits of k() and k(;) are scanned from the left



to the right and point doubling is performed when moving from a bit to another.
When the present bits of ]ZE?; are (1), (1)7 or } points Py), F(1), or Py + FP(1) are
added, respectively. The point Py + Py should be precomputed. Clearly,
Shamir’s trick is easy to generalize for n integers. Let k denote an array of n
binary expansions and let H, (k) be its joint Hamming weight, i.e., the number
of nonzero columns in k. Shamir’s trick requires H, (k) — 1 point additions and
£ — 1 point doublings excluding precomputations which require 2" —n — 1 point
additions.

As the computational cost depends on H,(k), it is of interest to reduce it
once again. Because the probability of a zero bit in a binary expansion is 0.5,
the probability of a zero column in an array of n integers is simply 0.5 which
gives H, (k) ~ £(1 — 0.5™). If the integers are in NAF, the probability becomes
(2/3)™. This can be improved because signed-binary representations are not
unique. Thus, one can use signed-binary representations which maximize the
number of zero columns in the array. One such representation is referred to as
Joint Sparse Form (JSF) and it is unique and has the minimum H, (k) among
all signed-binary representations of n integers [230, 268]. Jerome A. Solinas
presented an algorithm for obtaining JSF for a pair of integers in [268]. A
generalization for n integers is due to John Proos [230]. Probabilities of nonzero
columns are presented in Table 6.2 with different values of n. A variant of
JSF called simple JSF, which also has a minimal H, (k) but is more efficient to
compute, was introduced in [110].

If n is relatively small—which usually is the case—it can be advantageous
to combine window methods with multiple point multiplications. As a con-
sequence, a large number of points need to be precomputed, but their com-
putational cost can be reduced by eliminating inversions with Montgomery’s
trick [215], discussed in Sec. 4.4. Montgomery’s trick provides considerable
speedups even though window methods are not in use as shown in V for n = 3.

6.4 Koblitz Curves

Koblitz curves [148] are a class of non-supersingular curves defined over Fy by
Eu 92 + oy =2+ ag2® + 1 (6.21)

where ag € {0,1}. The NIST curves K-163, K-233, and K-283 [205], which are
used in IV-XI, are Koblitz curves and have the above form. Koblitz curves are
an attractive family of curves because Frobenius endomorphisms can replace
point doublings. The Frobenius endomorphism, ¢ : E,, (Fam) — E,,(Fom), is a

Table 6.2: Probabilities of nonzero columns in n integers with different representa-
tions [39, 230]

Binary NAF JSF

0.5000 0.3333 —

0.7500 0.5555 0.5000
0.8750 0.7037 0.5897
0.9375 0.8025 0.6425
0.9688 0.8683 0.6727

CUs W N3




map such that
o(x,y) = (2*,y°) and ¢(0) = O. (6.22)

Frobenius maps are obviously very cheap if compared to point operations dis-
cussed in Sec. 6.2 because only two or three squarings are required depending on
the coordinate system. Squarings are efficient especially in normal basis where
they are simple bitvector rotations as discussed in Ch. 4. Successive applications
of Frobenius maps are simply ¢!(z,y) = (th, yzt).

It can be shown that the following equation stands for all P € E,, (Fam):

16(P) — ¢2(P) = 2P (6.23)

where p = (—1)1792. Thus, the Frobenius map can be seen as a complex number
T satisfying
ur — 13 =2 (6.24)

which has two solutions, and it is chosen that

T_/H—V—?

. (6.25)

It is now possible to multiply points in E,,(Fom) with elements of a ring of
polynomials in 7 with integer coefficients, given by

(-1
k=> k' (6.26)
=0

where k; are integers. Obviously, it is of interest to find such a representation
where the length, ¢, and the nonzero digits, k;, are small. [148]

It follows directly from (6.24) that every element k of the ring can be ex-
pressed in a canonical form as

k= ko + k7. (6.27)

If an integer, k, is represented with a binary expansion, each bit k; requires
point doubling. Point addition is computed if k; = 1, as discussed previously.
Similarly, if k is represented with a 7-adic expansion of (6.26) where k; € {0, 1},
each k; requires a Frobenius map and k; = 1 yields point addition. Such rep-
resentation can be found by repeatedly dividing the integer k by 7. The digits
k; € {0,1} are the remainders of the divisions. This procedure is analogous with
the computation of binary representation where divisions by 2 are applied. [148]

Analogously with the NAF, it is possible to represent k in 7-adic Non-
Adjacent Form (7NAF) where k; € {0, £1} and k;k;41 = 0 for all 4, i.e., there
are no adjacent nonzero digits. Algorithms for computing 7TNAF and width-w
TNAF, or 7TNAF,, for short, were presented by Solinas in [264, 266, 267]. The
average density of TNAF is the same as for binary NAF, i.e., 1/3. The problem
is, however, that the length of an expansion, ¢, doubles to approximately 2m
if the TNAF conversion algorithm from [264, 266, 267] is applied directly to an
integer.

It is possible to circumvent this problem because the following equation
stands for all P € E,,(Fam) [187]:

(" —1)P=¢"P—-P=P—-P=0. (6.28)



This implies that if ¥ = k (mod 7™ — 1), then k'P = kP. 7NAF of the
remainder of k divided by 7 — 1 has a length of approximately m which is
only one half of the length of TNAF of k [264, 266, 267]. It can be proven that
k'P = kP stands for all P € E,,(Fam) also in the case ¥’ = k (mod §) where
= (r"—1)/(r—1) [266, 267]. The strategy is to find ¥’ = ko+k17 = k (mod 9)
with the smallest possible norm and then convert it to TNAF. The result has a
length of approximately m. Finding &’ = k (mod J) can be expensive, although
an efficient partial reduction algorithm was proposed in [267].

Another approach is to first convert an integer k to TNAF and then factor
(7™ — 1) out of the result. The problems in this approach are that the TNAF
conversion takes longer and the non-adjacency is lost in the reduction and its
recovery may be computationally demanding. This approach was outlined at
least in [177]. This method yields efficient hardware implementations as shown
in VIIL

If reduced TNAF's are used, the average computational cost of (6.3) is only
m/3 point additions because point doublings are replaced by Frobenius maps
which are almost free. This is a significant reduction compared to computa-
tions on general curves. Hence, Koblitz curves offer major benefits over general
curves.

However, before fast point multiplications can be utilized, conversions need
to be applied to integers which require time and resources. In order to avoid
these conversions, random 7-adic expansions can be generated in a simple man-
ner and they have been shown to be well-distributed [162]. Such representations
are troublesome in certain applications including digital signatures because the
binary equivalent is required which yields a need for a conversion from 7-adic
to binary expansion. An efficient algorithm for the conversion from 7-adic to
binary expansion and its hardware implementation were presented in IX.

Many methods, which were discussed earlier, can be adapted to Koblitz
curves and, in some cases, even further improvements are gained compared
to their general curve equivalents. 7NAFs can be compressed similarly as
NAFs and the method for selecting random NAFs gives almost perfectly dis-
tributed TNAFs, as well [141]. Adaptations of DBNS-related expansions to
Koblitz curves were presented in X and in [15, 16], but practical significance of
such methods was first demonstrated in X. Point halving gives computational
advantages also on Koblitz curves even though there are no point doublings
to be replaced [17, 19]. Computing one point halving reduces the number of
required point additions from m/3 to m/4 [19]. Unfortunately, Montgomery
point multiplication has not been adapted to Koblitz curves. Window meth-
ods, on the other hand, can be computed without requirements for storage
space as presented in [216, 284] by exploiting the inexpensiveness of Frobenius
maps. The technique operates so that an entire k£ is scanned once for every
precomputed point and, hence, it requires storage only for the point currently
at hand [216, 284]. The inexpensiveness of Frobenius maps was used also in IV
allowing efficient parallelization of point multiplication. Multiple point multi-
plications and the idea of JSF can be used also for T-adic representations. An
algorithm for obtaining 7-adic Joint Sparse Form (7JSF) for a pair of integers
was proposed by Ciet et al. in [65] and it was generalized for n integers by Brum-
ley in [39]. Also 7JSFs have the probabilities of nonzero columns presented in
Table 6.2.



6.5 Literature Review of ECC Implementations

This section reviews published implementations of ECC on both ASICs and
FPGAs in chronological order. The FPGA-based implementations are consid-
ered in more detail because of the focus of this thesis. Details of implementations
discussed in the following are collected to Table 6.3. The table includes the de-
sign which is the most comparable with the implementations of the publications
of this thesis when several implementations are presented. Other reviews of ECC
implementations are available in [26, 193].

The first hardware implementation of ECC was published by Agnew et al.
in [2] in 1993. They presented a processor architecture with a bit-serial normal
basis multiplier for Fois5. They provided performance estimates for both super-
singular and non-supersingular curves. The first FPGA-based ECC architecture
was presented by Rosner in [243] in 1998. Both of these implementations use
parameters which are nowadays considered insecure, i.e., composite fields are
considered in [2, 243] and supersingular curves are used in [2]. Nevertheless,
at least [2] is commonly considered one of the landmark works in the field of
cryptographic hardware implementation. It was also considerably ahead of its
time because implementations of ECC did not start to gain serious interest in
academia before the turn of the millennium.

In 1999, Gao et al. presented ECC implementations on a low-cost Xilinx
FPGA in [102]. However, the very small field sizes (m < 53) used in [102] were
insecure already in 1999. Orlando and Paar [219] also presented performance
estimates of ECC with their super-serial multiplier at the same conference, IEEE
International Symposium on Field-Programmable Custom Computing Machines
(FCCM) 1999.

In 2000, Leung et al. presented a microcoded processor architecture for
FPGAs in [168]. The paper also presented an automated design generator
which facilitated generation of several designs with different design parame-
ters. The microcoded architecture provided easily modifiable point operations.
This work was later continued by Leong and Leung in [167] which provided
further studies on the architecture as well as the effects of coordinate selection,
field size, and parallelism. In [106, 107], Goodman and Chandrakasan presented
an ASIC implementation targeting to low-power applications. The architecture
was reconfigurable in the sense that it supported several irreducible polyno-
mials and implemented support for both F, and Fom. The architecture also
performed SHA-1 hashing and RSA and, hence, supported practically all of the
IEEE P1363 standard [132]. The papers concluded that ECC is both faster and
more energy-efficient than RSA. Energy-efficiency comparisons to FPGA and
software based implementations were also provided and the ASIC implemen-
tation was claimed to be 30-180 times more energy-efficient than FPGA and
over three orders of magnitude better than software. Okada et al. presented an
ECC processor based on a novel field multiplier architecture in [214]. The mul-
tiplier can be seen as a generalization of the super-serial multiplier presented
in [219] and it supports arbitrary irreducible polynomials. This was also the
first paper considering FPGA-based implementation of Koblitz curves. Koblitz
curves were found to be nearly twice as fast as general curves. The architecture
did not, however, include circuitry for 7-adic conversions. Orlando and Paar
presented an FPGA-based processor optimized for a fixed irreducible polyno-
mial in [220]. Irreducible polynomials could be changed by reprogramming the



FPGA. They provided comparisons between Montgomery point multiplication
and binary method and concluded that Montgomery point multiplication is su-
perior. Notice that [106, 214, 220] were all published in CHES 2000.

In 2001, Orlando and Paar [221] published an FPGA-based ECC processor
for I, using Montgomery multiplier with precomputed LUTSs stored in embed-
ded memory. Ernst et al. [94] discussed implementation of ECC by using an
automated VHDL generator. Again, the generator provided multiple designs
with various design parameters in a short time.

In 2002, Kerins et al. [144] presented an FPGA-based processor optimized
for a(xz)b(z)/c(x) mod p(x) in Fom. The processor was designed to support
point multiplication in A, where the above computation is useful. Compre-
hensive comparisons of various aspects of ECC implementations were given by
Bednara et al. in [27, 28]. Polynomial and normal bases were compared and
polynomial basis was found to give better results. Coordinate systems and point
multiplication algorithms were compared and Montgomery point multiplication
was shown to provide the best results. Choosing the number of multipliers
in the processor was also briefly discussed. Ernst et al. [93] presented a low-
cost implementation for computing kP on E(Fsis3) by using an Atmel FPGA
board. In [114], Gura et al. presented an ECC implementation integrated into
OpenSSL. Computations were optimized for Fom with certain fixed polynomials
but support for arbitrary polynomials was also included. The fixed polynomials
were shown to provide ten times faster performance. The architecture was im-
proved by introducing partial reduction for arbitrary polynomials in [115] which
reduced the gap to six times. Even further improvements were shown to be pos-
sible by Eberle et al. in [87] where a new multiplier was introduced reducing the
difference to only two times. This is very impressive considering the complexity
of polynomial reduction with an arbitrary irreducible polynomial. Schroeppel et
al. [259] published a low-power ASIC implementation of ElGamal signatures on
elliptic curves. The implementation utilized point halving, composite field Fai7s
which was claimed to be secure, and included logic for performing all operations
required in signature generation and verification, i.e., also SHA-1 was included.
Potgieter and van Dyk [227] presented a scalable and flexible processor archi-
tecture for Fom. Their architecture was based on a multiplier combining the
classical and Montgomery multipliers.

In 2003, Satoh and Takano [255] presented a processor architecture imple-
menting support for both Fom and F, with different irreducible polynomials
and primes. It was concluded that Fam is 3-6 times faster than [F, and sup-
port for Fom was achieved with no additional cost compared to IF,,. Nguyen et
al. [212] studied implementation of ECC on a reconfigurable computer. Their
study concentrated on partitioning between software and hardware (FPGA).
They concluded that the entire point multiplication should be implemented in
hardware, but it suffices that only the finite field arithmetic is implemented
in VHDL. Ors et al. [222] described an ECC processor over F,. They used a
multiplier based on systolic array architecture and Montgomery representation.
The processor is capable of computing RSA as well.

In 2004, Lutz and Hasan [178] (based on Lutz’s Master’s thesis [177]) pre-
sented a processor architecture computing point multiplication on both general
and Koblitz curves. The implementation was optimized for Koblitz curves so
that all coordinates of Frobenius maps were computed in parallel with squarers
attached to registers. The implementation did not include a 7-adic converter.



Table 6.3: Published ECC implementations

Reference Year Curve Device Area requirements’ Features? t (us) T (ops)
Agnew [2] 1993 E(Fy155), NB Gate array ~11,000 gt. — —
Ansari [12] 2006 E(Fq163), PB Virtex-II 2000 8,300 LUT, 1,100 FF, 7 BRAM 41 24,000
Ansari [13] 2007 E(Fyi63), PB 0.18 pm CMOS 36000 gt., 1IKB RAM 62 19,000
Bajracharya [20] 2004 E(Fy233), NB Virtex-1I 6000 59% of sl. 201 5,000
Batina [24] 2005 E(Fyi7e), PB Virtex 800 11,811 sl. C 557 1,800
Batina [25] 2006 E(Fg163), PB Virtex-1I Pro 8769 sl. H 667 1,500
Bednara [28] 2002 E(Fyo1), PB Virtex 1000-4 - 0 2270 440
Benaissa [29] 2006 E(Fq163), PB Virtex-E 2000 6,010 LUT, 504 FF, 12 BRAM F 804 1,200
Chelton [57] 2008 E(Fy163), PB Virtex-4 L200 16209 sl. O 19.55 51,120
Chen [58] 2007 E(F,), 256-bit 0.13 um CMOS 122000 gt. 1010 990
Cheung [59] 2005 E(Fy162), NB Virtex-1I 6000 — O 100 10,000
Daly [72] 2004 E(Fp), 160-bit Virtex-E 2000-6 3434 sl. O —

Daneshbeh [73] 2004 0.18 pum CMOS 35,000 gt. F — —
Eberle [87] 2003 E(F,i63), PB Virtex-E 2000-7 20,068 LUT, 6321 FF F 302.29 3,308
Ernst [94] 2001 E(Fyi55), NB XC4085XLA 63% of CLB 1290 775
Ernst [93] 2002 E(Fj113), PB AT94K40 96% of resources 1400 700
Gao [102] 1999 E(Fyss), NB XC4044XL 1626 CLB o) 370 2,670
Goodman [107] 2001 E(F,176), PB 0.25 um CMOS 2.9 x 2.9 mm? FI 6950 140
Gura [114] 2002 E(Fyies), PB Virtex-E 2000-7 20,068 LUT, 6321 FF (F)I 143.81 6,987
Gura [114] 2002 E(Fq163), PB Virtex-E 2000-7 20,068 LUT, 6321 FF FI 1554 644
Gura [115] 2002 E(Fyi63), PB Virtex-E 2000-7 F 930 1,075
Kerins [144] 2002 E(Fjis1), PB Virtex-E 2000-6 4,048 sl. F 5100 200
Leong [167] 2002 E(Fy113), NB Virtex 1000-6 1,410 sl. O 4300 230
Leung [168] 2000 E(F5113), NB Virtex 300-4 1,290 sl. e} 3700 270
Liu [173] 2006 E(Fyie3), PB Virtex-1I 2000 910 CLB and 1 BRAM 1900 530
Lutz [177, 178] 2004 E(Fyies), PB Virtex-E 2000 10,017 LUT, 1,930 FF 233 4,300
Lutz [177, 178] 2004 E1(Fq163), PB Virtex-E 2000 10,017 LUT, 1,930 FF 75 13,300
Mclvor [184] 2006 E(Fp), < 2256 Virtex-IT Pro 125-7 15,755 sl., 256 mult. 3860 260
Mentens [191] 2004 E(Fs5160), PB Virtex 800-4 150,678 equiv. gt. O 3801 260
Morales-S. [199] 2006 E(F,163), PB Virtex-1I 4000 7342 sl. O 1020 980

Tl = slice, gt. = gate, BRAM = BlockRAM, FF = Flip-Flop, mult. = embedded multiplier, M4K and M512 = Stratix II embedded memory blocks
2F = Flexible, O = Other designs also included in the paper, C = Countermeasures against side-channel attacks, H = HECC, B = Both Fym and F,,

M = Multiple point multiplications, I = Includes other operations, e.g., SHA-1, T = 7-adic converter

Continued on next page. ..



Reference Year Curve Device Area requirements’ Features? t (us) T (ops)
Nguyen [212] 2003 E(Fy233), PB Virtex-II 6000 39% of 33,792 sl. O 2979 336
Okada [214] 2000 E(F,i03), PB Flex 10K 250-2 F 80300 12
Okada [214] 2000 E; (Fy163), PB Flex 10K 250-2 — F 45600 22
Orlando [220] 2000 E(F,i67), PB Virtex-E 400-8 3002 LUT, 1769 FF, 10 BRAM o) 210 4,800
Orlando [221] 2001 E(Fp), P-192 Virtex-E 1000-8 11,416 LUT, 5,735 FF, 35 BRAM 3000 330
Oztiirk [224] 2004 E(Fp), (267 +1)/3 0.13 um CMOS 34,390 gt. 0 3100 320
Ors [222] 2003 E(Fp), 160-bit Virtex-E 1000-8 11,227 LUT, 6,959 FF 14414 69
Peter [225] 2007 E(Fa163), PB 0.25 um CMOS 1.0 mm? (F)O 83 12,000
Potgieter [227] 2002 E(Fq163), PB Spartan-IT 200 — F 3776 260
Rodriguez-H. [241] 2004 E(Fq1901), PB Virtex-E 2600 17630 sl. 63 16,000
Rosner [243] 1998 E(F(gs)21), PB XC4062XL-1 1810 sl. o) 4470 220
Sakiyama [249] 2006 E(Fs163), PB Virtex-1I Pro 30 8450 sl. FOH 280 3,600
Sakiyama [251] 2007 E(Fp), 256-bit Spartan-IIT 5000-5 27597 sl. O 17700 56
Sakiyama. [250] 2007 E(F,i03), PB 0.13 im CMOS 115000 gt. (F)OH 29 34,000
Saqib [252] 2004 E(Fyi01), PB Virtex-E 3200 18314 sl., 24 BRAM 56.44 17,700
Satoh [255] 2003 E(F,ic0), PB 0.13 im CMOS 106,659 gt. FB 190 5,300
Satoh [255] 2003 E(Fp), 192-bit 0.13 um CMOS 106,659 gt. FB 1440 700
Schroeppel [259] 2002 (F(289)2) PB 0.5 um CMOS 191,000 gt. I 4400 230
Shu [262] 2005 E(Fji63), P Virtex-E 2000-7 25,763 LUT, 7,467 FF O 48 21,000
Sozzani [270] 2005 E(Fyi63), P 0.13 um CMOS 0.66 mm? 27 36,805
Zhou [310] 2007 E(Fji63), P Stratix IT S15C3 6589 ALUT, 5777 FF, memory I 750 1,300
III 2004 E(Fji63), P Virtex-1I 8000-5 18,076 sl. O 106 9,400
v 2007 E(Fgi63), NB Stratix II S180C3 11,800 ALM, several M4K O 48.88 20,458
v 2007 E1(Fy163), NB Stratix IT S180C3 13,472 ALM, several M4K oT 25.81 49,318
v 2007 E1(Fg163), N Stratix II S180C3 67,467 ALM, 305 M4K, 240 M512 MT 114.2 166,000
VI 2007 E1(Fyie3), P Stratix IT S180C3 26,148 ALM O 4.91 203,670
VII 2008 E1 (Fy163), P Stratix IT S180C3 16,930 ALM, 21 M4K MT 16.36 161,290
X 2006 FEq(Fgie3), N Virtex-II 2000-6 8,745 sl., 10 BRAM, 2 mult. T 35.75 28,000
XI 2008 FE1(Fpie3), N Stratix IT S180C3 8799 ALM, 36 M4K, 20 M512, 4 DSP T 35.04 28,500
XI 2008 FEq(Fs163), N Stratix IT S180C3 28328 ALM, 66 M4K, 52 M512, 4 DSP T 13.38 74,700

Tl = slice, gt. = gate, BRAM = BlockRAM7 FF = Flip-Flop, mult. = embedded multiplier, M4K and M512 = Stratix II embedded memory blocks
2F = Flexible, O = Other designs also included in the paper, C = Countermeasures against side-channel attacks, H = HECC, B = Both Fom and Fy,
M = Multiple point multiplications, I = Includes other operations, e.g., SHA-1, T = 7-adic converter



Mentens et al. [191] presented an implementation for F, using Montgomery
multiplier. Rodriguez-Henriquez et al. [241] presented an implementation com-
puting Montgomery point multiplication with Karatsuba multipliers over Faio1.
The paper also studied parallelization and concluded that up to four multipliers
can be used in speeding up Montgomery point multiplication. Slightly improved
results were presented in [252]. Bajracharya et al. [20] discussed implementa-
tion on a reconfigurable computer similarly as in [212] with different design
parameters and considerably improved results. Oztiirk et al. [224] presented a
low-power ASIC implementation for ECC over F,. The cost of modular opera-
tions was reduced by introducing modulus scaling techniques and a new inver-
sion algorithm together with an efficient hardware implementation. Daneshbeh
and Hasan presented an ASIC-based implementation utilizing combined mul-
tiplier and inverter in [73]. The implementation handled different irreducible
polynomials and field sizes. Daly et al. [72] introduced an FPGA-based ALU
supporting AB/C operation in F,, using Montgomery representation.

In 2005, Sozzani et al. [270] discussed ASIC implementation of ECC and pre-
sented an implementation capable of computing both Montgomery point multi-
plication and binary method at the same time. This was achieved by prioritizing
multiplier for multiplication-intensive Montgomery point multiplication and in-
verter for inversion-intensive binary method in A. ECC was also compared to
RSA and it was concluded that ECC is both faster and more area efficient.
Batina et al. [24] presented an implementation which takes side-channel attacks
into account on all design levels. Cheung et al. [59] introduced a customizable ar-
chitecture and provided several implementations which were generated with an
automated design generator. They also independently showed how Montgomery
point multiplication can be computed with four parallel multipliers similarly
as in [241]. Also the problem of comparing designs on different FPGAs was
addressed by studying the implementations on different Xilinx FPGAs. Shu
et al. [262] presented high-speed implementations utilizing parallel multipliers
specialized for certain operations.

In 2006, Batina et al. [25] compared ECC and HECC. They concluded that
HECC is faster but requires more area. However, they used binary method in
P for ECC which is not the most efficient method. Liu et al. [173] proposed
a method for computing point multiplication with shared LUTs in multipliers
suggested in [123]. Benaissa et al. [29] presented a new word-level multiplier
for arbitrary irreducible polynomials and provided point multiplication timings
with a processor using the multiplier. Mclvor et al. [184] studied implementa-
tion of ECC over IF),. Their processor included a new combined modular inverter
and bit-parallel multiplier. Morales-Sandoval and Feregrino-Uribe evaluated
different implementation techniques and parallelization alternatives in [199].
They targeted implementations especially to mobile applications. Sakiyama
et al. [249] presented a processor for both ECC and HECC. They exploited
parallelism in operations and provided comparisons between ECC and HECC
and concluded that ECC is faster. Another study from the same authors [250],
continuing the work of [249], described a parallelized ASIC implementation of
ECC and HECC and also preferred ECC. Ansari and Hasan [12] introduced a
carefully implemented processor where the multiplier is always kept busy with
no idle cycles. The processor implemented Montgomery point multiplication
with polynomial basis.

In 2007, Sakiyama et al. [251] presented a reconfigurable ALU supporting



RSA and ECC over 256-bit F,. They concluded that ECC outperforms RSA
by about factor of two. Chen et al. [58] presented a systolic array based archi-
tecture for F,, arithmetic and used it for ECC. Ansari and Wu [13] presented
an ECC implementation employing an efficient digit-serial multiplier in poly-
nomial basis and utilized parallelism in point operations which resulted in a
fast ECC implementation. Peter et al. [225] studied the effects of support-
ing several irreducible polynomials in ECC implementations. They concluded
that supporting a few irreducible polynomials can be done without major de-
crease in speed and increase in area. However, supporting arbitrary irreducible
polynomials is costly but, nonetheless, considerably more efficient than soft-
ware. Zhou et al. [310] presented an implementation on a Nios II soft-core
processor utilizing custom functions for multiplication and inversion. Hence,
the implementation falls to the class (e) in the classification of Fig. 3.4. They
concluded that considerable speedup is achieved with the approach compared
to pure software on Nios II. In 2008, Chelton and Benaissa [57] presented an
implementation which appears to be the fastest FPGA-based implementation
using general curves. Their processor utilized a carefully pipelined multiplier
and supported custom instructions: multiply-accumulate, multiply-square, and
repeated-square. The processor achieved point multiplication times of 19.55 us
and 33.05 us in a Virtex-4 and Virtex-E FPGAs, respectively.

As can be seen above, a large number of ECC implementations have been
published. The implementations target to various applications with differ-
ent requirements and introduce numerous different implementation techniques.
Hence, the following discussion is presented in order to provide an overview of
the implementations and to ensure fairer comparison in Sec. 6.5.5.

6.5.1 Typical Structure of ECC Processors

The most typical structure of an ECC implementation is depicted in Fig. 6.2.
Such a structure can be identified from a large majority of publications discussed
above. It can be found also from implementations presented in ITI-V, X, and
XI. The structure includes a Field Arithmetic Processor (FAP) which supports
arithmetic in F,. FAPs always include dedicated processing units at least for
multiplication and addition and memory or registers for storing elements of F,.
An FAP implements the lowest level of the hierarchy of Fig. 6.1 and higher
levels are implemented in control logic with a Finite State Machine (FSM)
and/or microcode. If both FSM and microcode are used, the FSM implements
the highest level of the hierarchy while point operation level is implemented
with the microcode.

Depending on Iy, other operations besides multiplication and addition are
also commonly supported. Squaring is typically supported for Fom whereas I,
implementations usually include an inverter. The reasons are obvious: Squaring
is very cheap in Fom, especially in normal basis or with a fixed irreducible poly-
nomial, and inversion in [F, would be very time consuming without a dedicated
inverter. If an inverter is not available, inversion is computed with Fermat’s Lit-
tle Theorem, (4.19). However, inverters are commonly included also for Fom , es-
pecially, with polynomial basis. Other operations that may be supported include
shifts, comparisons, and custom-instructions, such as multiply-and-accumulate.

Control logic for an FAP is usually, but not always (see e.g. [115]), included
in implementations presented in the papers. FAPs which do not include control
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Figure 6.2: Typical structure of an ECC implementation. (*) not necessarily available
in all FAPs.

logic can be used only in a close relationship with a controlling processor, i.e., in
the classification of Fig. 3.4, they can be used as coprocessors (c), reconfigurable
function units (d), or embedded processing units (e). All implementations pre-
sented in the publications of this thesis include control logic and, therefore, they
can be used in all roles given in Fig. 3.4, although their sizes probably prevent
their use as a reconfigurable function unit.

6.5.2 Parallelism in ECC Processors

The possibility of using parallelism is the key factor that gives advantage for
FPGA (and ASIC) implementations, but the use of parallelism in ECC is far
from trivial. Because multiplications dominate in costs of point operations (if
projective coordinates are in use), efficient computation of multiplications is
emphasized in almost all published implementations. Use of parallelism is easy
in finite field operations as discussed in Ch. 4. However, highly parallelized
multipliers, i.e., bit-parallel or digit-serial with large digit size, have poor area-
latency efficiencies which degrade their feasibility in practice. Besides, when an
area of a multiplier grows, routing in the place & route becomes much harder
which degrades results even further. These aspects were studied in IV.
Another approach is to reduce the number of multiplications on the critical
path by using multiple multipliers. This utilizes parallelism in point operations.



However, data dependencies prevent achieving full multiplier utilization with
parallel multipliers which leads to poor area-latency efficiency. For example,
point addition and point doubling of Montgomery point multiplication can be
computed with critical paths of six, three, or two multiplications with one, two,
or four multipliers, respectively [59, 241]. Hence, full multiplier utilization can
be achieved only with one or two multipliers.

The situation is even worse when parallelism is utilized on the highest level
of the hierarchy of Fig. 6.1. Point multiplication algorithms are recursive and,
thus, contain only limited amounts of intrinsic parallelism. For example, point
operations in Alg. 6.1 must be computed recursively because the result of a point
addition is needed in point doublings, and vice versa. However, point addition
and point doubling can be computed in parallel in Montgomery point multi-
plication, Alg. 6.2, [241, 262] and right-to-left binary method [212]. Beyond
that, consecutive point operations must be computed recursively, which limits
the amount of exploitable parallelism. However, this problem can be circum-
vented with Koblitz curves by exploiting the inexpensiveness of Frobenius maps
as shown in IV. It is also possible to use more parallelism in point operations
by interleaving successive point additions as shown in VI. Sozzani et al. [270]
took another approach by computing two point multiplications simultaneously
with different algorithms, one of which is multiplication-intensive and the other
which is inversion-intensive.

6.5.3 Flexibility of ECC Processors

In many practical applications, implementations must handle elliptic curve op-
erations with various different parameters, such as curve, field size, etc. In such
applications, support for all parameters must be implemented. This support is
referred to as flexibility. It is one of the most important features determining
speed and area requirements of an implementation and, therefore, comparing
designs with different levels of flexibility is difficult.

Many implementations having the structure of Fig. 6.2 provide inherent flex-
ibility on the two highest levels of the hierarchy of Fig. 6.1, e.g., point operations
can be modified easily by uploading a new microcode. On the other hand, the
same point multiplication algorithms and even point operation formulae can be
used for a variation of curves which limits the need for such flexibility. However,
if an FAP fails to support different finite fields, an implementation using that
FAP is always limited to only few elliptic curves, and it cannot be considered
flexible. Hence, support for various finite fields is the feature that has the most
crucial effect on flexibility.

At simplest, limited field flexibility can be achieved by including specific
circuitries for a small number of fields. For example, support for a few binary
fields with polynomial basis can be achieved with specific reduction circuitries
for a few irreducible polynomials. This approach provides adequate flexibility
for many applications without major decrease in speed. However, the approach
is not viable if a large number of fields must be supported.

Reduction with an arbitrary irreducible polynomial is iterative which makes
it inherently slow. However, it can be computed fairly efficiently with methods
such as the partial reduction [115]. On the other hand, fixed reduction circuitry
can perform an entire reduction in one clock cycle with a high clock frequency
with a few XORs if the polynomial is sparse (e.g., trinomial or pentanomial).



Combination of the two above approaches, i.e., combining the support for
both arbitrary and specific irreducibles as shown in [87, 114, 115], is a viable
solution in many practical applications. Reduction circuitries for specific irre-
ducible polynomials provide fast computation for a few frequently used fields
while arbitrary fields are supported by a slower generic reduction circuitry. How-
ever, even this approach restricts to binary fields with polynomial basis.

Normal bases do not suit well for flexible designs. Although it is easy to
design flexible adders and squarers for normal bases, multipliers supporting
arbitrary fields cannot be implemented efficiently, because they would need to
support multiple F-functions; see Sec. 4.3.2. Therefore, an implementation
should include circuitry for computing different F-functions on-the-fly and it
should be able to update the F-function circuitry accordingly. At least to the
author’s knowledge, such multipliers have not been published, and it is hard to
see how such multipliers could be devised without serious reductions in speed
and increases in area.

Thus far, only flexibility of Fom has been discussed. Support for both Fom
and I, can be added by utilizing techniques discussed in Sec. 4.5. It should be
noted that F, is slower than Fom, and speedups compared to software are also
considerably lower.

Flexibility is more crucial for ASICs than for FPGAs because FPGAs can
provide flexibility through reprogramming; see the advantages provided by re-
programmability from Sec. 3.2. Of course, if parameters need to be changed
frequently, reprogramming times start to dominate which makes this approach
unpractical and, thus, flexible FAPs may be needed in FPGAs as well. Any-
how, design flexibility is undoubtedly more important in ASIC implementations
where designs cannot be changed after manufacturing.

6.5.4 Optimizations for Specific Curves or Algorithms

The structure of Fig. 6.2 can be applied in elliptic curve point multiplication
over all sets of parameters, e.g., coordinate systems. However, structures opti-
mized for certain operations have been presented and they provide considerable
speed increases with the expense of reduced generality. A specific structure for
Montgomery point multiplication was presented in [241]. Point addition and
point doubling are computed in parallel with processing units build around one
multiplier and several registers. Control logic is very simple: Only the bit k;
is used for selecting the inputs of point addition and point doubling processing
units, see Alg. 6.2. However, the structure does not include logic for (6.12), i.e.,
it outputs only X and Z coordinates of the result point, . Similar approach
was presented in [262], but their implementation included a specific processing
unit also for coordinate conversions.

The structure of Fig. 6.2 can be optimized for Koblitz curves by attaching
squarers to the registers holding @ [178]. This enhances the performance on
Koblitz curves without sacrificing generality. The architecture of VI can be
seen as an adaptation of the ideas of [241, 262] to Koblitz curves, although
the architecture also utilizes point operation interleaving allowing even further
improvements in speed. The structure of VII builds upon VI and introduces
specific units for precomputations, 7-adic conversions, for-loop computation,
and coordinate conversion.

Complex instructions, e.g., A(B+D)+C in [250] or a(z)b(z)/c(x) mod p(z)



in [144], can be seen as optimizations for specific algorithms. For example,
a(x)b(z)/c(z) mod p(x) is useful for point operations in A, but it has little use
with projective coordinates.

6.5.5 Comparisons

Details of published ECC designs have been collected into Table 6.3. Fair com-
parison is extremely difficult (confer AES implementations) and all issues dis-
cussed in Sec. 5.3.3 cause difficulties also for ECC comparisons. However, com-
paring ECC designs is even more difficult because the variety of implemented
algorithms is larger and this variety has great impacts on implementation re-
sults. For instance, curves and field sizes have major influences on both speed
and area requirements, as can be seen, for example, from the tables in VI which
list implementation results with different field sizes. Nevertheless, certain imple-
mentations that represent the state-of-the-art are given in the following together
with estimates of how designs presented in III-VII, X, and XI compare with
other published designs.

To the author’s knowledge, the fastest design for general curves was pre-
sented by Chelton and Benaissa in [57] where point multiplication time 19.55 us
was achieved on NIST B-163 with a Virtex-4 FPGA. The fastest design for
Koblitz curves is given in VI for NIST K-163 on which point multiplication takes
4.91 us in a Stratix II FPGA excluding 7-adic conversions. When throughput
is considered instead of computation time, the implementations presented in V
and VII outperform other published designs, because they are the only ones
optimized for high throughput, with the exception of [270], i.e., throughput is
simply the inverse of computation time for other designs. The most compact
implementations given in Table 6.3 use parameters which are insecure, but com-
pact implementations using secure parameters are given, for example, by Liu
et al. in [173] and Orlando and Paar in [220]. Compact implementations for
both general and Koblitz curves are listed also in IV. However, very compact
FPGA-based implementations are still missing from the literature. Support for
arbitrary irreducible polynomials was achieved efficiently by Eberle et al. in [87]
with a technique called partial reduction. They also included fixed reduction
circuitries for specific irreducible polynomial in order to accelerate their com-
putation [87, 114, 115]. When support for both Fom and F,, is needed, a good
option is the implementation presented in [255].

Table 6.3 shows that the designs of this thesis compare favorably with other
designs from the literature. The implementations are faster than most other
published implementations and, in fact, VI and VII utilizing Koblitz curves
represent the fastest published ECC implementations. The fastest general curve
implementation, which was presented in [57], outperforms the implementations
presented in IV, but it used polynomial basis whereas IV uses a normal basis.
Table 6.3 also shows that Koblitz curves give considerable enhancements in
speed compared to general curves. They are more than twice as fast as general
curves even including the time of 7-adic conversions. Koblitz curves are therefore
highly feasible alternatives in applications requiring very fast computation.

The area requirements of implementations of this thesis are quite large. They
prevent using the implementations in constrained applications, but the area re-
quirements are in line with other published implementations. Besides, the values
given in Table 6.3 reflect only the area requirements of the fastest implementa-



tions and smaller implementations were also presented in the publications. All
architectures presented in the publications are also scalable in the sense that
speed can be traded off for smaller area. In the publications, the target has been
in high speed which has resulted in large area requirements but, for example,
Tables VII and VIII of IV show that compact designs can be realized with the
same architectures.

The use of fixed parameters, especially, fixed fields, give a large speed advan-
tage compared to flexible designs and, hence, the implementations of this thesis
are not comparable with flexible designs. It has been shown that fixed designs
are at least about twice as fast as flexible designs [87]. However, because the
implementations of this thesis use FPGAs, the disadvantages of fixed designs

are reduced as flexibility can be achieved in many cases by reprogramming the
FPGA.



Chapter 7

Results

HIS CHAPTER summarizes the main research results of this thesis and identi-

fies their significance to the research field of cryptographic implementation.
Details, such as exact computation times, etc., are not considered in this chapter
but they are available in the appended publications. The contributions of this
thesis are twofold as they relate to either AES or ECC, and they are discussed
separately in Secs. 7.1 and 7.2, respectively.

7.1 AES-related Contributions

AES was discussed in I, which surveyed and compared AES implementations,
and II, which presented a fast AES implementation for FPGAs. The following
two sections discuss their results.

7.1.1 AES Surveys

The survey provided in I gave an overview of secret-key cryptographic imple-
mentations using FPGAs, as well as hash algorithms. The emphasis was on
AES and the survey was the first review concentrating to high-speed implemen-
tations; to the author’s knowledge, FPGA implementations of AES had been
reviewed only in [293] where the emphasis was on security questions of FPGAs
as implementation platforms. The implementations were compared both in
terms of throughput per slice and throughput per area which consisted of the
slice and BlockRAM utilization. A fairer comparison was provided than in
other comparisons which had only considered slice count. However, even the
new metric cannot provide an unconditionally fair comparison as discussed in
Sec. 5.3.3. Nonetheless, the survey provided valuable information of the state
of FPGA-based AES implementations at the time of publication.

The survey presented in Ch. 5 should be considered as a contribution of this
thesis as well because, to the author’s knowledge, it is the most comprehensive
and up-to-date review of published ASIC and FPGA implementations available
in the literature at the time of writing this thesis. Thus, it complements other
reviews previously presented in the literature, such as I and [118, 120, 293].



7.1.2 Fast AES Implementation

The main contribution of the implementation of IT was its speed. In retrospec-
tive, the approach taken in IT is not the most efficient because it computes the
entire encryption in F(54y2. The design could be improved also in many other as-
pects; for instance, the pipeline should be balanced better and the isomorphisms
should be optimized. Nonetheless, the implementation of IT was the fastest pub-
lished implementation of AES-128 encryption at the time of publication and
presented the first published FPGA implementation utilizing composite fields.
Hence, despite it weaknesses from the current point-of-view, it represented the
state-of-the-art in achieved throughput at the time of publication, and it is still
cited many recent publications.

7.2 ECC-related Contributions

The main contributions of this thesis relate to ECC, and ECC was the subject
in ITI-XI. The focus was on high-speed implementation using parallelism. Op-
erations of ECC are recursive in nature which restricts the use of parallelism. In
this thesis, methods enabling increased parallelism were studied and developed.
They resulted in faster implementations than existing methods, as shown in
the comparison of Sec. 6.5.5. The studies considered both general and Koblitz
curves, the emphasis being in Koblitz curves.

The implementations presented in IV-XI use curves specified in [205], i.e.,
the NIST curves, and III uses curves from [52] recommended by SECG. Despite
this fact, the contributions of this thesis are curve independent in the sense that
they can be easily adapted to curves defined in different standards, or even
to non-standardized curves. Of course, the methods developed specifically for
Koblitz curves set restrictions for curve selection but even they are not restricted
to any particular Koblitz curves.

7.2.1 ECC Implementations for General Curves

General curves were studied in IIT and IV. A fast and scalable architecture
suitable for an automated VHDL generator [137] was presented in ITI. The
architecture was optimized for the 4-to-1-bit LUT structure of the target FPGA.
It was shown to result in very fast point multiplication times, including some
of the fastest results available in the literature at the time of publication. In
retrospective, the weakest link in the implementation was the use of a large
control FSM which resulted in a large circuitry.

One of the key publications of this thesis, IV, also considered general curves.
The main contribution of IV concerning general curves was that it illuminated
the effects of parallelization in ECC implementations which was not adequately
addressed in the existing literature. A generic architecture was presented and
tools were provided for analyzing parallelization on different levels of the hier-
archy of Fig. 6.1. The paper concluded that large field multipliers are inefficient
and better results are obtained with several smaller multipliers in parallel.



7.2.2 Utilizing Parallelism with Koblitz Curves

Koblitz curves were considered in IV-XI. The main contribution of IV, es-
pecially useful for Koblitz curves, was the method to parallelize point multipli-
cation for several FAPs. The method resulted in implementations which were
faster and required less area than traditional implementations utilizing either
one large field multiplier or several smaller ones.

Throughput maximization with parallel FAPs was studied in V. It was
concluded that allowing slightly longer computation times for single operations
results in a considerably higher throughput because more parallel FAPs fit into
an FPGA. This conclusion is, again, due to the fact that multipliers with large
digit sizes are ineflicient. Improvements to precomputation algorithms related
to three-term multiple point multiplications were also developed and they were
shown to provide major enhancements compared to a straightforward approach.
To the author’s knowledge, V was the first paper presenting ECC implemen-
tations which prioritize throughput over computation time of a single point
multiplication. Arguably, the focus in high-speed ECC implementations will
shift to high throughput in the future. The reasons are that the computation
times achievable with current knowledge are adequate for most applications, but
there is still a need for higher throughput. Furthermore, increasing throughput
by shortening computation time increases area considerably, whereas parallel
processing leads to high throughput with reasonable area, as shown in V.

The parallelization methods presented in IV and V utilized parallelism on
the highest level of the hierarchy of Fig. 6.1. Data dependencies restrict efficient
use of parallelism on the middle level of the hierarchy, but observations made
in VI helped to circumvent this problem by interleaving consecutive point ad-
ditions. Hence, the method utilized parallelism on both the highest and middle
levels of the hierarchy. The proposed method was shown to be highly feasible
and scalable in practice. It resulted in the shortest point multiplication times
available in the literature today. The same idea was used in VII, which in-
troduced also further optimizations by utilizing similar structures of window
methods and multiple point multiplications. An FPGA implementation with
both short computation time and high throughput was achieved by designing
optimized processing units for different parts of the algorithms.

These results prove that highly specialized implementations, which use large
amounts of parallelism and features of specific curves, can provide very large
speedups compared to more general implementations. Such specializations can
be done in FPGAs without major reductions in generality of the system because
an FPGA can be reprogrammed if other parameters are needed. The results also
demonstrate the efficiency of Koblitz curves in hardware implementations. Prior
to this thesis, only few publications had discussed implementations using Koblitz
curves, but this thesis shows that Koblitz curves give major speed improvements
even with 7-adic conversions. Hence, the results of this thesis can improve
the attractiveness of Koblitz curves in hardware implementations and, as a
consequence, also their use in practical systems.

7.2.3 Efficient Converters for Koblitz Curves

Because point multiplication times have been reduced to only a few microsec-
onds, the traditional approach to compute 7-adic conversions in host processors



as in [178, 214] is not a viable solution as it becomes the bottleneck. Hence,
efficient hardware implementations of 7-adic conversions are necessary. Hard-
ware implementations of T-adic conversions were not presented in the literature
prior to VIII and IX and, thus, they delivered undeniable novelty. Algorithm
modifications and an efficient implementation for converting integers into the
TNAF were presented in VIII. The implementation was later used in IV, V,
and VII. The converter from IX performs conversions to the other direction,
from 7-adic representation to binary integer. Such conversions are useful in
applications where random 7-adic expansions are used but also their integer
equivalents are needed. Such applications include, for example, ECDSA with
Koblitz curves. They could be realized with the converter of VIII as well, but
the conversions of IX provide performance improvements because they can be
computed in parallel with point multiplications.

7.2.4 Adaptation of the DBNS to Koblitz Curves

An adaptation of the DBNS to 7-adic representations was proposed in X where
k was represented as ), ; ki j7'(t — 1)7. The representation was considerably
sparser than the 7NAF and, as a result, achieved point multiplication times
were shorter. The paper also presented a variation using three bases which has
serious theoretical significance because it results in the first provably sublinear
point multiplication algorithm for Koblitz curves. Different adaptations with
the form Ei’j ki ;j7'37 were proposed almost at the same time with X in [15,
16], but their practical usefulness was not verified. However, the results of
the FPGA implementation proved that the representation suggested in X was
indeed practical. The work of X was extended to a journal paper, XI, including
also a study of the inherent parallelism included in the DBNS. It was shown
that exploiting this parallelism leads to a very fast FPGA implementation.



Chapter 8

Conclusions

HIS THESIS studied implementation of cryptographic algorithms. The sub-
Tject has importance in many practical systems which use cryptographic al-
gorithms for improving security. Cryptographic algorithms are omnipresent in
modern communication in which information security, such as confidentiality
of communication or reliable authentication, are absolute necessities. The the-
sis studied techniques enabling fast computation of cryptographic algorithms
which cannot be achieved with software-based solutions. Hardware acceleration
is commonly required in important applications, such as heavily-loaded network
servers. Efficient implementation techniques are necessary in order to provide
high-security cryptographic algorithms to such applications and, hence, the sub-
ject has been studied intensively in both academia and industry. The focus of
the thesis was on a secret-key cryptographic algorithm, AES, which was studied
in I and II, and public-key cryptography algorithms, ECC, which were the topic
of ITI-XI. The most important contributions of the thesis consider ECC.

Because cryptographic algorithms are used in a variety of applications rang-
ing from low cost environments, such as RFID tags, to high speed systems,
such as optical networks, the requirements set for cryptographic implementa-
tions differ. The most important requirements in low cost environments are
low resource utilization and power consumption whereas high speed systems re-
quire short computation times and high throughputs. These requirements are
usually out of reach with general-purpose microprocessors which are too slow
and power consuming. On the other hand, ASICs are often too expensive and
they lack flexibility which is essential for many cryptosystems. All presented
implementations of this thesis targeted to FPGAs. However, many of the ideas
and architectures can be adapted to ASICs as well. The focus of implementa-
tions was on accelerating computation and, hence, the target applications are
environments which require very high computation speed.

In the introduction, Ch. 1, the scope of this thesis was described as finding
answers to certain questions. The first ones asked which algorithms are the
most suitable for hardware and how should they be improved in order to in-
crease suitability. As shown in this thesis, the answers to these questions depend
much on the implementation platform and target application. For instance, in



AES, both memory-based and combinatorial approaches, discussed in Sec. 5.2.1
and 5.2.2, respectively, have merits. Their mutual superiority depends on how
much memory is available and whether operations are pipelined, etc. On the
ECC side, this thesis showed that Koblitz curves are highly suitable also for
hardware implementations and they result in significant speedups compared to
general curves. It was also asked what kind of implementations provide the best
results. This thesis has answered this question in many ways. For instance, al-
though it is obvious that parallelism can improve the speed of implementations,
this thesis showed that it must be carefully studied where to focus parallelism
in order to maximize efficiency.

The thesis presented improvements both to algorithms and techniques for
implementing them. Improvements to algorithms included modifications that
made them more suitable for hardware implementations and reorganizations
that enabled increased amount of parallelism. Practical implementations were
presented in all publications and they exploited the results of the algorithm
modifications. Many of the implementations were the fastest ones available in
the literature at the time of publication which verifies the efficiency of both
implementations and techniques used in them.

Next, the contributions of this thesis are shortly revisited, and certain topics
for future research are pointed out, first, for AES and, then, for ECC. Efficient
implementation techniques of AES have been studied extensively in the litera-
ture and they have considerable importance in many practical systems because
of the wide distribution of AES. AES-related contributions of this thesis were
the surveys and comparisons of high-speed FPGA-based implementations (I,
Ch. 5) and an efficient combinatorial implementation (II). It can be concluded,
based on the discussion of Ch. 5, that hardware implementation of AES is a
mature field of research and it is unlikely that any new techniques considerably
improving implementations will emerge. This conclusion is supported by the
facts that techniques to implement AES have been extensively studied already
for several years and methods to implement AES in practically all applications
exist. However, introduction of some new features in FPGAs can produce a
small renaissance to the field because they can open new directions for imple-
mentations. Indications of such possibilities can be found from the very recent
papers [42, 86] which utilized the new Virtex-5 architecture. However, as stated
in [42], such improvements arise directly from the new architecture and do not
necessarily include any theoretical novelty.

As mentioned, the most important contributions relate to ECC. They in-
clude techniques increasing speed of ECC computations, especially studies on
parallelization of ECC operations, and issues related to Koblitz curves. Sev-
eral methods and architectures were presented for Koblitz curves including new
methods to utilize parallel processing (IV, V), a method to interleave point ad-
ditions (VI, VII), architectures for conversions needed for Koblitz curves (VIII,
IX), and an adaptation of the DBNS which was shown to be highly feasible with
an FPGA implementation (X, XI). There exist a plethora of published ECC
designs as well. Despite the amount of work that has been done, the field of
ECC implementations has not been fully matured and certain open problems
still exist. Although basic solutions for implementing ECC are available and
well-known, means to include ECC in very demanding environments requiring,
e.g., very low cost or high throughput, are not fully known. Minimizing area
requirements is indispensable in order to provide ECC, or any kind of high-



security public-key cryptography for that matter, to low-cost environments. It
has started to gain interest in the community [23, 116] and will probably be
an important research topic in the near future. Combining low area require-
ments with efficient side-channel countermeasures, which are essential because
of the viability of side-channel attacks in low-cost environments, is a challenging
task that requires more research. On the other hand, the focus in high-speed
implementations will probably shift to high throughput in the future. The rea-
sons are that, arguably, adequately short computation times are achievable with
current knowledge, but there would still be need for higher throughput. Nat-
urally, throughput can by improved by shortening computation times but such
an approach easily leads to poor area efficiency, whereas parallel processing pro-
vides more area efficient solutions, as shown in V. To the author’s knowledge,
the first studies focusing on maximizing throughput were presented in V and
VII. New algorithms and curves providing more efficient computations have
been introduced even recently, e.g., [31], which naturally increases also the need
for hardware implementation related research. Another topic, which will prob-
ably attain interest in the community, is implementation of hash algorithms.
When NIST decides the finalists of the new hash algorithm competition, their
hardware implementation will likely be an active research topic.

To conclude, this thesis has increased knowledge of how to accelerate com-
putation of mainstream cryptographic algorithms with hardware accelerators,
implemented specifically in FPGAs. The most important results are those en-
abling faster computation of ECC by using increased parallelism because they
show that high-security public-key cryptography can be used also in computa-
tionally demanding systems. The publications of this thesis include the fastest
reported ECC implementations currently available in the literature. The contri-
butions of the thesis can be directly adapted to practical systems. Consequently,
they can—in their part—enable increasing use of high-security cryptographic
algorithms in various practical systems and, thus, improve the quality of such
systems.
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