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Introduction of mobile high-capacity networks, as well as the widespread penetration of
powerful mobile handsets provide a good basis for the development of peer-to-peer
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as a suitable method for evaluating emerging mobile services. Consistent and coherent learning
scenarios that were developed using the proposed methodology are also presented.

On the technical level, the dissertation presents P2P system architectures, protocols, and
algorithms that enable the provision of community services in the mobile environment. In
particular, the dissertation describes the world first resource sharing system that works on top
of SIP networks. The system enables mobile phone users to share resources with each other
and does not require any changes to the basic SIP infrastructure. A Social DHT architecture
that allows for efficient formation of mobile communities is also presented. The dissertation
shows how the P2P infrastructure can become a feasible cost efficient replacement for a mobile
infrastructure by presenting a Distributed IP Multimedia Subsystem as well as a pioneering
new mobile P2PSIP system for real-time communication services. The dissertation discusses
an implementation of a P2P system that allows mobile phone users to search for knowledge in
their trusted social communities overcoming the problems identified in the business study of
the dissertation. The results of measurements and trials conducted show the technical
feasibility of mobile community service provisioning using P2P technology.
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1.Introduction

Peer-to-Peer overlay networks have gained tremendous public attention
during recent years. Peer-to-peer (P2P) networks have enabled Internet us-
ers to freely share resources such as music files, digital movies and pictures,
to share knowledge as well as communicate with other people with the min-
imum assistance of centralized servers. Nodes in peer-to-peer networks
called peers act both as servers and clients in contrast to the client-server
model where the relatively low number of servers provide a service to a
large number of clients. In the P2P networks any peer may provide services
to other peers utilizing its own resource such as bandwidth, storage space,
computing resources, and power. P2P technologies have gained popularity
because of their high scalability, low OPEX and CAPEX, self-configuration,
and identity protection features.

The peer-to-peer revolution was launched in October 1999 with the intro-
duction of the Napster content sharing service. Its easy to use interface, that
enabled access to unbounded free music resources, induced its widespread
popularity and an extremely rapid growth.

The increasing number of Napster users provoked a concern about the fu-
ture of the music industry. Napster became a threat to labels and the Re-
cording Industry Association of America (RIAA). A couple of months later
RIAA sued Napster for copyright infringement. The industry argued that
Napster was contributing to massive copyright violations, as Napster users
shared tens of thousands of songs every day. On February gth 2001, a Cir-
cuit Court decided that Napster violates copyright law and ordered Napster
to install filters and blocks to prevent transfer of copyrighted material. The
Napster trial, however, has not finished this music industry headache. New
services such as Gnutella, Kazaa, and BitTorrent whose decentralized archi-
tecture makes it more difficult to shut them down, have been launched.
Moreover, they allowed the sharing of content with other Internet users
without revealing user identities.

Napster has not only changed the conditions under which the copyright
law is applied, but what is more important, it has altered the landscape of
music retailing. New possible business models that have emerged together
with free file sharing services have caused big changes in the economics of
music distribution. It was only the beginning of the Internet revolution in
content distribution.

P2P technology also entered other market segments such as real-time
communication, Internet TV and video distribution bringing fundamental



changes to both fixed and mobile markets. SKYPE is an example of P2P re-
al-time communication service developed by the inventors of Kazaa, a con-
tent sharing service. Since August 2003, more than 300 million copies of
Skype’s VoIP software have been downloaded.

Skype allows Internet users to freely communicate over the Internet.
Skype provides similar services to traditional voice service operators but it
does not charge for calls inside its network even if they are international
calls. Skype is able to offer free calls because the cost of operating the ser-
vice (OPEX) and customer acquisition is smaller than in telecom networks
that have to maintain various servers and assist users in software/hardware
configuration. P2P technology allowed Skype to distribute voice servers
among end-user devices. The scalable P2P architecture that provides self-
configuration and automatic reaction to failures allowed Skype to easily in-
crease the size of their network to millions of users.

P2P applications, on the other hand, significantly increased traffic in the
operator networks forcing operators to invest in the upgrade of their infra-
structure [1]. Some of the operators used other means to deal with increas-
ing P2P traffic such as throttling, traffic shaping, policing, or started charg-
ing for excessive traffic [2][3].

1.1 P2P in the mobile domain

Such a spectacular success of the P2P systems would not have been possi-
ble without technological changes in the Information and Communication
Technologies (ICT) industry. Faster residential Internet connections, more
powerful desktops, and cheaper storage have been the main drivers stimu-
lating the P2P growth.

A similar technological change can also be observed in the mobile indus-
try. The introduction of high-capacity Third Generation (3G) and Wireless
Local Area Network (WLAN) networks, more powerful handsets with larger
memories and multimedia extensions provide a good basis for the devel-
opment of novel Internet services in the mobile environment.

Most of the current mobile content distribution and real-time communi-
cation platforms are implemented using the client-server architecture. The
importance of mobile person-to-person communication and popularity of
P2P content sharing services in the Internet raises a question about ap-
plicability of scalable peer-to-peer architectures in the mobile environment.

In the legacy content distribution platforms, a user searches for content
by navigating through an operator’s portal using a standard web browser or



by using a special application such as Apple iTunes. When the user locates
the desired content, he may download the content directly from a server
maintained by the service operator. Alternatively the content can be deliv-
ered to the user by the MMS messaging service. The legacy content distribu-
tion platforms were mainly designed to distribute professional content.

Another type of content distribution platform are mobile blogs. In con-
trast to the legacy content distribution platforms, mobile blogs allow mobile
phone users to post photographs, audio, text and video to their blogs or al-
bums that are stored in centralized servers. The content stored in a user’s
blog is immediately viewable using a standard web browser by other users.
The blogs are an incremental innovation. They allow for sharing user creat-
ed content but content distribution utilizes the standard client-server archi-
tecture.

Marketing platforms are yet another content distribution platform. A
marketing platform is a mobile content sharing application that enables us-
ers to find, buy, and recommend mobile content to other mobile users. The
system tracks what mobile content consumers are purchasing from central-
ized content servers and encourages them to recommend the content to
their group mates by sending messages (SMS, MMS or instant messaging)
to their buddies. The marketing platforms are similar to the legacy content
distribution platforms. They use client-server architecture for content dis-
tribution. The main difference is that they stimulate demand for a particu-
lar piece of content stored in the centralized servers using word-of-mouth
marketing.

Similarly, real time mobile communication systems such as the IP Multi-
media Subsystem (IMS) or conventional Session Initiation Protocol (SIP)
systems use the client-server model. They store user’s registrations or pres-
ence information and handle communication logic in centralized servers.

The presented platforms utilize a relatively small number of powerful
servers to provide services to users. In contrast to the described platforms,
in Peer-to-Peer networks content as well as user registrations and presence
data are distributed among P2P nodes that may be run on end user devices
such as mobile phones.

Because of the distributed nature of the P2P technologies, bringing the
P2P communication model to mobile networks is not straightforward. Mo-
bile devices have different constraints than their fixed counterparts. Let us
briefly discuss the constraints:

Battery consumption
In all kinds of battery-powered devices battery consumption is one of the

main problems. In the P2P overlay networks, peers perform various func-



tions necessary for maintaining the P2P overlay such as routing incoming
messages, maintaining connections with other P2P nodes, updating the
network topology, and storing data on behalf of other nodes. All of these
operations increase battery consumption. We can distinguish two states in
the operation of P2P software: idle and active state. The idle state repre-
sents a state when peer software runs in a battery-powered device but a us-
er does not use any services provided by the P2P overlay network. As it will
be discussed in Chapter 4 the battery of a mobile phone running P2P soft-
ware may be drained in just 5 hours in the idle state. The active state in-
cludes all operations of the idle state and additionally operations related to
the service usage by the user of the device. The battery consumption is even
higher in the active state. However, the active state is limited in time. The
time when a device is in the active state depends on service usage patterns.
In contrast to P2P content sharing networks, VoIP sessions are rather short,
typically lasting as long as phone calls. On the other hand, an average user
is most likely to initiate more VoIP sessions than content downloads every-
day.

Bandwidth consumption

The P2P overlay protocols and P2P overlay network architectures must be
optimized: first to reduce potential charges incurred by transmitting data
over the air interface and to limit the overall traffic in the mobile networks
especially in the access networks.

Being connected to the P2P overlay nodes and performing all of the over-
lay functions requires transmission of data over the expensive air interface.
Moreover, usage of P2P services requires transmission of additional data
over the air interface. P2P software may transmit and receive even 1MB of
data every hour of operation being in the idle state. This is unacceptable for

many users.

NAT traversal

In contrast to servers operated by mobile operators or Internet service
providers, typically mobile phones are behind Network Address Translators
(NATs) that make them difficult to access by other network nodes. There
are mechanisms to traverse NATs such as the one presented in [P7], but
these mechanisms additionally increase traffic over the air interface and
consume battery power. A NAT traversal mechanism may require a device
to send keep alive messages to keep the binding in NATs and establish and
maintain a UDP/TCP or Datagram Transport Layer Security (DTLS)/
Transport Layer Security (TLS) connections towards other peers or a relay

server. Most peers are required to connect to more than one node. Typically



the more connections a mobile device needs to handle the faster the battery
is consumed and the more traffic is sent over the air interface [4][5].

Intermittent connectivity

Mobile devices may change their IP address by roaming to another access
point or may lose wireless network coverage. When a peer that stores a par-
ticular resource, such as user registration information or content, loses
connectivity with the overlay network the resource becomes unavailable for
other P2P overlay network nodes. On the other hand, as it is presented in
[P1] users of content sharing applications do not want to keep their P2P ap-
plication running all the time. Many respondents indicated that they switch
off their P2P applications after downloading the content. Moreover, be-
cause of the intermittent connectivity of a mobile device, a mobile P2P over-
lay network must allow P2P nodes to join and leave the overlay easily with

minimum overhead signaling for the whole network.

Limited resources

In addition, some small capacity devices such as low-end mobile phones
may have limited CPU and/or memory capacity that does not allow them to
run sophisticated P2P algorithms. A slow CPU may not allow a device to
execute P2P processes and handle transmitted messages. The memory can
be too small to store resources on behalf of other network nodes. Some mo-
bile devices may also have a narrow-band interface that is too slow for P2P

services.

Usability issues

Mobile devices have typically limited screen sizes and input capabilities,
such as a small keypad, that create different challenges in designing a user
interface than in full size personal computers. For example, displaying the
same amount of information on a small screen than on a 15-inch display

requires a user to scroll extensively to find a piece of information.

1.2 Contribution to knowledge

Because of the constraints just presented, it was not certain if the P2P ser-
vices that were well adopted in the fixed Internet could also be successfully
launched in the mobile environment. Is there any real customer need to use
such services? Is the idea feasible from both business and technical per-

spectives?



In this article dissertation research results and practical innovations are
presented on mobile community services that utilize P2P technologies. My
research goal was to design practical innovations. To be practical, innova-
tions need to go thru scientific research including theory development, user
studies and verification prototyping. After this and in addition to this, also,
a lot of engineering type of work is needed, before new innovations are
adopted. In this dissertation research results are discussed on two levels:
technical as well as business.

The article dissertation consists of an overview and 8 included publica-
tions. The overview links knowledge presented in 8 included publications
with a larger body of my research work and engineering type of work pre-
sented in Internet Drafts, patent applications and other conference papers

that were not included in the article dissertation but listed as references.

The main contributions presented in this thesis are:

1. Iresearched and designed architectures, protocols and algorithms
that enable efficient provisioning of community services in the mo-
bile environment. This work is presented in P2, P3, P4, P5, P7 as
well as in my IETF drafts [6][7][8][9][10] and patent applications
[11][12][13].

2. Iresearched and presented user requirements, needs and potential
business scenarios for community services in the mobile environ-
ment. This work is presented in P1, P5, P8.

3. Idesigned and implemented three mobile community services that
are based on P2P technologies namely: a content sharing service, a
knowledge sharing service and a real-time communication service.
This work is based on the results of my research on architectures,
protocols and algorithms as well as my user and scenario studies
discussed above. The services are presented in P2, P3, P5, P7. The
services were demonstrated at research conferences [14][15] and at
the Nokia World 2008 event in Barcelona.

4. Iresearched and presented how to distribute IP Multimedia Subsys-
tem infrastructure utilizing P2P technologies. This work is present-
ed in P6 as well as in the conference paper [16]. The patent has been

granted on this invention [17].

I also conducted supporting research activities that formed an input to
and complemented my research work in the main research areas presented
above. Among others I worked on the following research items. The results
of the supporting research are fully presented in publications that are listed

as references and are not part of the included publications:



a)

b)

c)

d)

e)

2)

h)

)

),

I researched technical constraints of mobile service provisioning in
large scale P2P mobile networks such as battery, traffic, as well as
mobile hardware constraints. The research led to the design of the
mobile P2P network architectures and protocols. This work is pre-
sented in [18].

I also studied P2P traffic in operator networks and surveyed P2P
traffic management mechanisms. This work is presented in [2].

I researched security aspects of P2P services and co-authored
P2PSIP requirements draft in the IETF [19]. I also co-developed a
P2P security mechanism for VOIP services utilizing the ZRTP proto-
col. The mechanism is presented in the conference paper [20]. I also
designed a mechanism for secure data update in DHT based net-
works. The mechanism is presented in the patent application [21].

I researched and developed a mechanism and an application for
maintenance of social network connectivity. The mechanism utilizes
a SIP resource event package. My research on the mechanism, ap-
plication and SIP resource event package are presented in [22][23].
I researched and developed NAT traversal mechanisms for P2P ser-
vices that were published in P7 and the patent applications [24]
[25].

I researched and developed mobility mechanisms for P2P services
that were published as patent applications [26][27].

I co-authored an IETF draft about the P2PSIP protocol proposal
called P2PP. The protocol was merged with two other P2PSIP proto-
col proposals into the P2PSIP protocol proposal accepted by P2PSIP
WG in the IETF as a working group item. This work is presented in
[7].

I designed SIP protocol extensions that enable for content and re-
source sharing. The extensions are presented in the IETF drafts
[23][8][28][29][30].

I also conducted an analysis of a music distribution ecosystem and
developed a model that helps in evaluating the strengths and weak-
nesses of various mobile content distribution platforms [31].

I analyzed a content sharing ecosystem taking as an example the
music industry. This work is presented in [32].

The different aspects of my research presented above are discussed in

more details in the following sections of the overview. The presentation is

structured using a community services provisioning framework described

in the 1.3 section.



1.3 Scope of the article dissertation

The rest of the article dissertation is organized around a mobile communi-
ty services framework presented in Figure 1.

Knowledge
sharing

Content sharing Communication

Commmunity services

eeds, trends,

Social Layer

P2P Overlay

Mobile

operator's Network Infrastructure
infrastructure Internet

eg. IMS

Figure 1. Mobile community services framework

The mobile community services framework presented in Figure 1 splits
the provisioning of community services into four horizontal layers, namely:
Network Infrastructure, P2P Overlay, Social, and Community Services lay-
ers and the two levels of technology and business.

The Network Infrastructure layer provides a network infrastructure that is
used by the P2P Overlay layer to form P2P overlay networks. Network
nodes can be for example dedicated servers, mobile phones or personal
computers. Depending on technical realization and business aspects that
will be discussed in the next chapters, a P2P overlay can be run on top of
different network nodes and systems.

The P2P Overlay layer accommodates different technologies and networks
provided by the network infrastructure layer. Figure 1 presents two differ-
ent realizations of the P2P overlay. In the closed mobile network environ-
ment, such as 3G mobile networks, the P2P overlay can be run on an opera-
tor controlled infrastructure such as an IP Multimedia Subsystem (IMS) or



Distributed IP multimedia Subsystem (DIMS). In a loosely controlled envi-
ronment such as the Internet, P2P overlay can be run on mobile phones or
personal computers in a similar fashion to Internet content sharing net-
works or on servers maintained by P2P service providers. P2P technology
can also be used to distribute a mobile network infrastructure, especially
IMS as we described in [P6].

A P2P content sharing network that works on top of IMS in an operator
controlled environment is presented in [P3]. A P2P overlay, where P2P
network nodes are located in the Internet either in the end user devices, for
instance mobile terminals, or dedicated network servers are presented in
[P2] and [P7]. [P7] presents the example of a standalone multi-service over-
lay network as well as the implementation and measurements of the world’s
first mobile P2PSIP system. The description and results from pioneering
implementation of a mobile P2P content sharing system that works on top
of the SIP infrastructure is presented in [P2]. Mixed implementations
where some of P2PSIP nodes are dedicated network servers and others are
end user devices are also possible.

Separation of the P2P Overlay layer from the Network infrastructure layer
allows the P2P overlay layer to accommodate different network technolo-
gies. Nodes that form the P2P overlay network may be located in different
network domains, for example in operator controlled domains as well as in
the Internet. Therefore, a P2P overlay may span different network technol-
ogies and network domains. The P2P Overlay layer will be discussed in
Chapter 4.

The Social layer enables a P2P overlay network to support social network-
ing such as group formation, social search, and social communication. An
example realization of the Social layer is presented in [P4] and [P5]. The
social layer will be discussed in Chapter 5.

The Community Services layer represents community services that are
provisioned using socially enhanced peer-to-peer networks. This article dis-
sertation presents three different mobile community services, namely: con-
tent sharing [P1][P2][P3] and communication [P7], as well as knowledge
sharing [P5]. The community services will be discussed in Chapter 6.

As it is presented in Figure 1, the mobile community service provisioning
ecosystem is shaped not only by technical enablers but also by end user
needs, trends and business models. The business aspects of mobile com-
munity services provisioning and end-user needs are presented in [P1],
[P5], and [P8], and will be discussed in Chapter 2.



2.Business implications

Change is constant in technology and network standards, the industry is
continually developing new technologies that can minimize the capital and
operating expenses (CAPEX and OPEX) of mobile networks. The 3G, Wi-
Max, WiFi and Long Term Evolution technologies not only allow reducing
the cost of network capacity but also facilitate mobile services that require
increased network bandwidth. Mobile operators have invested heavily in 3G
licenses and network equipment. The higher capacity of 3G systems was
supposed to become an enabler for innovative data services that could bring
new sources of revenue to help buck the trend of falling voice Average Rev-
enue Per User (ARPU). Unfortunately, initial 3G adoption rates were below
expectations. This was mainly because of inadequate pricing, hastily con-
ceived services (video call or video streaming were not appealing to the cus-
tomers), and the low penetration of 3G terminals. The situation is, however,
changing.

The increasing penetration of more powerful mobile handsets with larger
memories and advanced multimedia capabilities provides a good basis for
the development of peer-to-peer applications also in the mobile environ-
ment. However, it is not certain if the P2P services that were well adopted
in the fixed Internet can also be successfully launched in the mobile envi-
ronment. Is there any customer need for such services? What business sce-
narios can we expect in the future? This chapter will address these prob-
lems, looking at user demands and requirements as well as the business as-
pects of Mobile P2P services.

2.1 Mobile P2P service provisioning ecosystem

Figure 2 presents an adopted Porter’s Five Forces model representing the
forces shaping the mobile services ecosystem. As can be observed, the mo-
bile services ecosystem is shaped by many factors such as: economy devel-
opment, regulation, Intellectual Property Rights (IPRs), the level of compe-
tition, new entrants, supplier’s power, buyer’s power and needs as well as
by new products and services that can substitute for already available prod-
ucts.

Around the center of the figure, that represents a mobile service, reside
entry barriers to the market. These are of two kinds. There are, firstly, the

de-facto entry barriers such as the massive investments that are needed to
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build a mobile network or access copper to homes in a specific economic
situation and, secondly the legal barriers such as frequency licenses and
copyrights. The nature of these entry barriers that are typical for infor-
mation services and network services is such that they help to create mo-
nopolies or oligopolies leading to slow innovation and high prices. This is
detrimental to the society as a whole. Therefore, the governments exercise
regulation and business area specific policies. The idea of these is to help to
direct the suppliers of the goods in question to act as if they offered their
goods on an open market.

Substitutes

Internet industry
applications and
services

Rivarily
Deregulation,
Open standards,
Lack of
differentiation

Entrants

MVNO, Internet
service providers

Suppliers
Application Buye rs
providers, network Requirements,
vendors needs

Figure 2. Major forces shaping the mobile industry

In recent years, it has been easy to observe increased competition in the
mobile industry. Regulation and governmental policies opened a room for
new players and increased innovation. The competition came from different
industries. New players started testing new business models. Some players
became Mobile Virtual Network Operators (MVNOs) and started offering
mobile services by using the infrastructure of incumbent mobile operators.
Many of them tried to differentiate their offering from the incumbent oper-
ators’ product portfolio by changing pricing models, introducing new ser-
vices as well as targeting niche markets and tailoring their offerings to the
requirements of the groups targeted. The competition came also from play-
ers offering similar services over other technological platforms. Internet
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service providers that used to offer their services to PC users also started
targeting the constantly increasing population of mobile phone users.
Among many other services, they started testing P2P services for their po-
tential viability.

In [P8] we present the analysis of stakeholders, trends and uncertainties
in the mobile P2P service provisioning ecosystem. Also discussed are likely
future business scenarios of mobile P2P services taking as an example a
P2P real-time communication service. The P2P service provisioning ecosys-

tem consists of the following stakeholders:

Network operator

A network operator operates the network where the service is provided.

Service operator

A service operator provides a mobile P2P service. New players such as
MVNOs and Internet service providers entered the mobile service provi-
sioning market offering services such as P2P real-time communication that
has been very popular in the Internet domain but not available for mobile
users.

As we already discussed there can be a separate network and service op-
erator. The roles of operators may also be combined. A mobile operator
may operate a mobile network and provide mobile P2P services. In some
scenarios, a separate service infrastructure operator may be needed for op-

erating a P2P overlay network for the mobile P2P services.

Device provider

A device provider provides mobile devices which are used to access the
service. We have to remember that adoption of mobile services is driven by
sales of handsets. Users perceive services through mobile terminals and
their functionalities. Therefore, the development of the mobile P2P services
business is highly dependent on the sales of multimedia terminals.

Network and service operators may be irrelevant if the network is assem-
bled on an ad-hoc basis. In the ad-hoc set-up the mobile P2P service is op-
erated by users themselves who run mobile P2P applications on their mo-

bile devices.

Application provider

An application provider provides a mobile P2P application. As discussed
in the previous chapters, the P2P applications may range from content and
knowledge sharing applications to applications that enable real-time com-
munication using the distributed resources of a P2P overlay network.
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Network vendors

Network vendors supply the equipment necessary for providing mobile
P2P services. A network vendor may provide a wireless access network in-
frastructure such as WiMax, WiFi or Long Term Evolution. The network
vendor may also supply a service network infrastructure such as an IP Mul-
timedia Subsystem that can be used for providing P2P services [P3][P4].
Network vendors may utilize P2P overlays for self configuration and scala-
bility of IP Multimedia Subsystem as is presented in [P6].

Software platform providers
A software platform provider (for example, Apple, Google, Microsoft, or
SUN) provide a software platform that is used to run P2P applications. In

special cases, mobile P2P can be included in the software platform.

Regulator

A regulator imposes regulation on the other stakeholders. The regulator,
for example, could be a national agency or a European Union level agency.
Technology development is shaped by regulatory practices. Deregulation
that encourages the efficient operation of markets intensifies competition in
services and pricing models.

End users
End-users, are those people who actually use the mobile P2P services. Al-

so, non-mobile users can participate in the same network.

2.2 Definition of the Product Feature Set

User studies and identification of necessary attributes, capabilities, char-
acteristics, and quality of a product are vital in product design and concept
validation. In [P1], [P5], [P6] we study the needs and requirements of the
stakeholders of the mobile P2P services ecosystem. Our study includes an
analysis of end-users (both consumers and business users) as well as ser-

vice and network operators.
2.2.1 Consumer needs
In [P1] we studied the user needs for mobile P2P content sharing services.

Our study concentrates on the mobile phone user view on P2P content shar-

ing and complements conventional (non-mobile) user studies presented in
[331[341[351[361(37].
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Our paper presents results of a survey conducted among 98 potential us-
ers of a mobile P2P content sharing service in Finland. It studied the re-
spondents’ willingness to share content stored in their mobile phones as
well as their interest in downloading content created by the content indus-
try and by other mobile phone users. The paper also presents the respond-
ents’ attitudes towards mobile P2P content sharing services.

The results of our study suggest that mobile content produced by family
members and close friends such as pictures, video clips and text files, is as
popular as, or even more popular than, content created by the content in-
dustry.

The study revealed that there is a strong free riding attitude towards shar-

ing content with unknown people. Concerning willingness to share personal
content, respondents preferred to share their personal content with their
family and close friends rather than with other social groups. Pictures and
video clips were considered as more personal than text documents and oth-
er commercial content.
On the other hand, the respondents were concerned about whom they share
professional content with. This may suggest that respondents are also con-
cerned about the costs of sharing content such as access fees and battery
life, or it might be a sign of increasing awareness about legal issues related
to sharing commercial content.

The survey showed that the younger respondents are more interested in
sharing content. Moreover, users of the current fixed peer-to-peer applica-
tions are more interested in the mobile P2P content sharing applications
than other users.

These results show that there is a clear interest in sharing both private
and professionally created content on mobile phones but there is a strong
need for group management features in mobile P2P content sharing appli-
cations. On average the results show that groups of family and closest
friends seem to be quite small in size. This suggests that P2P content shar-
ing services have to support quite a fine granularity and flexibility in group
formation. The mobile domain asks for modification of existing peer-to-
peer applications that do not support privacy and group management or for
creating totally new ones.

We also gathered respondents' opinions about mobile applications that
could be implemented using peer-to-peer technology. The results show that
a mobile P2P service can win new users because of the distinct usage envi-
ronment, especially if group management was available.

Using the results of this study we designed and implemented the worlds
first SIP based mobile content sharing system that will be presented in the
following chapters.

14



2.2.2 Business users needs

The previous study [P1] indicated that willingness to share content drops
dramatically in social groups other than close friends and family such as
work and study colleagues. Respondents indicated that they are much less
willing to share content and documents with work and study colleagues.
This was a very interesting result especially since we live in a knowledge
driven society where knowledge is one of the most important resources of
our times [38][39]. Employees gain more and more knowledge that is spe-
cific to their work [40]. This knowledge needs to be made transparent in an
organization. It has to flow from one organizational unit to another, from
one employee to another filling up knowledge gaps. This transparency is
required to avoid reinvention of the wheel and is priceless in stimulating
innovation. We decided to investigate this problem in more detail to under-
stand the reasons behind such behavior. The results of our studies are pre-
sented in [P5]. The article dissertation presents possible barriers for
knowledge sharing in the corporate environment. We identified a number
of barriers such as problems with interpretation of shared information and
expression of ones knowledge [41][40][42], poor quality information that is
shared with co-workers [43][44][41], preference of own solutions [40], un-
willingness of knowledge workers to give away their knowledge because
knowledge is perceived as power [45][46], fear of criticism or sharing poor
quality information [47][41][48] as well as unwillingness to show particular
individual competences to avoid unwanted assignments [49].

Our study showed that people are more likely to share their knowledge
with members of previously established social communities
[501[51][521[53][541[55]. When people get to know each other they are able
to predict what to expect and how the other party will behave in certain sit-
uations [56]. When trust is strong, people are more willing to openly com-
municate and exchange knowledge without fear of “loosing face” or that
someone will intentionally ridicule them in public [57][47]. This has impli-
cations both for knowledge sharing as well as usage of knowledge manage-
ment systems as a source of information [44].

We also presented possible incentive models that can be applied in the
corporate environment in order to stimulate knowledge sharing. We
showed that financial incentives [50][46] achieve faster short-term results
and may be useful to get a knowledge management project started [58],
whereas soft incentives [59] and community based knowledge sharing that
is based on trust have more of a long term positive effect.

Employees should not be forced to use knowledge sharing systems. The
Knowledge Management (KM) systems must be designed to support their
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work and their social behavior. What constitutes a good system for one pro-
fession or employee does not necessarily have to be suitable to another one.
Using knowledge about possible barriers and effectiveness of different in-
centive models, we have designed and implemented a peer-to-peer
knowledge sharing system that is dedicated to mobile platforms such as cel-
lular phones and inspired by the manner in which people interact in every-
day life. The system is presented in [P5].

2.2.3 Network operator and service provider requirements

Looking more on the aspects of service provisioning we see that the com-
petitive landscape of service provisioning is changing. In [P6] we studied
how P2P can address the requirements of network and service operators in
the fast changing mobile service ecosystem.

Average Revenue Per User (ARPU) from conventional mobile services is
flat and in some markets is falling gradually. Commoditization occurs in
voice and SMS services because of the lack of differentiation between the
services offered by different operators. Moreover, many experts expect flat
rate data plans to be a dominant charging model in the future. Because of
the lack of differentiation in the traditional mobile services market and flat
rate charging models, mobile operators are increasingly looking for cost ef-
ficient solutions. As it will be shown in Chapter 4, conventional service in-
frastructures can benefit from P2P technologies. P2P may improve scalabil-
ity, self-configuration and automatic reaction to changes reducing capital
and operational expenditures (CAPEX and OPEX) for service and network
providers. On the other hand, as it was mentioned in Chapter 1, P2P may
significantly increase traffic in operator networks forcing operators to in-
vest in the upgrade of their infrastructure [1][2][3]. [P6] also addresses this
problem by allowing an operator to control P2P traffic.

2.3 Business scenarios

Using information about trends, uncertainties and the value network,
strategists and business development personnel evaluate emerging mobile
services, or the future development of an emerging technology.

In [P8] we developed a scenario planning methodology for emerging mo-
bile services decision making. We found the Schoemaker’s variant of sce-
nario planning [60] to be a suitable method for decision making. The main

challenges in using the method are related to identifying the most relevant
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trends, uncertainties and stakeholders, and building consistent and coher-
ent scenarios. However, the iterative nature of the method aids significantly
in eliminating possible inconsistencies. The method is a systematic way to
assess possible future outcomes. Scenario planning serves as a basis for a
more detailed analysis, for instance, using quantitative methods.

Nine trends and six uncertainties were identified and consistent and co-
herent learning scenarios which depict a wide range of possible settings for
emerging mobile P2P real-time services were developed using use proposed
methodology. According to our analysis low firewall, NAT and battery con-
straints are important determinants in the success of real time services im-
plemented using P2PSIP technologies. A potential stakeholder should seek
settings where network and legal aspects are the most favorable. According
to our analysis, the small-scale ad-hoc and private environments without
interconnectivity to the Internet may benefit from P2PSIP technology. Rev-
enue collection in those settings is possible by bundling devices and services
in ad-hoc environments, and by charging installation and support fees in
private environments. The stakeholders looking for global service provi-
sioning should consider a public global semi-centralized scenario. In this
scenario the service operator would gain its competitive advantage either by
cost advantage over established network operators or by offering new fea-
tures to users. The revenue model in this scenario could be transactional
income from value-added transactions such as interconnections to other
networks, or advertising. A subscription based revenue model is unlikely as
consumers are accustomed to VoIP, IM and presence services provided for

free.

2.4 Chapter Summary

In this chapter we elaborated on Mobile P2P service provisioning ecosys-
tem, presenting stakeholders and their roles in the ecosystem. We conduct-
ed an analysis of end user needs and requirements regarding mobile P2P
services. The analysis showed that there is a clear need for mobile commu-
nity services, however, mobile phone users have different requirements
than fixed Internet users. They are more concerned about privacy and the
costs of sharing content such as access fees and battery life of mobile devic-
es. We showed that there is a strong free riding attitude towards sharing
content with unknown people. The uptake of mobile community services
targeting business users is dependent on the right incentive models and
very flexible group formation and social ties management functionality pro-

vided by mobile P2P systems. We also showed mobile operators require-
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ments regarding P2P service infrastructure and a scenario planning meth-
odology that can be used to create the most likely business scenarios for
mobile P2P services.
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3.Network infrastructure layer

As we have discussed in the previous chapters, mobile P2P technologies can
be applied to both an operator controlled environment as well as to the In-
ternet. Each environment has different characteristics and implementation
of P2P in those environments can be quite different. In this chapter, we
present a few examples of network infrastructure that can be used to pro-
vide mobile P2P services. As it will be shown in the next chapter, P2P tech-
nologies can also be used to create a distributed design of the mobile net-

work infrastructure possibly minimizing OPEX and CAPEX.

3.1 SIP networks

Internet real-time communication is typically realized using the SIP
communication model. Session Initiation Protocol (SIP) [61] is a signalling
protocol that is used to establish, tear down and control multimedia ses-
sions. SIP uses an Address-of-Record (AOR), to locate a user. An AOR is a
SIP or SIPS URI that includes a user and a domain part.
Sip:marcin.matuszewski@nokia.com is a typical SIP URI, where the user
part is separated from the domain part with @. Although two SIP User
Agents (SIP UAs) can communicate directly without any SIP infrastructure,
most deployments require proxy and registrar servers that assist SIP UAs in
multimedia session management. The proxy servers are used to help rout-
ing SIP requests to the location of other SIP UAs, authenticate and author-
ize users for multimedia services as well as implement call-routing policies.
The registrars allow users to upload their current locations (typically in the
form of IP address and port) to the location server. This information is used
by the proxy servers to route a SIP request to a destination. In practice, reg-
istrars, proxies and location servers are all located on a single physical ma-
chine called a SIP server.

In a typical SIP communication model (called sometimes the trapezoid
model) each SIP UA is registered in a particular domain. If a caller regis-
tered in a domain A wants to call a callee registered in a domain B, it sends
a SIP request to its own proxy server. The proxy server resolves the domain
part of the SIP URI of the callee (in this case domain B) using DNS and
forwards the request to the proxy server of the domain B. The proxy server
in the domain B forwards the received request to the terminal of the callee

using contact information stored in a location server of the domain B.
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SIP was standardised in the Internet Engineering Task Force (IETF)2, be-
ing designed to support real-time communication in the Internet. SIP is
mainly used by enterprises for real-time services in their enterprise net-

works and Internet SIP service providers.

3.2 IMS networks

The IP Multimedia Subsystem (IMS) [62] offers a platform where mobile
and fixed network operators can provide IP services to their subscribers.
IMS adopted the Session Initiation Protocol (SIP) protocol to establish, tear
down and control multimedia sessions in operator controlled mobile net-

works.

AS

HSS

IP-CAN

Figure 3. IMS network

The IMS architecture [62] was designed around the year 2000 as a tech-
nology that allows mobile operators to migrate towards IP-based packet
networks. IMS inherited a few concepts from the GSM core network archi-
tecture. IMS defines among others the Home Subscriber Server (HSS),
Proxy-Call/Session Control Function (P-CSCF), Serving-Call/Session Con-

2 Internet Engineering Task Force (IETF), online: www.ietf.org, last time accessed
on 12.05.2013.
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trol Function (P-CSCF), Interrogating-Call/Session Control Function (I-
CSCF), and Application Server (AS) functional elements. User devices can
be connected to IMS through any IP connectivity access network (IP-CAN).
Figure 3 presents a simplified IMS network.

HSS is an evolution of the GSM Home Location Register (HLR). The HSS
is a general repository of persistent user data, such as user names, allocated
identities, shared keys, allocated services, policies, permissions, etc. It is the
central database in the IMS architecture, like the HLR is the central data-
base in GSM.

P-CSCF is a SIP proxy that is the first point of contact for an IMS terminal
(e.g. a mobile phone that is allowed to register to IMS). It is assigned to the
IMS terminal during a registration process. It authenticates the user using
authentication information stored in the HSS. Other nodes trust the P-
CSCF, therefore, they do not have to authenticate the user by themselves.
The P-CSCF stays on the path of all signaling messages originated or des-
tined to the IMS terminal for the whole duration of the registration. It also
compresses and decompresses SIP messages, using the SigComp [63] com-
pression method, establishes IPsec [64] tunnels towards a terminal, and
generates charging records.

S-CSCF is responsible for controlling SIP sessions and triggering service
execution. The S-CSCF routes SIP messages to the correct destination. It
also handles SIP registrations. The HSS assigns the S-CSCF to a user during
the registration process. The S-CSCF uses the DIAMETER protocol [65] to
communicate with the HSS. Based on service triggers, the S-CSCF forwards
SIP messages to a particular Application Server (AS) or a collection of ASes
that execute service logic.

I-CSCF performs different functions. It is able to hide the internal net-
work of an operator from the outside world by modifying SIP messages be-
fore forwarding them to a foreign IMS network. It is also able to locate the
S-CSCF allocated to a user to which a received SIP request is headed using
the user's public identity.

The AS executes a service logic. There can be specialized ASes for certain
services. The AS may be maintained by a mobile operator or by a third-
party service provider that signed a service provisioning contract with the
mobile operator. The AS communicates with the S-CSCF using the SIP pro-
tocol. If located in the home network, it can query the HSS using the
DIAMETER protocol.
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3.3 PlanetLab

A service operator may use geographically distributed servers for running
P2P overlays. PlanetLabs is a group of computers available in the Internet.
They are used as a test bed for computer networking and distributed sys-
tems research. PlanetLab can be used for running trials of new Internet ser-
vices and applications as will be demonstrated in Section 4.2.4.

3.4 End user devices

The alternative to the above is running a P2P overlay on end user devices
without or with minimum support from centralized servers such as an en-
rolment server. In the ad-hoc/private deployments the P2P overlay may be
formed directly between end user devices such as mobile phones and per-
sonal computers. In larger deployments overlay networks may use re-
sources of the end user devices as well as resources of centralized servers
and the Internet. The centralized servers may assist end user devices in
NAT traversal, interconnection with SIP, IMS or circuit switched networks,
authentication and bootstrapping.

3.5 Chapter Summary

In this chapter we presented four examples of network infrastructures
that may be used by the P2P Overlay layer to form P2P overlay networks.
The SIP and the IMS infrastructure use the SIP protocol as a base signaling
protocol. Both use the client-server architecture with a few servers handling
a service logic centrally. In order to run a P2P overlay on top of the SIP
based infrastructure, the P2P overlay must use the SIP protocol as a signal-
ing protocol. SIP may require some modification in order to provide re-
quired functionalities for the overlay as it was presented in [23][8][66][9].
The third example of network infrastructure was PlanetLab. PlanetLab is a
collection of hundreds of servers connected to the Internet. Researches may
run various overlay networks on top of PlanetLab. Unlike the SIP based in-
frastructure, in PlanetLab there are no constraints regarding the signaling

protocol. Some P2P overlay implementations running in the PlanetLab,

3 PlanetLab, online: http://www.planet-lab.org, last time accessed on 12.05.2013.
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such as OpenDHT4 use web centric protocols such as the Extensible
Markup Language Remote Procedure Call (XML RPC). It is also possible to
run the P2P overlay on end user devices connected to the Internet such as
mobile phones and personal computers. In this scenario the service provid-
er only maintains a few servers that support end user devices in P2P net-
work formation and interconnection with other networks. There are no
constraints regarding the signaling protocol in this scenario except NATSs

and firewalls.

4 OpenDHT, online: http://www.opendht.org, last time accessed on 12.05.2013.
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4.P2P overlay layer

This chapter discusses the P2P overlay layer. Based on the results of our
scenario planning studies we selected the most favorable scenarios for fur-
ther research on the technical level, namely: the semi-centralized public
global scenario and the ad-hoc/private scenario. In our research we put
emphasis on access fees, firewall, NAT and battery constraints as important
determinants of the success of services implemented using P2P technolo-
gies. Before presenting the mobile P2P overlay networks we will discuss the
differences between various P2P overlay network architectures and the im-

pact of the design decisions on the mobile P2P service provisioning.

4.1 P2P overlay network architectures

P2P overlay networks are typically classified according to the network
structure and the degree of centralization. The first refers, roughly, to the
P2P network topology construction and maintenance. The second is related
to the existence of dedicated peers called sometimes "super-peers" that per-
form special services for other P2P overlay nodes. Moreover, the resource
discovery works differently in different types of P2P networks. We can fur-
ther classify P2P overlay networks as those that support partial match
searches and those that allow only exact match searches. The choice of the
architecture depends on the available network infrastructure, capabilities of
network nodes, specific applications as well as the business aspects of mo-

bile service provisioning.

4.1.1 Network structure

Nodes in P2P overlay networks can be organized in a structured topology,
for example a ring topology, or every node can select peers it wants to con-
nect to arbitrarily. The former are called structured P2P overlay networks,
whereas the latter ones are unstructured P2P overlay networks. The struc-
tured P2P overlay networks are typically P2P networks implemented with a
Distributed Hash Table (DHT) such as Kademlia [67], Bamboos, or Chord
[68]. The unstructured P2P overlay networks are typically P2P networks

5 The Bamboo Distributed Hash Table, online: http://bamboo-dht.org/pubs.html,
last time accessed on 12.05.2013.
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implemented with flooding algorithms such as Gnutella® or Kazaa [69].
Since the publication of the included articles semi-structured networks
have also been proposed [70].

In unstructured P2P networks, flooding algorithms require a node that
receives a search request to forward the request to all or a subset of nodes it
is connected to except a node that sent the request. This way the search re-
quest traverses many nodes until the desired piece of information is found
or a TTL (Time To Live) value stored in the request message prohibits a
peer from forwarding the request further. Therefore, the likelihood of find-
ing the desired piece of information is directly related to the distribution of
that piece of information across the network. In other words, it is typically
very easy and efficient to locate popular content in the unstructured P2P
overlay network because the content is available at several peers in the P2P
overlay network. Conversely, rare long-tail content shared by a few peers
may not always be found before TTL expires The likelihood of finding the
desired information is related to the probability that the requester (the peer
searching for the information) is within a few hops of a peer holding a copy
of the information.

Flooding-based systems are not very suitable for large scale mobile envi-
ronments due to the large amount of traffic they require [71]. In an extreme
case, a search operation requires flooding of the requests to all of the nodes
in the P2P network in order to locate a desired resource. It is possible, how-
ever, to limit the scope of flooding, in order to minimize the maximum us-
age of network (especially radio) resources. However, this operation mini-
mizes the chances of obtaining a successful search result.

On the other hand, building a structured P2P overlay in the mobile envi-
ronment that remains consistent as peers enter and leave a network is also
not a trivial problem. A Distributed Hash Table (DHT) is a structured over-
lay network architecture that allows for locating any piece of data stored in
the overlay network using a limited number of messages, typically log(V)
messages, where N is the number of peers. Each peer in the DHT overlay
gets a unique peer ID, sometimes also called node ID, when it joins the
DHT. A Peer ID is typically a 128-bit or a 160-bit unsigned integer repre-
senting a position in the keyspace.

Taking as an example a ring topology that is presented in Figure 4, each
node in the DHT ring has at least two direct neighbors: a predecessor and a
successor peer. Sometimes, in order to increase the reliability of the net-
work, a peer is linked to two, three or more predecessors and two, three or

6 Gnutella, online: http://rfc-gnutella.sourceforge.net/index.html, last time ac-

cessed on 12.05.2013.
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more successors, but, in general, the number of predecessors and succes-
sors a peer is linked to is small.

Peer 1

Peer 5

Figure 4. An example DHT overlay with ring topology

The place in the DHT ring is determined by the peer ID. The successor
peer is a node whose peer ID is the next one in the ID ring when moving in
a clockwise direction. The predecessor of a node is the next node in the ID
ring when moving counter-clockwise. This allows a node to contact its pre-
decessors and successors. We refer to the node's predecessors and succes-
sors collectively as neighbors.

Additionally, each peer also maintains a routing table, sometime called
the finger table, which includes a list of peers and their IP addresses/port
numbers (or/and other connectivity information) in the overlay network.
The number of peers in the list is typically much smaller than the number of
peers in the overlay. The finger table is a kind of collection of shortcuts to
move throughout the DHT ring, so it is used to minimize the number of
hops needed to locate a resource in the network.

Data stored in the DHT is indexed using data IDs. These data IDs are dis-
tributed among DHT nodes, each DHT node storing a subset of data IDs.

In the example DHT, the structure of the ring has to be maintained. This
includes keeping track of predecessors, successors, its liveliness, and main-
taining the finger table. Typically, neighbors send keepalive messages to
each other checking if a neighbor is still online. If a peer leaves the overlay,
the network has to adapt to the changes:

- a predecessor and a successor of a peer have to become immediate
neighbors,

- one of the neighbors has to become responsible for the pool of data
IDs that a peer that left a network was responsible for,

- if the overlay network uses a replication mechanism for data protec-
tion, the node that takes responsibility for the pool of data IDs that
were stored in the node that left the network has to update its data-
base storing data IDs and associated data,

- the peers that had a pointer to the peer that left the network in their
finger tables have to update their finger tables.
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This introduces an additional traffic overhead between peers and requires
additional processing power needed to modify information about neighbors
and finger tables. As it has been shown in [18][72], maintaining network
DHT structures can have a significant impact on the battery life of mobile
phones as well as the traffic sent over the air interface. This makes the im-
plementation of a large scale DHT overlay running solely on mobile devices

difficult in practice.

4.1.2 Resource discovery

From the end user perspective, P2P networks can be classified as those
which allow only for exact match searches and those which can perform
searches based on partial matches. The former are typically structured P2P
networks implemented with a Distributed Hash Table. The latter are typi-
cally unstructured P2P networks such as Gnutella” or Kazaa [69] imple-
mented with flooding algorithms.

In content sharing networks, users are not typically aware of a full key-
word when they want to search for content such as a file, so, from the point
of view of the user's requirements, the capability of performing partial
match searches in content sharing networks is a must. This would lead to
implementing flooding-based systems in P2P overlays in mobile environ-
ments. However, the search mechanism in the existing unstructured P2P
networks may produce many irrelevant search results. Mobile phones have
limited capabilities, such as a limited screen size, small keypads, and a lim-
ited battery lifetime. Displaying hundreds of irrelevant search results on a
2.4” screen is not an option. The search process has to be context aware and
return results that are highly relevant to a particular user.

In contrast, partial match searches are not necessarily required in real-
time P2P overlay networks such as P2PSIP [P7], [7] and Skype [73]. In
those overlay networks, users typically search for contact information of
other users using exact Uniform Resource Identifiers (URIs) such as
sip:marcin.matuszewski@nokia.com. On the other hand, the real-time P2P
overlay networks require a fast lookup process and high reliability. VoIP
systems must be able to establish a call between a caller and a callee within
a few seconds. Therefore, a callee must be located explicitly in a limited
time period. Assuming that P2P VoIP networks would be implemented with
a flooding algorithm, it would be very difficult to predict how much time
and resources would be required to locate the callee. Structured P2P net-

7 Gnutella, online: http://rfc-gnutella.sourceforge.net/index.html, last time ac-

cessed on 12.05.2013.
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works are much more suitable for VoIP P2P networks since they are able to
explicitly locate any resource using typically Log(IN) messages.

As a consequence, the P2P overlay networks that support many different
mobile services have to support a mixture of structured and unstructured
P2P networks. A Mixed P2P network architecture is presented in [P4] and
will be discussed in Chapter 5.

4.1.3 Degree of centralization

P2P overlay networks can also be classified according to the degree of cen-
tralization into three categories: centralized, pure, and semi-centralised
P2P networks.

A centralized P2P network assumes the existence of a central entity that
controls the network. In this architecture, the central node maintains the
P2P overlay by keeping information about all peers in the overlay. This in-
formation may include their connectivity information, presence status and
information about resources being shared. All peers connect to a central
node in order to locate other peers or resources in the network. The main
difference to the traditional client-server architecture is that in the central-
ized P2P networks communication or file transfer happens between peers
directly without any intervention of the central node. Moreover, peers store
data they want to share with other nodes thus sharing storage and compu-
ting resources with other peers.

In this architecture the central entity creates a single point of failure in
the network. Moreover, in a situation when millions of P2P service users
are distributed among different mobile operators, even different countries,
this solution faces major problems with scalability and control placement.
This network architecture was used in Napster, the first P2P content shar-
ing system.

In contrast to the centralized network architecture, in a pure P2P network
architecture there are no central entities that control the P2P overlay. In
this architecture all devices are equal peers. All peers share the task of lo-
cating resources in the overlay, resource publication, and maintenance of
the P2P overlay network. In the pure P2P overlay network architecture eve-
ry device needs to be able to maintain the overlay by maintaining connec-
tions to a subset of peers and assist other peers in a search process. Because
of this design decision, the pure P2P architecture is more resilient to node
failures. However, it puts requirements in terms of battery consumption,
processing power, memory, and bandwidth on all nodes in the P2P overlay
network. These requirements can be quite challenging especially in the mo-
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bile environment where nodes are battery-powered devices such as mobile
phones, PDAs, or WiFi phones [71].

Moreover, devices in the pure P2P architecture have to maintain many
connections to other peers, even though some of the peers can be behind
NATs. NAT traversal mechanisms may allow peers to establish connectivity
with other peers that are behind NATs. However, NAT traversal mecha-
nisms introduce additional traffic and processing overhead that has impact
on battery lifetime.

There are also other reasons that may have an impact on the decision of a
mobile device to become a peer in the pure P2P architecture. Low-end mo-
bile devices may have too little memory, too slow CPU and may not support
fast packet radio interfaces. A user may not be willing to assume the cost of
increased bandwidth consumption related to the P2P applications. On the
other hand, a mobile operator policy may not allow mobile devices to be-
come peers. Some operators may want to provide high quality of service
and therefore they may not want to risk that the search delay increases sig-
nificantly when many mobile devices become unreachable or just leave the
overlay network.

For these reasons, not all battery-powered devices even though having
sufficient capabilities will be able to become peers in the pure P2P architec-
ture. For those devices another P2P node type is introduced. The devices
that cannot become peers will have to act as clients, sometimes called ordi-
nary peers. A client interacts with the P2P overlay by contacting one or
more peers using a client protocol. In contrast to peers, clients do not main-
tain the P2P overlay network and do not route messages to other peers or
clients. The client protocol allows nodes that are not eligible to become
peers to store, modify, delete and retrieve resource records stored in the
P2P overlay. Requirements for the peer and client protocols are presented
in [10].

A semi-centralized architecture, sometimes called a hybrid architecture,
represents a compromise between the pure and the centralized architec-
tures. The architecture allows the existence of both peers and clients. A
semi-centralized architecture allows devices that cannot become peers to
join the overlay as clients. A semi-centralized architecture with four peers
and two clients is presented in Figure 5.

As presented in Figure 5, clients communicate with peers using a client
protocol. The realization of the client protocol may take many forms. As it
will be described in the following sections, the selection of the client proto-
col depends on network infrastructure and the required extensibility of the

client protocol to support different mobile services.
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Figure 5. Semi-centralized architecture

Hybrid network architectures were discussed in [74][75][76]1[77]. Kato et
al. proposed an XML-based mobile P2P protocol and algorithms for con-
trolling the mobile P2P network. The authors have proposed a hybrid peer-
to-peer architecture by introducing a control node. However, the paper
lacks any evaluation of the proposed approach. It is limited to the presenta-
tion of the architecture and the related protocol.

HoBfeld et al. analyzed the feasibility of porting eDonkey 2000, an Inter-
net P2P file sharing system, into the mobile environment [75][76]. This
work was carried out with the assumption that the popularity of the appli-
cation is of greater importance than the simplicity of the system and in-
teroperability with mobile network infrastructure and protocols. The au-
thors introduced centralized elements to the eDonkey architecture. The
conducted simulations showed that the proposed architectural changes lead
to the increased performance of the mobile eDonkey system. However, in
order to achieve a significant performance gain, the eDonkey protocol has
to be modified causing interoperability problems with the original eDonkey
system. Another issue was the feasibility of implementing the proposed sys-
tem and making it interoperable with existing mobile systems.

Another paper discussed the Project JXTA for Java 2 Micro Edition
(J2ME), which aimed to develop Java middleware that allows MIDP-
compliant devices to participate in P2P activities with JXTA peers running
on more powerful platforms [77][78]. The JXTA for J2ME architecture as-
sumes that mobile terminals would act as windows into the network for
their users while most of the computational tasks are performed in the fixed
network by servers called JXTA relays. The JXTA relays appear as normal
peers in the distributed P2P network. The JXTA project proposes a very in-
teresting approach to the peer-to-peer networking.

None of the above papers fully investigated the complexity of the mobile
eco-system and the mobile phone constraints discussed in the previous
chapters. The papers concentrated on concepts rather than on applications
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and systems that can be deployed in cellular networks on wide scale for mil-

lions of users.

4.1.4 Analysis of P2P network architectures

In order to validate the different p2p architectures we analyzed battery
constraints and message overhead in three large-scale mobile P2P configu-
rations [18]. Kademlia was chosen as the DHT protocol of our analysis since
then this was the only protocol that was used in deployed networks with
more than one million users: the Mainline BitTorrent DHT® and the Az-
ureus DHT9. We analyzed the following network configurations: the first
configuration with all mobile nodes acting as peers (the pure P2P architec-
ture), the second configuration with only a subset of the mobile nodes in the
system participating in the DHT and the rest being clients (the semi cen-
tralized P2P architecture), and the third configuration where mobile nodes
act as clients and they connect to the DHT network formed by network
servers (the semi centralized P2P architecture with the usage of network

operator’s server farm).

The first configuration: all nodes are peers (pure P2P architecture)

The most significant benefit of the first scenario is that the load on each
node is relatively low because it is evenly distributed among all nodes in the
network. However, as the size of the DHT grows, the maintenance traffic
and the routing latency also increase.

Since the DHT consists of mobile nodes, we assumed a high churn. High
churn comes from a number of factors. First, mobile nodes run on batteries.
Second, as the name implies, mobile nodes tend to move, and there could
be frequent changes of IP address if the phone moves from one WLAN ac-
cess point to another or switches from WLAN to cellular network when
leaving a hotspot. Churn was modeled with p=0.7 (30%), which means that
almost every third messages is lost.

As has been shown in [18], the message overhead per node (R) increases
with the number of nodes (17). This is due to increase of the average routing
length and the message overhead of lookup operation. The larger the DHT,
the more hops are needed to reach the target of the lookup. With one mil-
lion nodes, around one message per second is received by each node. Using
the average energy cost per message value 0.3 J that were measured in [72],

8 Mainline BitTorrent, online: https://www.bittorrent.com, last time accessed
12.05.2013.

%Azureus BitTorrent, online: http://sourceforge.net/projects/azureus/, last time
accessed on 12.05.2013.
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one message per second per each node corresponds to 1080 J of energy per
hour, which means roughly 4-5 hours of uptime with a fully charged Nokia
No5 smartphone. These results are inline with the results from our other
experiments. The measurements of BitTorrent peer software running in a
mobile phone being a part of the BitTorrent Mainline overlay network re-
vealed that the battery of a Nokia N95 mobile phone drains in around 5
hours. 5-hours battery life is not acceptable by mobile phone users that are
used to recharging their mobile phones every couple of days, not hours. The
power consumption in the pure P2P architecture is affected by the mainte-
nance of the routing state, as well as handling lookups and requests to store
data on behalf of other users or nodes in the P2P overlay network.

On the other hand, the traffic introduced by the overlay protocols in the
process of network maintenance and handling of lookups and store re-
quests can also be significant. The measurement results presented in
[18][72] show that the Nokia N95 mobile phone acting as a peer in the Bit-
Torrent Mainline DHT received and transmitted around 1MB data over the
air interface every hour.

The second configuration: subset of the nodes are peers, the rest are clients

Figure 6 shows a plot of the message overhead per node as the function of
number of peers in the DHT serving a network with 1 million clients. It can
be observed that having less than 10000 peers (1%) results in more than 2
messages per second, which is inacceptable in terms of energy consump-
tion. Nevertheless, as the number of service nodes approaches the 3% limit,

the overhead decreases below 1 message per second.
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Figure 6. Message overhead as a function of the number of peers
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If we look at the energy consumption, it turns out that we have an inter-

esting trade-off. To minimize the long-term cumulative energy consump-
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tion, we would like to have as little traffic as possible within the DHT. This
can be achieved if the minimum number of nodes participates in the DHT.
However, Figure 6 shows that the less nodes participate in the DHT, the
higher the traffic and energy per node becomes, which can results in ex-
ceeded capacity. Moreover, as it is discussed in [6], in P2P real-time com-
munication overlay networks it is advisable to limit the number of peers in
the overlay to reduce the lookup delay.

A possible modification is applying a strategy where by default everybody
participates in the DHT but when the battery capacity drops below 50% the
node leaves the network [12][27].

Another option is to assume that the DHT consists of powerful server
computers. Thus the DHT is used to implement the server functionality in a
distribution fashion. At the same time the distributed server could take ad-
vantage of the scalability and robustness aspects built-in in the DHT algo-

rithms.

The third configuration: DHT consists of powerful server computers
Because the devices forming the DHT are server computers, we assume
that the DHT is very stable. Churn is small and arises mainly from hard-
ware faults and maintenance actions. We used p=0.99 (1%) for the plots,
which means that the probability that a message is sent to an active contact

is very high. We assumed that only 1% of sent messages are lost.
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Figure 7. Message overhead per node (Servers form the DHT)

Figure 7 shows the number of messages received by a service nodes in a
one million user DHT. Since servers can serve much higher number of re-
quests than mobile devices, smaller number service nodes are required in
the DHT.
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We also analyzed traffic incurred in even larger P2P networks. We studied
three scenarios with 10 million mobile nodes running a VoIP service in P2P
networks. Table 1 classifies the traffic experienced by DHT nodes by type. It
shows the quantitative predications for a few typical configurations. The
first column shows the scenario with a single peer handling all of the traffic.
The second column shows traffic in the semi-centralized architecture when
we assume that the DHT consists of 50 nodes. The last column shows the
data for the pure P2P architecture, having all the 10 million mobile phones
function as peers.

Table 1. Message overhead per second per service node in different size

networks
10 million | 10 million | 10 million
rs, 1 T T
Traffic e users, users, 50 | users /
M service service service
node nodes nodes
Registration 41200 1050 0.02
Call 14000 360 0.007
Maintenance ~0 ~0 1.4
Total 55200 1410 1.427

As it can be seen the registration traffic is the main source of the load in
the first two cases. Therefore it would be tempting to reduce the need for
periodic re-registration. Unfortunately, a longer re-registration period in-
creases the probability that the DHT contains outdated data.

The main difference in the third case is the increase of the maintenance
overhead. While having 10 million service nodes greatly reduced the regis-
tration and call related message overhead per node, more DHT nodes re-
sulted in much higher maintenance traffic.

Our analysis showed that even though the total traffic per service node is
much smaller in the third case than in the first two cases, in the third case
every mobile phone would have to handle 1,4 messages per second which is
inacceptable in terms of energy consumption. The optimal configuration for
large scale mobile P2P deployments is the semi-centralized architecture
with powerful servers running peer software and mobile phones acting as

clients.

4.2 P2P overlay networks in the mobile domain

This section contains a discussion of various P2P overlay networks that
are suitable for the mobile environment. We start with presenting two im-
plementation scenarios in 3-rd Generation (3G) mobile networks. The first
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implementation scenario requires only changes in the network infrastruc-
ture but does not require any modifications in mobile terminals themselves.
In contrast to the first implementation scenario, the second implementa-
tion that does not require any changes to the mobile network infrastructure.
It allows running P2P services on top of IP Multimedia Subsystem. The
main drawback of this implementation comparing to the first one is the ne-
cessity of modification of mobile phone software in order to access P2P ser-
vices. Finally we present two implementations that does not relay on the
mobile infrastructure. They assume that mobile operators provide access to
the Internet and internet service providers provide P2P services for all In-
ternet users.

4.2.1 Distributed IMS

We start the presentation of mobile P2P overlays from a solution that
runs a P2P overlay in the IP Multimedia Subsystem (IMS) nodes.

As has been discussed in Section 3.2, the IMS architecture was designed
around the year 2000 and inherited a few concepts from the GSM core net-
work architecture. In particular, IMS provides for the existence of a Home
Subscriber Server (HSS), designed as an evolution of the GSM Home Loca-
tion Register (HLR).

A key concept of the HSS lies in the fact that all the data pertaining to a
subscriber is stored in a single HSS. Redundancy is typically achieved by
replicating the HSS data into a different (backup) secondary HSS. Due to
design constraints, it is hard to plug an add-on to an existing HSS to scale it
up to handle a bigger number of subscribers when this factor is several or-
ders in magnitude. The opposite is also true: a large HSS is typically costly
for small networks.

Furthermore, if a large network needs to add more than a single HSS to
handle all its subscribers, the operator is forced to install a Subscriber Loca-
tion Function (SLF). This is a kind of a Diameter redirect server that acts as
a single point of contact for Diameter clients (e.g., S-CSCF, I-CSCF, AS).
The SLF contains the range of address spaces that each HSS is allocated;
thus, it is capable of locating the HSS that contains the user-related data. As
a consequence, the larger the network grows, the more configuration is re-
quired.

While it is true that IMS provides for some sort of I-CSCF and S-CSCF
distribution, it is also true that the system is not highly scalable. Bringing
more capacity to the network typically involves bringing more I-CSCF or S-
CSCF nodes into operation, which is a costly operation due to the high
number of required configuration operations.
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A solution to these problems is presented in [P6]. The paper introduces a
Distributed IMS° architecture. The Distributed IMS architecture replaces
the IMS core network with one or a collection of self-organizing DHT over-
lay networks. The idea is based on the fact that DHTs are known to scale
very well to a very large number of nodes and allow for creating self config-
ured networks with automatic replication capabilities. This work focuses on
distributing the IMS functional elements, such as S-CSCF and I-CSCF, as
well as HSS, and up to some degree, presence servers. The document pro-
poses three different configurations of distributed IMS: distributed HSS
(HSS DHT), distributed S- and I-CSCFs (I/S-CSCF DHT), and combination
of HSS, I/S-CSCF and presence server elements in a single P2P overlay
(IMS DHT). In the presented architecture, mobile devices act as SIP user
agents and do not perform any P2P networking functions, which are instead
executed in fixed network elements. Figure 8 presents a simplified conven-
tional IMS network, a configuration with separate HSS DHT and I/S-CSCF
DHT overlays, and a single overlay that performs functions of HSS, 1/S-
CSCF and a presence server.

The document compares all of the three configurations. The comparison
shows that the registration process in a single IMS overlay offers ad-
vantages over the configuration with two DHT rings, namely an HSS DHT
ring and an I/S-CSCF DHT ring. Additionally, it must be noted that once
the IMS DHT is in operation, since the HSS is co-located with the I/S-
CSCF, there is no need for a Diameter protocol that allows CSCFs to down-
load or query HSS-stored data. Some other Application Servers may need to
implement the Sh interface towards the Distributed HSS, but such interface
could be easily replaced by an enhanced subscription/publication to the SIP
reg event package [79]. For these reasons, a single DHT overlay (IMS DHT)
composed of the combined enhanced HSS with I/S-CSCF and presence
server nodes is the best of the two presented possible alternatives for the
conventional IMS.

10 Patent Granted in the United States Of America: "DHT-BASED CORE IMS
NETWORK", Patent number: 7796990.
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Figure 8. Towards a scalable, self-configuring IMS network

The comparison of the proposed solution with the conventional IMS core
network shows that IMS DHT requires a similar message overhead in small
networks and a slightly higher number of messages for reasonably large
DHT networks. This is the price that needs to be paid for having a self-
organized overlay network of servers. On the other hand, the additional
messages in Distributed IMS are sent over a fixed transmission network
that most likely is a fiber based network. Therefore, the additional messag-
ing is a minor or even insignificant cost item. The robustness and self-
organization properties of DHTs are able to reduce the OPEX in certain
scenarios justifying the slight increase of messages. The paper also proposes
optimizations to the proposed architecture that reduce message overhead in
Distributed IMS and makes its operation more efficient.

Distributed IMS is targeted to operators and service providers that are
looking for means to reduce their CAPEX and OPEX, effectively dealing
with node failures while at the same time keep interoperability with opera-
tors that implemented the conventional 3G IMS infrastructure. Due to the

fact that the DHTs are able to react themselves to changes, for example, a
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node comes up or a node fails, no human intervention is required. Bringing
a new S-CSCF or HSS into operation requires almost zero configuration.
This offers saving in OPEX. Moreover, distribution of the network function-
al elements in a DHT fashion leads to increased robustness of IMS network
elements. However, the self-configuration of the system comes with the cost
of additional overhead for the realization of self organization and replica-

tion mechanisms.

4.2.2 P2P Overlay on top of IMS

This section presents the second implementation scenario in 3G mobile
networks. [P3] describes an architecture that allows operating a P2P over-
lay on top of IMS. The goal of this work was to design a P2P overlay that
works on top of the conventional IMS and provides a minimum impact on
underlying IMS networks. This was achieved by providing the SIP P2P Ap-
plication Servers (SIP P2P ASes) as the sole network entities that have to be
brought into operation for creating the overlay network.

According to Figure 9, one or more SIP P2P ASes are brought into opera-
tion in an administrative IMS domain. These nodes behave as regular SIP
application servers from the point of view of IMS. Additionally, SIP P2P
ASes behave as peers (or super peers according to the P2P terminology) in
the P2P overlay. There can be one or more SIP P2P ASes in one administra-
tive IMS domain.

SIP P2P ASes interact with other SIP P2P ASes located in the same or dif-
ferent administrative domain using SIP signaling. Connections between op-
erators or service providers can be set up based on agreements. SIP P2P
ASes may also interact with non-SIP overlay networks using the gateway
functionality presented in Figure 9. These ASes effectively create the P2P
overlay network. A SIP P2P AS behaves as a front-end towards IMS termi-
nals (e.g. IMS capable mobile phones), make the resources of the network
available to other peers, help IMS terminals to get results from searches,
and maintain a P2P overlay network for resource sharing. The architecture
of the proposed system allows for different P2P network structures and P2P
algorithms. For example, the overlay network can either implement an un-
structured network based on flooding, structured networks based on dis-
tributed hash tables, or a combination of both. A service provided can de-
termine what the best algorithm for distributing the information is.

The proposed architecture is a semi-centralized P2P architecture. IMS
terminals act as clients (or ordinary peers according to the P2P technology).
They connect to and mostly depend on peers (the SIP P2P ASes), which are
always supplied by the home network operator. Users authorized to use the
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service are provisioned with an initial filter criteria in the S-CSCF that al-
lows proper routing towards one of the SIP P2P AS nodes.

Client protocol:

Gateway ‘

P2P Overlay

AS2

Client protocol:
SIP

Figure 9. P2P Overlay on top of IMS

IMS terminals are responsible for publishing information about their
shared resources and/or connectivity and presence information of a user.
Then, other IMS terminals can perform searches of users and resources.
The result of a search provides the user with a list of users and available re-
sources and the SIP URIs where the resource or a user is located. Once the
UE is aware of the SIP URI of the endpoint where the user or the resource is
located, it can initiate a regular SIP session towards such a SIP endpoint
and establish a VoIP session or fetch a picture file taken by the other user.
This SIP session does not involve any SIP P2P AS, thus, it is a regular P2P
session between two endpoints.

The architecture allows an operator to use the existing network nodes,
such as (P-/I-/S-) CSCFs, HSS, etc., without any modification. Only small
tuning of the configuration is required to provide the appropriate filter cri-
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teria to trigger the routing of certain SIP requests to the SIP P2P AS. How-
ever, this configuration is a normal IMS maintenance practice required any-
time when a new service is taken into operation. The architecture may run
both on top of conventional IMS as well as Distributed IMS networks that
were presented in sections 3.2 and 4.2.1 respectively.

In many ways, it is beneficial to incorporate P2P in a controlled and
standardized manner instead of only using an operator as a bit-pipe. The
operator can implement any charging scheme for the usage of overlay ser-
vices, including subscription based charging, pay per use, or a hybrid charg-
ing model. It can charge its users in the manner it wants. Furthermore, the
number of commercial services that can be implemented over the overlay
network is unlimited. IMS terminals, though, need to be upgraded with cli-
ent applications that utilize the P2P overlay network.

The network architecture together with the signaling flow and the results
of measurements are presented in [P3]. Our prototype shows that the de-
vice’s capabilities (memory, CPU speed, etc.) or the signaling overhead do
not impose any visible restrictions to the application in current mobile net-
works. This is mainly due to the system design that concentrates load to the
SIP P2P ASes residing in the fixed network. A user may also specify the rate
of notifications and which information about a resource he wishes to re-
ceive. Most of the delay is incurred on the transport layer of the wireless
network and in search process in the P2P network. Table 2 presents delays

incurred by publication and search processes.

Table 2. Publication and search delay

Action Request/Response | Delay (ms)
PUBLISH 240
Publication | 200 OK 150
Sum 390
SUBSCRIBE 260
Search Search delay 10 — 2000
NOTIFY 340
Sum 610-2600

We have also been working on an alternative solution to the one present-
ed above that allows for publishing and searching for resources using the
presence service. In [28] and [29] we describe how to use the presence ser-
vice to locate resources stored in the overlay.

" The search delay represent a delay incurred in a file sharing network comprising
of a few SIP P2P ASes in a single administrative domain.
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4.2.3 P2P Overlay on top of a standalone SIP network

Some mobile operators decided not to deploy the IMS network because of
its high cost and a questionable business model. They implemented a SIP
based infrastructure instead. SIP networks allow for providing real-time
services such as voice over IP, instant messaging, presence. However, end
users and mobile operators may have an even greater interest in various
non-real-time applications such as content sharing. [P2] presents an archi-
tecture that allows extending the current SIP infrastructure that was de-
signed to provide real-time services with P2P resource sharing functionali-
ty.

The proposed architecture allows running a P2P overlay network on top
of the standard SIP infrastructure. Figure 10 presents a P2P overlay that
works on top of a SIP based network. There are two types of nodes in this
architecture: SIP servers and mobile terminals. The SIP servers act as peers
and are located in the fixed Internet. Mobile terminals act as clients. The
goal was to concentrate load to the fixed parts of the P2P overlay to mini-
mize the use of expensive radio resources, limit battery consumption as well

as eliminate the barriers to joining the overlay for low end mobile devices.

L | '\ SIP Server
4/§|p/>

‘\‘SIP P2P Overlay

SIP Server SIP Server ‘
SIP

Figure 10. P2P Overlay on top of a standalone SIP network

The SIP servers can be maintained by a service provider or by users them-
selves. The P2P network between peers is a pure P2P network that operates
in a fully distributed fashion. For improved scalability and reliability, P2P
overlay may have several layers of P2P networks spanning the peers. All of
the peers operating on a certain P2P network layer have an equal status.
Peers interact with other peers using SIP signaling,.

A client is an application running on a handset. Every client is connected
to one or many peers. It may maintain a list of potential super-peers for
bootstrap purposes. Alternatively, they may have a preconfigured address
of a bootstrap server that stores all of the necessarily settings required to
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establish connectivity with the P2P network. Mobile terminals connect to
the Internet using any type of access network such as WLAN or GPRS.

The client protocol between the client and the peer is the SIP protocol. In
order to allow usage of SIP as a client protocol, we defined a new SIP 're-
source' event package together with the syntax of an XML document that
describes the generic resources available in the overlay. A resource can be,
for example, files (e.g., images, video files, audio files), chat rooms, stream-
ing content, printers, printer jobs, etc. This event package also allows SIP
endpoints to subscribe to changes in the availability of resources, or per-
form searches for the availability and location of a given resource. Support
for partial notifications and publications is also accomplished by using XML
patch operations. In the proposed client protocol, the XML documents are
carried in the body of SIP messages. The event package and XML syntax are
presented in [23][8]. Based on the comments from the IETF community we
also defined a new SIP event package and data format for describing files
[66][9][30]. This event package and the syntax of an XML document are
used for publication and searches for content files rather than more generic
resources defined by the SIP ‘resource ’ event package.

A prototype implementation proves the feasibility of the presented archi-
tecture. The results of measurements show that the mobile phone capabili-
ties such as memory and CPU, and a signaling overhead introduced by the
system do not impose any visible restrictions on mobile phones running
P2P applications.

The memory use of the client software varied between 200 and 350 kilo-
bytes. The SIP stack and the SIP profile manager additionally consumed
170 kilobytes of memory. Altogether the application and SIP stack con-
sumed half a megabyte of RAM at maximum. Based on the measurement
results and subjective tests done by the project group, the search perfor-
mance in the prototype system is more than adequate. When a user types in
a search string, results are displayed almost immediately. In the test net-
work the search process took around one second at maximum. However in
more complex systems with many peers and millions of users the search
process could be longer. The download signaling takes one or two seconds,
but the actual content transfer takes time depending on the requested file
size.

The implementation has a modular architecture, so that it is easy to im-
plement a variety of multimedia services on top of the overlay. Detailed
software architecture, prototype implementation and measurements are
presented in [P2]. The format and semantics associated to a 'resource' event
package that allows SIP endpoints to publish the availability of generic re-
sources is presented in [23]. SIP framework used for advertising and
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searching for shared resources, such as services or files, within a given
community is presented in [8][9].

4.2.4 Multipurpose P2P Overlay

The previous sections presented mobile P2P Overlay architectures that al-
low for providing non-real time services on top of real-time networks such
as a standalone SIP network and the IP Multimedia Subsystem. However,
content sharing networks have much higher customer penetration than
VoIP networks in the Internet. Therefore, it might be more natural to ex-
tend content sharing networks with real-time functionality than vice versa.
Moreover, in order to provide SIP based services the non-SIP service opera-
tor would have to deploy a SIP infrastructure such as SIP proxies, registrars
and presence servers, voice mail servers, media servers, conference servers,
session border controllers, media servers, policy servers, and network ele-
ments for QoS to name some. The SIP network infrastructure requires sig-
nificant investments in the network servers and requires sophisticated net-
work maintenance, engineering, and management techniques that impact
OPEX and CAPEX. In addition, the SIP infrastructure does not scale well.
Typically it does not support any self configuration or restoration mecha-
nisms that allow for fast automatic reaction to changes in the network.
Moreover, it requires integration and regression testing after every change.

We have been researching P2P overlays that could be suitable for both
content sharing and real-time services. As it has been described in Section
3.1, SIP uses SIP URIs for locating the contact information of other users.
In SIP networks, users have to publish any changes of their contact infor-
mation in order to be reachable by other users. According to user studies,
publication of SIP contact information has to be accomplished within 20
seconds and contact data retrieval must be accurate and done in no longer
than 5-10 seconds. Moreover, the overlay must provide an adequate level of
security.

One of the most popular P2P content sharing applications Bittorrent!? ,
that uses the Kademlia DHT algorithm [67], does not allow for real-time
data storage and retrieval. The problem is related to the design of the Bit-
torrent protocol that does not allow for fast and predictable contact infor-
mation retrieval and does not provide adequate security.

Understanding these problems, we wrote a Peer-to-Peer Session Initiation
Protocol (P2PSIP) security requirements draft [19], that describes security

12 Bittorrent, online: http://www.bittorrent.org, last time accessed on 12.05.2013.
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requirements in P2P overlay mechanisms standardized in IETF*3. We also
co-authored a P2PSIP Protocol Framework and Requirements draft [10],
that specifies a P2P protocol framework, presenting design options and rec-
ommending specific P2P protocol functionalities. Finally, together with
Salman Baset and Henning Schulzrinne from Columbia University we de-
signed a multipurpose P2P Protocol (P2PP) that is suitable both for real-
time communication and content sharing. The protocol is presented in [7].
We also designed a multipurpose P2P network architecture. Figure 11 pre-
sents a multipurpose P2P overlay. In this figure clients connect to the P2P
network using XML RPC or P2PP protocols, whereas unmodified SIP devic-
es use the standard SIP protocol to connect to peers that implement a SIP

Peer 3 g

P2P Network
* over

Server.

SIP Server with
P2P Peer API

W Internet

Client Protocol:
SIP

| Client protocol: Peer2

P2PP or XML RPC

Figure 11. A multipurpose P2P overlay

In contrast to the architectures presented in the previous sections in the
proposed architecture, the P2P clients communicate with the peers using a
client protocol that supports generic methods for storing, updating, delet-
ing, and retrieving data from the overlay.

RPCs are procedures called in a program on a client device, for example, a
mobile terminal that goes over the network to an RPC server that imple-
ments the called procedures. The RPC server executes the procedures and
sends the results back to the caller. The calling program then continues exe-
cuting using data returned by the RPC server. This scheme allows less pow-
erful machines to access high powered resources such as a distributed data-
base of the P2P overlay network.

'3 Internet Engineering Task Force (IETF), online: www.ietf.org, last time accessed
on 12.05.2013.

44



XML RPC that is a part of the web services framework, encodes the RPC
requests into an XML data format and sends them over a standard HTTP
connection to a RPC server. The server decodes the XML, executes the re-
quested procedure, encodes the results in XML and sends them back over
the HTTP connection to the client.

An alternative is to use a binary client protocol as it was suggested in [7]
or binary XML. The main advantage of a binary protocol is that it can be
optimized for the mobile interface.

In the proposed architecture the client protocol can also be a subset of the
protocol running between peers, such as the P2PP protocol. This is an ap-
proach that we proposed in [7]. The advantage of designing a client protocol
as a subset of the peer protocol is that a device that implements a single P2P
protocol stack can act both as a client or as a peer. Depending on the situa-
tion, a device may change its role from a peer to a client and vice versa. We
designed a mechanism that allows for a smooth transition between peer
and client roles. The mechanism is presented in the patent application [12].
We also designed mechanisms for mobility support and monitoring in mo-
bile P2P networks [26][27]. The main disadvantage of this approach is that
the implementation of the protocol engine can be more time consuming
compared to the implementation of the XML RPC based client protocol.

The multipurpose P2P overlay does not require peers to implement the
SIP stack. Nodes store and retrieve their contact information from the over-
lay. There is no need for SIP servers. SIP is used for multimedia session es-
tablishment directly between mobile terminals without involvement of any
peer node. The multipurpose P2P overlay may also store information about
servers that assist clients and peers in NAT traversal such as Simple Tra-
versal of UDP (User Datagram Protocol) through NATs (STUN)* or Tra-
versal Using Relay NAT (TURN) servers. These servers may implement a
full P2P protocol stack or use a client protocol to advertise their services.

A multipurpose P2P overlay may also support conventional SIP UAs (un-
modified SIP devices) that are available on the market. In this option the
P2P overlay would have to appear as a conventional SIP network to SIP
UAs. In order to support conventional SIP UAs some peers in the multipur-
pose P2P overlay would have to implement a SIP server functionality which
would include proxy, registrar and redirect server functionalities. The SIP
server functionality would have to support a P2P interface that allows for
accessing a generic distributed storage service of the P2P overlay. This solu-

1% In the new specification RFC5389 STUN is not a NAT traversal solution by itself.
It was specified as a tool to be used in the context of a NAT traversal solution. This
was an important change from the previous version of this specification
(RFC3489), which presented STUN as a complete solution.
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tion does not require any changes to the existing SIP UAs, which can use
SIP services provided by the overlay without even noticing its existence.

The research presented in [P7] shows a multipurpose overlay based on
DHT that can be used as a replacement for conventional SIP networks. Our
implementation used a Remote Procedure Call (RPC) protocol such as XML
RPC and the P2PP protocol as the client protocols [14]. The presented
P2PSIP application allows for locating users and establishing multimedia
calls between mobile phones located in any place in the Internet and does
not require any SIP servers. In our final implementation mobile phones
may act both as peers and clients depending on the situation. The network
can be constructed using only mobile phones without network infrastruc-
ture and our NAT traversal mechanism allows phones to establish connec-
tivity in any mobile network. Our implementation was presented for the
first time at CCNC 2007 conference and the final solution has been demon-
strated publicly during Nokia World 2008 event.

The results of measurements of our P2P client software show that the reg-
istration delay that has two components: a relay registration delay and a
AoR (Address of Record) insertion delay, is significantly higher in a 3G
network than in a WLAN network. According to our measurements the av-
erage registration delay in the 3G network (excluding the peaks in the
measurements that happened due to software bugs) was around 3 to 4 sec-
onds and in the WLAN network was around 800 ms. Similarly the call set-
up delay including a contact information discovery delay and a signaling
delay was around 7 seconds in the 3G network and 4 seconds in the WLAN
network. Both delays were below the user acceptable thresholds in telepho-
ny namely 10 seconds for the call setup delay and 20 seconds for the regis-
tration delay. It is worth noticing that during our measurements the GSM
circuit switched telephone call setup delay was around 6-7 seconds. Over-
head traffic did not also impose any significant restrictions on the commer-
cial implementation of a server-less mobile VoIP service.

Our measurements showed that the battery consumption of our P2PSIP
client application is significantly better than the battery consumption of the
mobile Bittorrent application discussed in Section 4.1.4. The results of the
measurements shows that our P2PSIP application being in the client mode
and running our NAT traversal mechanism drains the Nokia N95 mobile
phone’s battery in around 20 hours compared to only 5 hours in the case of
the mobile Bittorent without any NAT traversal.

Our implementation allows a mobile phone to join the overlay as a peer.
However, we have to remember that in large scale deployments (1 million

overlay network discussed in Section 4.1.4) the phone battery may drain
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quickly. We recommend the peer mode for small ad-hoc or small private
networks where traffic overhead is not much higher than in the client mode.

4.2.5 Combined P2P Overlay Architecture

It is possible to combine all of the presented architectures into a single
P2P overlay network spanning mobile networks and the Internet. Figure 12
presents a P2P overlay that allows IMS terminals to access services provid-
ed by the P2P network over the Internet. The IMS terminals connect to the
multipurpose P2P overlay network in the Internet using a gateway peer. As
it is shown, peers provide community services such as content sharing in-
side communities, knowledge sharing and real time communication which
will be described in Chapter 6. The next chapter presents a social layer that
enables the P2P overlay layer with community features.

Knowledge Real time

Content sharing sharing communication

Gateway Peer

Peer/Client

Figure 12. Combined P2P Overlay Architecture
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4.3 Chapter Summary

In this chapter we have been discussing different aspects of community
service provisioning on the P2P overlay layer. We presented different P2P
network architectures and discussed their drawbacks and advantages. Our
analysis and measurements showed that excessive traffic and battery con-
sumption in the pure P2P architecture make deployment of large scale pure
P2P mobile overlay networks impractical. Our study showed that semi-
centralized P2P networks are the most suitable for the mobile environment.

We discussed mobile P2P architectures in the mobile operator domain
and in the Internet. Two architectures in the mobile operator domain were
presented, namely: Distributed IMS and the overlay on top of the IMS. Pa-
tented Distributed IMS technology places peers into the core IMS network
elements making IP Multimedia Subsystem scalable and self-configurable.
In contrast to the first architecture the second implementation does not re-
quire any changes to the mobile network infrastructure. It runs the P2P
overlay on top of SIP P2P ASes, the standard IMS infrastructure elements.
In our discussion on mobile P2P architectures in the operator domain we
also mentioned a method for publishing and searching for resources using
the presence service.

We discussed mobile P2P overlay architectures in the Internet. We pre-
sented the architecture that allows running a P2P overlay on the SIP infra-
structure. We proposed new resource and file event packages and frame-
works for publishing resources and files in the Internet. We also designed a
new P2P protocol suitable both for fixed and mobile devices. The protocol
can be used for running a multipurpose P2P overlay. In the overlay mobile
phones may act as peers and clients and may switch between those roles
smoothly.

All of the discussed architectures were successfully implemented and
measured. The measurement results show that we managed to overcome
problems with excessive battery consumption and excessive traffic also in
networks where devices are behind NATs. We believe that the proposed ar-
chitectures are suitable for commercial deployments. All of the presented

architectures can co-exist forming a single overlay network.
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5.Social layer

People live and communicate in groups, spending most of their lives inter-
acting with other people. They share lives, emotions with people they love,
care about, or simply work with. This aspect of human existence explains
the popularity of person-to-person, person-to-group, group-to-person, and
group-to-group communication services like voice calls, SMS, emails, in-
stant messaging, chat rooms, and push-to-talk. These services are driving
the mobile industry and will continue shaping it in the future. Most of the
data exchanged in the mobile networks is highly positioned in the social
context. The social network participants decide on their role in the network
and how they like to interact with others. In this chapter we discuss mecha-
nisms that allow enhancing P2P overlay networks with community man-

agement features.

5.1 The Social Layer

In [P4] we introduce the Social Layer that enhances the P2P overlay with
mechanisms of social networking such as group formation, social search,
and social communication. The social layer uses information about social
connections between users and maps them to the P2P overlay layer. Social
connections are modeled using the social network theory. The theory
represents individual actors and their social relations using a social network
abstraction. In the social networks we have nodes and ties. Nodes are
individual actors, in our case mobile phone users or organizations, and ties
reflect the relationships between the actors. The networks can have
different shapes. The shape depends on actors and their social relations. An
example social network with two communities (IMS experts and Foo fan
club) is presented in Figure 13.

People maintain and expand their social networks when they meet other
people, call them, or send them sms or e-mails. A trace of their interaction
patterns is already available in mobile phones in the form of call, sms and
email logs or geographical coordinates that can be used to create links be-
tween two people that were in the same place. The information about other
people and groups is typically stored in contacts applications in mobile
terminals. A contacts application stores business cards of other people.
Business cards include different Uniform Resource Identifiers (URIs) like

telephone numbers (e.g., E.164 numbers), SIP URIs, e-mail addresses, user
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identifiers in systems like Skype, Flickr, as well as employment information,
and group membership.

IMS experts

Foo fan club
Charlie

Figure 13. An example social network

For the purpose of coping with difficulties of maintaining the P2P net-
work topology and for adapting the P2P network topology to social behavior
of P2P network users [P5] proposes a P2P “requestor mediated” model. In
this model each peer has a set of pointers to other peers which collectively
define a potential P2P network topology. The pointers “virtually” connect-
ing peers are defined by the list of “business cards” contained in contact ap-
plications in mobile terminals.

This method of topology creation possesses two main advantages. A per-
son can be uniquely identified by some of the information contained in his
or her business card. This information forms a universal address that is in-
dependent of the addressing mechanism of the underlying communication
technologies. It also allows using a set of communication mechanisms to
reach a particular person. It may also provide context information such as
presence.

A mobile phone user can manually specify who is his friend and what are
the social groups he belongs to, by assigning some attributes to the particu-
lar contact’s profile in the Contacts application in the mobile device. For
example, David may create a group called 'Foo fan club' and classify Eric as
a member of this group. Similarly, he may create the 'IMS experts group'
and add Mike to this group. The information about groups and group
members may be used to facilitate search and information exchange mech-
anisms.

[P5] presents a routing mechanism in the social layer and an example da-
ta structure describing the social network of the overlay network partici-
pants and their knowledge including skills, experience as well as content

files, web links, etc.
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5.2 Maintaining social network connectivity

The effectiveness of the routing mechanism on the social layer depends on
the social network connectivity. An accurate map of social relations is cru-
cial for achieving high efficiency of the search process. The decision where
to forward the search request and the search logic is based on information
stored in the contacts application in mobile terminals. As our studies show,
it is worth noting that information stored in the contacts applications con-
tains, in many cases, partial contact data, so some important data might
sometimes be missing. Additionally, the information stored in business
cards may be not up-to-date.

Typically, users only store partial contact information, most likely, a tele-
phone number. Contact information is in many cases exchanged on a piece
of paper, for example, on a paper business card. The space reserved for the
contact information in paper business cards is limited. Typically a tele-
phone number and an email address are given.

The contact information is also changing from time to time. Users are
changing email addresses, for instance, switching from a Gmail to Yahoo
email account, changing a mobile or SIP services provider. Whenever an
existing identifier changes, the user has to remember to inform known par-
ties about the changes. Therefore, it can happen that finally not all known
parties are informed. Moreover, people tend to live busy lives and every mi-
nute spent on boring updates is not appreciated. People tend to send SMS,
e-mail with their new/updated contact information. The recipient of such
information has to remember to update its list of contacts with new infor-
mation. What happens if the contacts application stores data that is not up-
to-date and a device owner urgently needs to contact another party? More-
over, as we have shown in [P5] users expect automatic collection and up-
dates of data required for social networking.

In order to mitigate this problem, [22] proposes a user friendly mecha-
nism for publishing, requesting, and updating information stored in busi-
ness cards, such as URIs, names, addresses, photos of their contacts, across
different User Agents such as mobile and fixed terminals. The mechanism
can easily extend the functionality of Personal Information Management
(PIM) software in cellular and fixed UEs. The mechanism requires mini-
mum network support. It is transparent both in mobile and fixed networks
and can be implemented as an IP Multimedia Subsystem (IMS) service. The
following sections present two use cases of automated contact information

update mechanisms with the use of the SIP protocol:
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Sending an updated job title and a phone number to other users (push op-
eration)

Let us take a fictitious user Bob. Bob will be changing his SIP URI in the
near future, so he wants to update John with the new URIL. In this case
Bob’s device sends a SIP MESSAGE request to John’s device. The message
includes a new job title and a new SIP URI, and also a date when these will
be active. Upon reception of the SIP MESSAGE request John’s device sends
a 200 OK response message to Bob’s device. John’s device authenticates the
sender via any of the existing SIP mechanisms for authentication, and au-
thorizes the operation, for example, based on the fact that the sender has
been authenticated as Bob, and that the sender’s URI matches the URI cur-
rently stored in Bob's entry in the contact application running in John's de-
vice. When the requester is verified John’s device updates Bob’s entry in the
contact application and sets a timer indicating when the information takes

effect. The message flow is presented in Figure 14.

UE-A UE-B
“John” “Bob”

MESSAGE <—©
(update-contact:

Bob’s new SIP URI |
About to ch
and job title: from %date%) SRR

-

200 OK—— P>

Authenticate the sender. Notify John and update
sender's entry in John’s contact application.

Figure 14. Update of a phone number and a job title

Updating contact’s profile (pull operation)

John has the contacts of many friends listed in his phonebook. Some
friends’ profiles include only basic contact information like a phone number
or a SIP URI. John decides to send an email to Bob asking him about a re-
cently released video clip of his favorite rock band Foo. He opens the con-
tacts manager application, selects Bob's contact, and chooses the ‘send
email’ action. Unfortunately, the application informs John that Bob’s email
address is missing. It also asks John if he wants to automatically update
Bob’s profile. John approves the suggested operation. John’s device sends a
contact information request to Bob’s device. The contact information re-
quest is realized using a SIP SUBSCRIBE request for the resource event
package [8]. The SIP SUBSCRIBE request implements a fetch operation by
setting the Expires header field to zero. The SIP SUBSCRIBE request con-
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tains a filter document to limit the contact information that John wants to
receive. The syntax of the filter document is presented in [23]. Upon recep-
tion of the SIP SUBSCRIBE request, Bob’s device sends a 200 OK response
to John’s device.

UE-A UE-B
“John” “Bob”
Q—V SUBSCRIBE
+—— Event: resource—————p»{
Initiate the (Filter)
contacts update
procedure l—— 200 OK

Authenticate requester’s identity and notify Bob to
authorize the operation

NOTIFY
Event: resource
Subsctiption-State: terminated
(Bob’s entry)

200 OK——————— P

Update the Bob’s entry in John’s contact application
and notify John

Figure 15. The contacts update procedure

Bob’s device then authenticates John based on his identity. After that,
Bob agrees to accept the request from John, and Bob’s device sends his full
or partial business card to John’s device in a SIP NOTIFY request. The SIP
NOTIFY request contains an XML document formatted according to the
resource event package data format [23]. The Subscription-State header
field in the SIP NOTIFY request is set to “terminated” indicating that no
subscription is installed. Upon reception of the SIP NOTIFY request, John’s
device sends a 200 OK response and updates Bob’s entry in the contact ap-
plication. The message flow is presented in Figure 15.

Other data required for creating and maintaining the social network can
be extracted using an automatic environmental data collection mechanism,
for example, using Bluetooth technology, scanning user correspondence,
etc.

5.3 Social DHT architecture

Even though it is possible to search for resources in the social network,

the problem of mapping social ties to physical connections between nodes
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still persists. The Social DHT architecture introduced in [P4] separates the
social layer from the P2P overlay layer. Figure 16 presents an example
social layer and underlying P2P overlay layer as well as the mapping
between these layers.

GID of the
IMS experts
group_—"<

Social Layer

P2P Layer

Figure 16. An example social network and mapping to the P2P overlay
network

The P2P overlay layer takes care of locating a particular user in the P2P
overlay and stores information about the social network and users'
knowledge, whereas the social network layer takes advantage of the social
context of user communication. Even though the communication is realized
on the P2P overlay layer, it follows the user’s social ties represented in the
social layer.

5.4 Security

Privacy is an important aspect of communication in socially enhanced
P2P networks. People do not want to make their private information such
as photos, videos or contact information publicly available [P1]. They want
to make them available to and accessible only by certain people. They also
like to communicate securely. Since storage and information forwarding in
P2P networks is distributed, without security enhancements it is very diffi-
cult to assure that data stored in P2P networks or communication between
two peers is secured, for example do not pass through a malicious peer that
modifies the forwarded messages or listens to the conversation. Well known
P2P content sharing applications such as Gnutella and Kazaa assume that
content shared in the P2P network can be accessed by every participant of
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the P2P network. This feature is adequate when a user shares public do-
main content, however, is not acceptable in socially enhanced mobile P2P
networks, where users are taking pictures, shooting video clips, and creat-
ing content that they want to share with a limited group of users as has
been shown in Section 2.2.

In the conventional mobile networks, servers are operated by service pro-
viders. If a user trusts a service provider, he also trusts servers the service
provider maintains. In P2P overlay networks, peers can be operated by us-
ers themselves. In large P2P networks it is very difficult to trust all users,
especially if we do not know them personally.

As it will be shown in Section 6.1 a single message can be forwarded by
many peers before it reaches a destination. In such a setup a badly behaving
peer may:

- listen to communication between peers

- modify incoming messages,

- discard incoming messages (the peer can discard requests and re-
sponses it is supposed to forward),

- generate incorrect responses to requests that are directed to some

other nodes.

The second attack allows the peer to cause the overlay to store unauthor-
ized or outdated information or return corrupted data. A peer may change
the data record in the overlay by changing incoming publish requests
(sometimes called PUT requests) or modify the result of a lookup operation
by modifying incoming lookup responses. With this type of attack, the in-
tegrity of the P2P system can become compromised.

The third attack allows a malicious peer to prevent access to data stored in
the overlay. This type of attack can degrade the performance of the P2P sys-
tem making it useless from the end-user perspective. This is of high im-
portance in P2PSIP overlays that store user's reachability data which is
much more time-critical than content stored in file sharing networks.

The attack described in the last point above may lead to a requestor re-
ceiving corrupted data, for instance, connectivity information that points to
some other node. This may happen if a malicious peer can respond to in-
coming requests that are directed to another peer.

A malicious peer may also launch other attacks towards the P2P overlay.
If peers in the DHT based P2P overlay can freely choose peer identifiers
or/and easily modify previously selected peer identifiers, an attacker may
use join-leave attacks to place a malicious peer intentionally at any location
in the overlay. Placing the peer at any location allows the attacker to obtain

control of the location in the overlay where the attacked user or resource is
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stored. A malicious peer may discard, modify the data it is supposed to
store and may discard lookup requests or reply with incorrect entries to the
incoming requests.

An attacker may also try to publish a large number of resources to the P2P
overlay increasing the processing load on peers that are responsible for
storing the resources and limiting the overall capacity of the P2P overlay
network. It may try to register all popular names preventing the name
holders from registering their preferred URIs.

The security threats described above and other security attacks that are
presented in [19] indicate that security is an important issue in the P2P
overlay networks.

As we have shown in [7] many of the mentioned security attacks can be
mitigated by applying security mechanisms such as an enrolment process,
certificate based authentication and integrity protection as well as secure
transport protocols. P2PP protocol, presented in [7], provides a hop-by-hop
security model. The nodes in P2PP establish an unreliable or reliable se-
cure channel with other nodes using DTLS or TLS protocols. P2PP uses an
Enrollment and Authentication (E&A) server to enroll new users in the
overlay and to authenticate existing users. Once a user is authenticated,
E&A server issues a certificate that binds the user-identifier that uniquely
identifies the user in the overlay with the public key of the user. Further, it
also generates a peer or a client identifier and adds it to the certificate. On
the other hand, P2PP allows nodes to operate without a central enrollment
and authentication server. In such a scenario, nodes use self-signed certifi-
cates and generate their own identifiers.

In [20] we presented a P2P security mechanism that uses ZRTP protocol
for distributed authentication of peers and secure session establishment.
ZRTP is a solution for real-time peer-to-peer communication security prob-
lems, relying on Diffie-Hellman key exchange and Short Authentication
Strings (SAS). This protocol does not require trusted third parties to be in-
volved in the key exchange. Protection against Person-in-the-Middle at-
tacks is done with short authentication strings and key continuity. SAS is a
user-readable representation of a shared session key. Secure Real-time
Transport Protocol (SRTP) keys are derived from that session key. Once
ZRTP negotiation is complete, short authentication strings are generated
from the session key and shown to the users. These strings are compared
with each other by reading them out loud through the open voice connec-
tion. After the strings are verified, session secrets are stored and used as a
part of the following sessions. The verbal verification of strings must be

done once for every user’s client that supports ZRTP.
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Moreover, the architecture proposed in this chapter allows for mitigating
the security threats by organizing data stored in the overlay and communi-
cation between nodes around trusted communities. Communication in this

model happens between users who trust each other.

5.5 Flexibility in overlay network formation

The architecture proposed in Section 5.3 allows interconnecting many
overlay networks using information on the social layer. It allows each com-
munity to run its own overlay and freely decide on the used P2P algorithms.
For example, P2P network 1 in Figure 14 can be an unstructured P2P net-
work, whereas P2P network 2 can be based on a DHT algorithm. The archi-
tecture also allows for splitting a single P2P overlay network, such as Main-
line Bittorent 1 million nodes DHT, into a number of smaller overlay net-
works maintained by respective communities or allow smaller overlay net-
works to interconnect with large overlay networks. This allows mobile
phones to participate in P2P overlays as peers because the overlay traffic
can be limited by limiting the size of the overlay network. Moreover, the
implementation of security mechanisms can be less difficult in smaller
community maintained overlays since each community governs its own da-
ta.

As it has been presented in [P2][P3][P4], the social layer and its support-
ing mechanisms can be implemented on top of P2P overlay networks in the
Internet or in the operator controlled environment such as IMS.

5.6 Chapter Summary

This chapter discusses the social layer of the community services provi-
sioning framework. It presents the Social DHT architecture, a two-layer ar-
chitecture that provides flexibility in resource representation and resource
discovery. The combination of a structured overlay network and the social
layer allows overcoming the limitation of the DHT algorithms such as the
requirement of an exact naming and at the same time, enjoying the efficient
location of resources in DHT networks. We also discussed mechanisms for
maintaining social network connectivity that are critical for consistent rout-
ing on the social layer. Those mechanisms allow for automatic updates of
contact information and distribution of contact updates between mobile
phones taking part in the overlay. We also discussed security and privacy
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aspects of community service provisioning in mobile P2P networks. We
listed potential security threats and mentioned security mechanisms that
may mitigate many of the possible threats.
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6.Community services layer

The previous chapters presented P2P overlay networks as well as architec-
tures and methods that allow for formation of mobile communities. In this
chapter we will present three example services that can be provided on top
of mobile P2P overlay networks that support mobile communities.

6.1 Content sharing inside communities

In [P2], [P3], and [P4] example content sharing services are presented
that allow mobile phone users to share content with selected people inside
communities. All of the services were designed to fulfill user needs discov-
ered in [P1] and shortly discussed in Section 2.2.

In the content sharing inside community service presented in [P4], the
service logic is executed on peers residing in the fixed network. These nodes
store data published by the users such as contact information, content
metadata, access rights, and the list of groups. The P2P layer consists of one
or many P2P overlay networks formed by peers.

GID of the
IMS experts

Social Layer

Foo fan club

Access Network
e.g. WCDMA
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Figure 17. Content sharing inside communities: the search process

Figure 17 presents an example content search process in an overlay net-
work with four peers N1, N2, N3, and N4. The figure shows the representa-
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tion of two social groups: the 'IMS experts' group and the 'Foo fan club'. In
principle, these groups do not share many commonalities. However, there
is a key participant, David, who is a member of both groups. The 'IMS ex-
perts' group is a formal group whereas the 'Foo fan club' group is a virtual
one. The main difference between these two types of groups is that a formal
group requires specific enrolment of the user into the group. A formal
group is identified by a group ID that is registered in the P2P overlay and

keeps track of its members.

IMS experts

Foo fan club

Charlie

Figure 18. Two social networks

From David's point of view, his 'Foo fan club' group is just composed of
Eric and himself. From Eric's point of view, his 'Foo fan club' includes Da-
vid, Bob, and Charlie. This information is stored in Eric’s and David’s
phonebooks. Each phonebook entry has a new field: 'Belongs to', which lists
the groups Eric or David belong to. The value in this 'Belongs to' field can
either indicate that a group is either a formal or virtual group.

Let us assume now that Mike wants to obtain some unique resource, such
as a video clip from the Foo concert. Let us assume that the content Mike is
looking for is stored in Eric’s device. Mike and Eric are not known to each
other; therefore, Mike is not aware of Eric's content. Furthermore, Mike is
not part of the virtual ‘Foo fan club’.

Mike has social ties with David. Since David is a member of both 'TMS ex-
perts' and 'Foo fan club' groups, David is in the best position to know more
Foo fans than Mike knows. Therefore, Mike sends a search request ad-
dressed to David to the Peer 1 (N1) that acts as a front-end agent towards all
of the messages originating from Mike’s device (1). N1 consults its P2P rout-
ing table and forwards the message to Peer 3 (N3) that is responsible for
storing David’s social information in the form of business cards and infor-
mation about resources he wants to share with others (2).

If David does not possess the resource that Mike is trying to find or Mike

requests all the resources fitting his resource description, N3 may forward
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the request to Eric. Actually N3 forwards the request to Peer 2 (N2) that is
responsible for storing Eric’s records (3). Since Eric knows David, and Da-
vid knows Mike, the chances that Eric allows Mike to download the video
clip can be much higher. N2 can forward the request to the other members
of the group that have social ties with Eric, namely, Bob and Charlie. If any
of them have the searched resource, they can authorize Mike to download
it. N2 sends the search response to N1 (4) that forwards the response to
Mike’s device (5). Alternatively N2 may send the search response directly to
Mike’s device.

Let us consider a second example (which is not visualized in Figure 17), in
which Eric is searching for an IMS white paper, whose filename he has
learnt through some web page. Eric forwards the request to David, knowing
that he is an IMS expert and he might have better chances to get the con-
tent. David receives the request. Since the 'TMS experts' group is a formal
group, David can forward the request to Peer 1 addressing the request to the
Group IDentification (GID) of the IMS experts group. As a result, Eric will
be provided with the list of users who store the searched report. After this,
Eric can contact directly any of these users, providing that they are online at
that time, and download the report.

The implementations of P2P content sharing systems prove the feasibility
of the proposed P2P content sharing inside communities service. The pre-
sented mechanisms allow users to share content with only certain people
and social groups. A user is able to join different communities and define
what content is available to everyone and what content require social filter-

ing.

6.2 Knowledge sharing inside communities

Even though the advantages of knowledge sharing are clear, getting em-
ployees to change their ways and start sharing knowledge with others is not
an easy task. As we have shown in [P5], knowledge sharing is not only about
the system. There are also many challenges related to human behavior. The
system must be designed to support employees’ work and their social be-
havior. The system has to adapt to employees’ social interactions. What
constitutes a good system for one profession or employee does not neces-
sarily have to be suitable for another one.

Understanding the barriers to knowledge sharing and the effectiveness of
the incentives models, we have designed and implemented a P2P
knowledge sharing service that is presented in [P5]. The P2P knowledge
service is dedicated to mobile platforms such as mobile phones. The service
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is inspired by the manner in which people interact in everyday life. It is
based on the concept of social networking, allowing for the formation of
communities that are based on trust.

The topology of the P2P overlay in the P2P knowledge system is based on
the social links between system participants. The social layer of a P2P sys-
tem utilizes information stored in business cards and relational references
in the distributed knowledge database to route the messages in the system.
This makes the knowledge search process simple and efficient.

Knowledge of P2P network users is represented in a knowledge database.
The knowledge database is arranged into a hierarchical structure based on
user-defined relations between objects and relational references to the da-
tabases of other peers. The objects in the knowledge database represent
particular knowledge a user has. In the implemented system the user’s
knowledge database is represented as a knowledge tree.

The root of the knowledge tree is represented by:

- apersonal business card that contains Uniform Resource Identifiers
(URIs) that are used as network identifiers,

- alist of business cards (list of contacts), where each contact business
card is a valid (can be used for identification in the network) subset
of the business card structure, extended with a general trust rating
and a cooperativeness score of the peer. The cooperativeness score
is a dynamic value, which is automatically updated over the time
based on the results of the previous search requests.

An example of the distributed knowledge database located on three peers
representing three ‘Foo fan club’ community members from Figure 18, with
a number of relational references (doted arrows) is illustrated in Figure 19.

Altogether, the knowledge trees of the community peers altogether form
the distributed knowledge database of the community. Mapping of the indi-
vidual knowledge trees is performed using a common thesaurus. The the-
saurus provides the definition and a number of possible names (e.g. football
and soccer) for each commonly used object. The thesaurus can be limited to
a given group. Every group may have a different thesaurus.

The relational references are used as a direct guidance in the search pro-
cess (as they can be interpreted as a recommendation to ask for more in-
formation from a given peer). They also help in maintaining common un-
derstanding (or mapping) of the objects in the P2P community. It is im-
portant to note that we talk about common object interpretation as a result
of the hierarchical data organization, when a person can easily and quickly
evaluate if the proposed object interpretation is matching to his/her under-

standing. Moreover, here we use the fact that people who know each other
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and share common interests, most likely use the relational references for
the objects belonging to the areas of common interest.

Eric’'s knowledge DB

Figure 19. Example of the knowledge databases with hierarchical struc-
ture and relational references defined for three community members

In the presented example in Eric’s knowledge tree there is an object called
Java in two tree branches. One branch indicates that Java is an island in
Indonesia and the other that Java is a programming language. The relation-
al references indicate that more information about the island Java should
be asked from Bob and that Charlie is a person that may know more about
the programming language.

We have also designed a user friendly User Interface that allows users of
the P2P knowledge system to easily navigate through the distributed
knowledge network. The system renders all of the information so that it fits
nicely into the small screens of mobile phones. The users may access re-
sources from the distributed knowledge database and the recommended
information from the world wide web. They may also contact other P2P
network participants by establishing phone calls and by using messaging
services. The system allows users to make calls using a circuit switched
technology, IMS or SIP voice call as well as the P2P real-time communica-

tion service that will be discussed in Section 6.3.
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Using the implemented system, mobile phone users are able to search for
knowledge in their trusted communities. The information exchange is real-
ized between people who trust each other and at the same time share back-
ground knowledge.

The test users of the prototype system indicated that the main issue in the
implementation presented in [P5] is manual data input. Typically people
are busy and do not want to input all of the information to their knowledge
databases. They expect that software will do most of this work for them. We
also realized that in reality users of our system would not create very com-
plex knowledge trees.

Understanding these drawbacks we have been working on automatic data
collection. [22] shows a supporting service that is used to keep contact in-

formation up-to-date.

6.3 Real-time communication inside communities

In [P7] we present a mobile P2PSIP VoIP service. The presented service
and its implementation allow mobile phone users to set up real-time mul-
timedia sessions, in particular VoIP calls, using resources of the P2P overlay
with no or minimal assistance of centralized servers. The system distributes
the SIP servers using the P2P technology. The paper also presents a method
for locating relays that are used for NAT traversal. The service complements
content sharing and especially knowledge sharing services that use the
P2PSIP real-time communication service for establishing IM sessions or
voice calls between community members involved in knowledge or content

sharing. Let us here take a look at the following three operations.

Relay location procedure

Relays publish their contact information in the P2P overlay, for instance,
a relay in Finland publishes information that it is located in Finland and is
reachable under a certain IP address and port. A mobile endpoint behind a
NAT that requires media or/and signaling relaying first searches the P2P
overlay in order to retrieve an address of the relay. When the mobile end-
point retrieves the address of the relay, it connects to the relay and requests
a public IP address and port pair. The relay reserves a port for the node and
responds with its own IP address and the reserved port to the mobile end-
point. Consequently, the relay forwards all messages sent to this IP and port
to the mobile endpoint. The relay may reserve separate IP addresses and

ports for signaling and media traffic.
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Publication of own connectivity information towards other network nodes
The mobile endpoints publish their connectivity information in the over-
lay instead of registering in a SIP Server in conventional SIP networks. The
connectivity information of a mobile endpoint is stored in a user record that
belongs to the user of the endpoint. The user records may include, among
other information, business cards of social network participants and infor-
mation about content a user wants to share with others. The user records
are indexed using URIs belonging to the user. The publication guarantees
that other nodes are able to find the user’s current contact information in
the overlay and contact the user even if his device changes its IP address.

Session establishment

When setting up a session, a mobile phone retrieves the contact infor-
mation of the callee from the overlay. The contact information of the callee
can be retrieved from user or group records stored in the overlay. If the
contact information points to an IP address and a port of a relay, the caller
sends SIP requests to the relay. The relay forwards all messages to the
callee. Otherwise, the SIP request is sent directly to the callee’s device.

In the implementation presented in [P7], peers and clients publish, re-
trieve and maintain the overlay network using P2P protocols (a client and a
peer protocol) while multimedia sessions are established between end-
points using the Session Initiation Protocol that is widely implemented in

mobile devices.

6.4 Chapter Summary

In this Chapter we presented three example services that can be provided
using the socially enhanced mobile P2P infrastructure presented in Chap-
ters 4 and 5. The first of the presented services was the content sharing in
mobile communities service. The presented service allows mobile phone
users to share content such as pictures, videos, or text files with other social
group members. It mitigates the free riding issues discovered in our busi-
ness studies by allowing for flexible group formation and group manage-
ment. The service allows for efficient location of any resource in the P2P
overlay network.

The second presented service was the knowledge sharing service that al-
lows mobile phone users to efficiently search for knowledge in their social
networks. The service represents a novel method for communicating be-
tween mobile phone users and exchanging knowledge. It allows a mobile
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user to contact (voice call, IM or SMS) and share information with a person
that has certain knowledge about a particular subject rather than calling a
contact from the contacts application contained in a mobile phone. It is an
alternative communication scenario to the one that is widely used nowa-
days. It is based on the desire to solve a certain issue and the observation
that people listed in the phonebook of our mobile phones cannot necessari-
ly solve the problem in hand.

We also presented a real-time communication service that allows for es-
tablishing multimedia calls between mobile phone users. We showed how
to traverse NATSs in the distributed mobile environment and distribute con-
nectivity related information required for multimedia communication. The
service is a cost-efficient alternative to the conventional client server based
real-time multimedia services supported by IMS and conventional SIP net-
works.
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7.Conclusions

At the time of starting my research journey in 2003 there were only a few
publications about P2P technologies in mobile networks. The published
papers concentrated on concepts rather than on applications and systems
that can be deployed in cellular networks on wide scale for millions of users.
My research goal was to design practical innovations. To be practical, inno-
vations need to go thru scientific research including theory development,
user studies and verification prototyping. After this and in addition to this,
also, a lot of engineering type of work is needed, before new innovations are
adopted.

My research work was carried out on two levels: a technical and business
dimension. I started my research work analyzing technical and business
constraints in order to better understand barriers of deploying mobile P2P
technologies. These results were crucial for the next steps of my research
work namely: scenario planning, technology development and application
deployment.

Technical and business constraints

On the business dimension I analyzed mobile P2P ecosystem from the
viewpoint of consumers, business users and mobile operators. In order to
analyze user needs for P2P services in the mobile environment, I conducted
a user survey and a literature study.

The user survey conducted among potential consumers of mobile P2P
content sharing systems revealed that mobile content produced by family
members and close friends such as pictures, video clips and text files, is as
popular as, or even more popular than, content created by the content in-
dustry. On the other hand, there is a strong free riding attitude towards
sharing content with unknown people. Concerning willingness to share per-
sonal content, respondents preferred to share their personal content with
their family and close friends rather than with other social groups. There
was a clear interest in sharing both private and professionally created con-
tent on mobile phones but at the same time there was a strong need for
group management features in mobile P2P content sharing applications. On
average the results showed that groups of family and closest friends seem to
be quite small in size. This suggested that P2P content sharing services have
to support quite a fine granularity and flexibility in group formation.

Similarly, the study of business users showed that people are more likely
to share their information with members of previously established social
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communities. When people get to know each other they are able to predict
what to expect and how the other party will behave in certain situations.
When trust is strong, people are more willing to openly communicate and
exchange knowledge without fear of “loosing face” or that someone will in-
tentionally ridicule them in public. The study showed that employees
should not be forced to use knowledge sharing systems. The information
sharing systems must be designed to support their work and their social
behavior. What constitutes a good system for one profession or employee
does not necessarily have to be suitable to another one. This had implica-
tions both for knowledge sharing as well as usage of knowledge manage-
ment systems as a source of information. We presented possible incentive
models that can be applied in the corporate environment in order to stimu-
late knowledge sharing. We showed that financial incentives achieve faster
short-term results and may be useful to get a knowledge management pro-
ject started, whereas soft incentives and community based knowledge shar-
ing that is based on trust have more of a long term positive effect.

From the mobile operators position the future of P2P did not look so
bright. On the one hand many experts expected flat rate data plans to be a
dominant charging model in the future. Because of the lack of differentia-
tion in the traditional mobile services market and flat rate charging models,
mobile operators were increasingly looking for cost efficient solutions. This
might have suggested that there was room for P2P technologies because
they may improve scalability, self-configuration and automatic reaction to
changes reducing capital and operational expenditures (CAPEX and OPEX)
for service and network providers. On the other hand, mobile operators
were concerned that P2P may significantly increase traffic in their networks
forcing them to invest in the upgrade of their infrastructure especially ex-
pensive wireless infrastructure.

From the technology point of view I faced many constraints such as power
consumption, NAT and firewall traversal, traffic overhead, usability, inter-
mittent connectivity, and security. All of those constraints had to be ad-
dressed in order to make the deployment of wide scale mobile P2P systems
feasible.

In order to better understand power consumption constraints I conducted
research on battery consumption and traffic overhead of P2P applications
from the mobile phone perspective. At that time, battery consumption was
an important but not very widely studied aspect of P2P applications espe-
cially in mobile networks. We developed an analytical model of Kademlia
DHT performance and used it to analyze a number of different strategies to
use peer-to-peer with mobile devices especially for real-time applications.
Our analytical model and the result of battery measurements in the Main-
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line BitTorrent DHT network have allowed us to investigate different possi-
ble deployment scenarios for P2PSIP. These analyses included studying a
model where all mobile devices participate in the DHT and contrasting that
with two other models: where only a subset of mobile devices forms the
DHT and a model where the DHT is formed by powerful servers.

Our analysis showed that if we look at the energy consumption, it turns
out that we have an interesting trade-off. To minimize the long-term cumu-
lative energy consumption, we would like to have as little traffic as possible
within the DHT. This can be achieved if the minimum number of nodes par-
ticipates in the DHT. However, the less nodes participate in the DHT, the
higher the traffic and energy per node becomes, which results in exceeded
capacity in large scale mobile P2P networks.

Therefore according to our energy consumption and traffic analysis the
optimal configuration for large scale mobile P2P deployments was the semi-
centralized architecture with powerful servers running peer software and

mobile phones acting as clients.

Scenario planning

In order to define the most probable deployment scenarios for mobile P2P
services we designed a scenario planning methodology that proposes the
Schoemaker’s variant of scenario planning as a suitable method for evaluat-
ing emerging mobile services. Using the proposed methodology and
knowledge about possible business and technical barriers such as NAT and
firewall traversal, intermittent connectivity, security, battery consumption
as well as user needs we developed consistent and coherent learning scenar-
ios, which depict a wide range of possible scenarios for emerging mobile
P2P services.

According to our analysis, the small-scale ad-hoc and private environ-
ments without interconnectivity to the Internet may benefit from P2PSIP
technology. Revenue collection in those settings is possible by bundling de-
vices and services in ad-hoc environments, and by charging installation and
support fees in private environments.

The operators looking for global service provisioning should consider a
public global semi-centralized scenario. In this scenario the service opera-
tor would gain its competitive advantage either by cost advantage over es-
tablished network operators or by offering new features to users. The reve-
nue model in this scenario could be transactional income from value-added
transactions such as interconnections to other networks, or advertising. A
subscription based revenue model is unlikely as consumers are accustomed

to VoIP, IM and presence services provided for free.
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The results of the business research formed an input to the research on
the technical level. In my studies I concentrated on the public global semi-
centralized scenario but I was keeping in mind that P2P mobile technolo-
gies can be used for the deployment of small-scale P2P systems.

Technology research & development

On the technical level I have researched P2P system architectures, proto-
cols, and algorithms that enable the provisioning of community services in
the mobile environment. The different technical aspects of community ser-
vice provisioning were presented using a community services provisioning
framework. The framework divides the provisioning of community services
into four layers, namely: Network Infrastructure, P2P Overlay, Social, and
Community Services. All of the layers were discussed separately. All of the
systems and technologies were designed to overcome the constraints of
mobile phone networks and devices such as: intermittent connectivity,
firewall, NAT and battery constraints.

Having results of my analysis of business and technical constraints I de-
veloped various P2P overlay network architectures and protocols that are
suitable for the mobile environment. I started the presentation of the devel-
oped architectures with two implementation scenarios that relay on 3-rd
Generation (3G) mobile infrastructure. The first implementation scenario
called the Distributed IMS architecture required only changes in the net-
work infrastructure but did not require any modifications in mobile termi-
nals themselves. The Distributed IMS architecture replaces the IMS core
network with one or a collection of self-organizing DHT overlay networks.
The idea was based on the fact that DHTs are known to scale very well to a
very large number of nodes and allow for creating self-configuring networks
with automatic replication capabilities. This work focused on distributing
the IMS functional elements, such as S-CSCF and I-CSCF, as well as HSS,
and up to some degree, presence servers. The work proposed three different
configurations of distributed IMS: distributed HSS (HSS DHT), distributed
S- and I-CSCFs (I/S-CSCF DHT), and combination of HSS, I/S-CSCF and
presence server elements in a single P2P overlay (IMS DHT).

The architecture of the second implementation scenario allows operating
a P2P overlay on top of IMS. The goal of this work was to design a P2P over-
lay that works on top of the conventional IMS and provides a minimum im-
pact on underlying IMS networks. This was achieved by providing the SIP
P2P Application Servers (SIP P2P ASes) as the sole network entities that
have to be brought into operation for creating the overlay network. I have
also been working on an alternative solution to the one presented above
that allows for publishing and searching for resources using the presence
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service. In my supporting publications [28] and [29] I described how to use
the presence service to locate resources stored in the overlay.

Finally I presented two implementation scenarios that does not relay on
the mobile infrastructure. They assume that mobile operators provide ac-
cess to the Internet and Internet service providers provide P2P services for
all Internet users. The first of the proposed architectures allows running a
P2P overlay network on top of the standard SIP infrastructure. In this ar-
chitecture the SIP servers acted as peers that can be maintained by a service
provider or by users themselves. A client is an application running on a
handset. Every client is connected to one or many peers. Peers interact with
other peers and clients using SIP signaling. In order to allow usage of SIP as
a client protocol, we defined a new SIP 'resource' event package together
with the syntax of an XML document that describes the generic resources
available in the overlay. This event package also allows SIP endpoints to
subscribe to changes in the availability of resources, or perform searches for
the availability and location of a given resource. The event package and
XML syntax are presented in my supporting publications [23][8]. Based on
the comments from the IETF community we also defined a new SIP event
package and data format for describing files that are presented in my sup-
porting publications [66][9][30]. This event package and the syntax of an
XML document are used for publication and searches for content files ra-
ther than more generic resources defined by the SIP ‘resource ’ event pack-
age.

I also designed a multipurpose P2P network architecture. In contrast to
the previous architectures in this architecture, the P2P clients communicate
with the peers using a client protocol that supports generic methods for
storing, updating, deleting, and retrieving data from the overlay. Clients
connect to the P2P network using XML RPC or P2PP protocols, whereas
unmodified SIP devices use the standard SIP protocol to connect to peers
that implement a SIP server.

In the proposed architecture the client protocol can also be a subset of the
protocol running between peers, such as the P2PP protocol. This is an ap-
proach that we proposed in the supporting publication [7]. The advantage
of designing a client protocol as a subset of the peer protocol is that a device
that implements a single P2P protocol stack can act either as a client or as a
peer. Depending on the situation, a device in particular a mobile phone may
change its role from a peer to a client and vice versa. I designed a mecha-
nism that allows for a smooth transition between peer and client roles. The
mechanism is presented in the patent application [12]. We also designed
mechanisms for mobility support and monitoring in mobile P2P networks
that are presented in the supporting publications [26][27].
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The multipurpose P2P overlay does not require peers to implement the
SIP stack. Nodes store and retrieve their contact information from the over-
lay. There is no need for SIP servers. SIP is used for multimedia session es-
tablishment directly between mobile terminals without involvement of any
peer node. The multipurpose P2P overlay may also store information about
servers that assist clients and peers in NAT traversal such as Simple Tra-
versal of UDP (User Datagram Protocol) through NATs (STUN) or Tra-
versal Using Relay NAT (TURN) servers.

Working on this architecture, we were also researching and developing
P2P protocols. I worked on a Peer-to-Peer Session Initiation Protocol
(P2PSIP) security requirements draft [19], that describes security require-
ments in P2P overlay mechanisms standardized in IETF'. 1 also co-
authored a P2PSIP Protocol Framework and Requirements draft [10], that
specifies a P2P protocol framework, presenting design options and recom-
mending specific P2P protocol functionalities. Finally, together with Sal-
man Baset and Henning Schulzrinne from Columbia University we de-
signed a multipurpose P2P Protocol (P2PP) that is suitable both for real-
time communication and content sharing. The protocol is presented in [7].

I also researched solutions for P2P security and NAT traversal. We devel-
oped a P2P security mechanism for VOIP services utilizing the ZRTP proto-
col. The mechanism is presented in the supporting paper [20]. I also de-
signed a mechanism for secure data update in DHT based networks. The
mechanism is presented in my patent application [21]. I also researched
and developed NAT traversal mechanisms for P2P services that were pub-
lished in the patent applications [24][25].

The above presented architectures, protocols and mechanisms were
designed to overcome mobile phone constraints and to make deployment of
mobile P2P applications feasible. However, as our user studies revealed it
was not enough to implement a mobile P2P application that runs on a
mobile phone without draining its battery in a few hours. Mobile P2P
overlays had to support community features.

In order to fullfil these requirements I was researching mechnisms and
architectures supporting community management in mobile P2P networks.
I introduced the Social Layer that enhances the P2P overlay with mecha-
nisms of social networking such as group formation, social search, and so-
cial communication. The social layer uses information about social
connections between users and maps them to the P2P overlay layer. Social
connections are modeled using the social network theory. The theory

represents individual actors and their social relations using a social network

'S Internet Engineering Task Force (IETF), online: www.ietf.org, last time accessed
on 12.05,2013.
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abstraction. In the social networks we have nodes and ties. Nodes are
individual actors, in our case mobile phone users or organizations, and ties
reflect the relationships between the actors.

We proposed a P2P “requestor mediated” model. In this model each peer
has a set of pointers to other peers, which collectively define a potential P2P
network topology. The pointers “virtually” connecting peers are defined by
the list of “business cards” contained in contact applications in mobile ter-
minals. This method of topology creation possesses two main advantages. A
person can be uniquely identified by some of the information contained in
his or her business card. This information forms a universal address that is
independent of the addressing mechanism of the underlying communica-
tion technologies. It also allows using a set of communication mechanisms
to reach a particular person.

The effectiveness of the routing mechanism on the social layer depended
on the social network connectivity. An accurate map of social relations is
crucial for achieving high efficiency of the search process. In order to miti-
gate this problem, I proposed a user friendly mechanism for publishing, re-
questing, and updating information stored in business cards, such as URIs,
names, addresses, photos of their contacts, across different User Agents
such as mobile and fixed terminals. The mechanism can easily extend the
functionality of Personal Information Management (PIM) software in cellu-
lar and fixed UEs.

I also proposed the SDHT architecture that allows interconnecting many
overlay networks using information on the social layer. The architecture
allows each community to run its own overlay and freely decide on the used
P2P algorithms. Using the architecture we may split a single P2P overlay
network, such as Mainline Bittorent 1 million nodes DHT, into a number of
smaller overlay networks maintained by respective communities or allow
smaller overlay networks to interconnect with large overlay networks. Mo-
bile phones can participate in P2P overlays as peers because the overlay
traffic can be limited by limiting the size of the overlay network overcoming
the battery constraints. Moreover, the implementation of security mecha-
nisms can be less difficult in community maintained overlays since each

community governs its own data.

Mobile P2P applications and services

In order to test all developed technologies and verify my assumptions we
implemented various mobile P2P services. In particular, we have designed
and implemented the world’s first resource sharing system that works on
top of SIP networks. The system enables mobile phone users to share re-
sources with each other and does not require changes in the basic SIP infra-
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structure. We have also designed a Social DHT architecture that allows for
efficient formation of mobile communities. We have proven that a P2P in-
frastructure can become a feasible cost efficient replacement for a mobile
infrastructure by presenting a Distributed IP Multimedia Subsystem. We
deployed the world first mobile P2PSIP system for real-time communica-
tion services. We also developed a P2P system that allows mobile phone us-
ers to search for knowledge in their trusted social communities overcoming
the problems identified in the business study of the article dissertation. All
systems were tested and were shown to work well in the mobile environ-
ment. The results of measurements and the conducted trials prove the
technical feasibility of community service provisioning using P2P technolo-

gy.

Future work

We have shown that P2P technologies can be used to provide mobile
community services as well as to distribute mobile service infrastructure.
The business and technical studies demonstrate the potential and technical
feasibility of the proposed technologies and services. In order to fully verify
the market potential of the innovations we need to carry out large scale user
acceptance tests. This includes large-scale usability tests, user reviews, and
trials. This work has yet to be undertaken, but will be included in future
work. This future work will also include research on detailed quantitative
economic models that will be developed based on the results from the large
scale tests and further interviews with stakeholders. With the advance of
mobile network technologies and changes in the mobile ecosystem, we see
the possibility of the deployment of pure P2P overlay networks in the mo-
bile environment in the future. In order to consider the implementation of
pure P2P overlay networks in the mobile environment, there is a need for
optimization of DHT algorithms in terms of battery consumption. Our bat-
tery consumption experiments in DHT networks were concentrated on the
Kademlia algorithm due to its proven scalability in large scale deployments.
Other DHT algorithms were not widely implemented at the time of our
studies. Therefore, it is advisable to also study other DHT algorithms when
they are implemented in the large scale DHT networks and compare the

results.
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